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OneHkKa cOOTBeTCTBHA CpeACTB 3amuThl HHGopmManuu "OO0muM KpuTepusam”

Cmambs nocesuena aHau3y cucmemsl CepmupuKkayuy cpedcms 3auumsl UHOOPMAYUU 8 COOMEEeMCmMaUU ¢ Memodoao2uell
"Obwux kpumepueg” u ISO 15408. IIposeden anaausz cmamucmuxu 8 odaacmu ome4ecmeeHHoU U MexcoyHapooHoli cepmughu-
Kayuu cpedcme 3auumsl UHGoOpMayuy no mpebosanusm 6ezonacHocmu un@opmayuu. lan kpamxuii 0030p HOBbIX NAKEMos8 Hop-
mamuenvix memoouueckux ooxymenmoe PCTIK Poccuu. Iokazanvr npobaemusie 6onpocwl cepmugurayuu no aunuu "Oobuiux
Kpumepues”, Kacarowuecs paspabomuyuxos uzdeiuil, @ maxkice Ucnbimamensvuvix aabopamopuil. Ilpednoxncernst nymu npeodone-
HUus. mpyoHocmell, C8A3aHHbIX ¢ eHedpeHuem memodosoeuu "Obuux kpumepues'. Paccmompenvt nepcnekmuebl 6HedpeHus me-
modonoeuu "Obuux Kpumepued” 6 nawel cmpane u 3a pyoexncom.

Karoueevie caoea: b6ezonacnocms ungopmayuu, cepmugpukayus, cpedcmeo 3auumsl UHGopmayuu, odwue Kpumepuu, me-
modonoeus 00uUX Kpumepues, Kpumepuu oyeHKu 6e30nacHoCmu UHMOPMAUUOHHBIX MEXHOA0UT, OUEHKA COOMBEMCMeEUs

BBenenne

IMocnenHue aBa TOIa 03HAMEHOBAIMCH BBIXOIOM HO-
BBIX ITAKeTOB HOpMAaTUBHBIX NTOKyMeHTOB PCTOK Poc-
CHU, KacalollUXcsl OLIEHKU COOTBETCTBUSI CPEICTB
3awuthl UHGopmanuu (C3M1) TpeboBaHUSIM METaCTaH-
napra TOCT MCO/MBK 15408, pejieBaHTHOTO MEX-
nmyHapomgHoi Metomosorun "O6mmx kputepues” (OK).
YKazaHHBIe JOKYMEHTHI KOHKPETU3UPOBAJIU KJIACCU-
yecKuii moaxo ucnosb3oBaHust OK mist oLeHKH cooT-
BeTcTBUS psima C3U B Hauueii ctpaHe. OxupgaeTcs Io-
CTENEHHBIN Mepexo OT TPAAULIMOHHBIX PYKOBOISIIIUX
nokymeHToB MCTHOHK Poccun K HOBBIM JOKyMEHTaM
IIUIST IIMAPOKOTO KJTacca COBPEMEHHBIX M TIEPCIIEKTUB-
Heix C3U.

HecmoTps Ha HAKOIJIEHHbBI OMBIT UCTOJIb30BaAHUS
Meropoiorn OK mo muanm @CTOHK Poccum B cmek-
HBIX pocCcUiicknx cucteMax ceptudukamum C3U, yka-
3aHHBIN MOIXOM He TOJIYYMJI TToKa TIIyGOKO# mpopa-
00oTKM. AHanM3y MOTEHLIMAalla pa3BUTHUS MOAXOAa IO
muHumn OK mocBsilieHa JaHHask CTaThsl.

IICTOqueCKaﬂ PETPOCNICKTHBA

B Haueit ctpane cucrema cepruduxkanuu C3U no
TpeOoBaHMAM Oe30IMacCHOCTH MHGOPMALIUK GepeT Havallo
¢ 1995 r.! B ocHOBY opranmsarmu cepTudMKaMOHHbIX
1 aTTeCTAIMOHHBIX UCTTBITAHWIA OBLIH TTOJI0XEHBI HOP-

' Cm. Mocranosnenne Ipasutensctea PO Ne 608, 1995 r.

MaTHBHbIE JOKYMEHThI TUPEKTUBHOIO IJIaHa, Kacalo-
1yecs AeTepMUHUPOBAHHBIX TPEOOBAHMH K (DYyHKLIMSIM
0e30IMacCHOCTH, B YaCTHOCTM, aBTOMATU3MPOBAHHBIX
cucteM, KoMmruieKCHbIXx C3U oT HecaHKIIMOHUPOBAH-
Horo aoctyrna (HCJI) u, 4yTb 1o3xe, MeXCeTeBbIX K-
paHoB (MO). C pa3ButueM UH(GOPMALIMOHHBIX TEXHO-
JIOTM W HOBBIX KJIACCOB yrpo3 MHGMOPMAaIMOHHOMI
6e3omnacHocty (MB) ocTpo BeTas Borpoc co3naHust yHU-
BepcaJibHOM, r’MOKOI 1 agalNTUBHOM CUCTEMBI HOpMa-
TUBHBIX JOKYMEHTOB, yuuThiBaoieil Tunbl C3U, cpenpl
(DYHKIIMOHUPOBAHMS M YPOBHHM 3aIMTH MHMOPMALINH,
HO o0ecIeynBaolleil TOBTOPSIEMOCTb Pe3yJIbTaTOB MC-
neitanuii [1—3]. C aroii nenbio TexHnyecknii KOMUTET
TK-362 obecrieunts1 mepeBos, COOTBETCTBYIOILNX MEXITY-

CC,v. 2.1 [ PAOCTS
Poccumn
ISO 15408:1999 ) [TOCT P ICO/M3K
CC,v.23 \ 15408-2002
ISO 15408:2005 TOCT P ICO/M3K
CC,v.3.1 ™ 15408-2008
1SO 15408:2008,
2009 FOCT P ICO/M3K
CEM, v. 3.1 15408-2012/2013
ISO 18045:2008 TOCT P ICO/M3K
18045-2013

Puc. 1. CoorBeTcTBHE MEXKIAYHAPOAHBLIX U HAIMOHAJIBHBIX CTAHAAPTOB
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HopmatuBHbIN
NpaBOBOW aKT
DCTIK Poccum

3apaHue no

Mpodwmnm sawurel
poc o Oe3onacHocTH

Puc. 2. HoBblii mopsanok 3anaHus TpeOOBaHWil MO 0e30MACHOCTH
uHdopmanun

HapOAHBIX CTaHAApTOB (puc. 1), a B paMKax CHUCTEMBI
®CTBOK Poccuu 6bUta MHULIMMPOBAHA ampoOalms
Metogosnorun OK [4—7].

INpuHIMTIATEHO HOBBIM 3TarloM BHEIPEHUS METO-
nojorun OK B Hallleil cTpaHe cTajo yTBepXKIAeHue Ia-
KEeTOB TpeOOoBaHU 1151 OTAEAbHBIX TUIIOB C3U HauuHast
¢ 2012 r. [8]. CornacHO HOBOMY MOAXOAY JJISI KAXKI0TO
tuna C3M nprHuUMaeTcss HOpMaTUBHbBIN MTPaBOBOM aKT,
cojepxxaluii TpeboBaHUs IO 3allUTe UHGOPMALUU U
yCTaHABIMBAIOLIWI KIACChl 3alUThI, COAepKalle M-
HUMAaJIbHBII HaObop TpeOoBaHuMil. s Kaxkgoro Tura
C3U ytBepxaawTcs Npoduian 3allUThl, KOTOPHIE SIB-
JISIIOTCSI OCHOBOM JJTsI CO3MaHus 3alaHus Mo 6e3omnac-
HOCTU, HA COOTBETCTBHE KOTOPOMY U MIPOBOIUTCS CEpP-
TUdUKaIMS KOHKPETHOTO u3naenus (puc. 2).

B nepuon 2012—2013 rr. Ob1M yTBEpKIEHBI TPeOO-
BaHUS K cucteMaM obHapyxkeHwus BropxeHuii (COB) [9],
cpenctBaM aHTuBrpycHoii 3aiuthl (CAB3) [10] u cpen-
CTBaM JIOBEPEHHOI 3arpy3ku, a B Ojukaiiiiee Bpemsi
OXMIaeTCs MpUHATUE JOKyMeHTOB o DLP-cucremam
[11], cpemcTBam 3alMTBI CPeabl BUPTYAIU3allNM, CPE-
CTBaM OTpaHUYEHUsT IPOTPaMMHON Cpefibl, CPeICTBAM
yIpaBiIeHUs JOCTYIIOM, CPENCTBAM YIIpaBJIEHUS MOTO-
KaMM WH(OpMAaIIUK, CpeICTBAM 3alIUThl KaHAJIOB TIe-
penaun nHGOPMAIINK, CPEICTBAM KOHTPOJIS YIATCHUS
nH(popMalM, CpeACcTBaM WACHTU(MUKALIWUA U ayTeH-
udukanuu, MO, cpeacTBaM aHajlIu3a 3allUAIIEHHO-
ctu (CA3) u ap.

B coOTBEeTCTBUU ¢ 3TUM Tiepell MCHBITATEIbHBIMMU
JaboparopussMu 1 paspadotunkamu C3W Bo3HUMKIIA 3a-
Jlaya arnpodanyy HOBBIX TOKYMEHTOB, MEHSIOIIUX CJI0-
SKUBLLIVECS] METOTUKM paboT, a CIeI0BaTe/IbHO, U TPYIO-
3aTpaThl [5]. PaccMoTpuM 0o01IMe TEHAEHIMU BHEIpe-
Hus Meropojorn OK B Hamreit cTpaHe B cpaBHEHUH
¢ MexayHaponHoii cucteMoit Common Criteria.

3anayu McciaeaoBaHusd

B ocHOBY npoBeaeHHOro aHaaM3a MOJOXEHbI TaH-
HbIe, peCTaBIeHHbIe Ha caiite DCTDK Poccnit?, rop-
Tajle MeXIyHapOomaHOU cucteMbl cepTudukanuu Com-
mon Criteria3, a TakxKe MOJIyYeHHEBIE B XOJ¢ aBTOPCKUX
ucnbitTanuii C3U 1 sKcrepTU3bl MaTepuaaoB UCIbITA-
Huit o mmaun OK.

C ToukM 3peHus Lieielt aHaIn3a BaXKHO ObLIO OLIEHUTD:
e 00BEMBI M pOCT PadoT 110 olieHKe cooTBeTcTBUSI C3U;
e KJIACCHI aKTyalbHbIX U mepcrneKTuBHbix C3U;

e JOJII0O UMITOPTHON TIponyKumu B Poccum;

e TIEPCIEKTUBEI CEPUITHOTO IIPOM3BOACTBA B Poccun;
e JIMAMPYIOIIME KOMITAaHMU B obiacTu co3manus C3U;
e OTKPBITHE MCXOIHOTO KOJa U MpeA0CTaBIeHUe CPebl

KOMITOHOBKU;

e OLICHOYHbIE YPOBHU JOBEpUs, JAOCTHXMMbIE TpPU
cepTu(duUKalMy Ha TIPAKTUKE;
e pacrmpeneseHNe 3aTpaT UCIBITATeIbHOM JJA00paTOpUH.

OOmue TeHIEHIMH ONEHKH COOTBETCTBHUSA
no juand "O0mux Kputepuen”

ITpoBeneHHbIN aHAIU3 MMOKa3ajl, YTO CepTU(hUKALIMS
no JuHuu OK mMeeT yCTOMUYMBBLIA POCT B MUPE U TO-
CTeIIeHHO HabupaeT oO0OpOT B Halllel CTpaHe.

I1epBoe, uTro Opocaercs B Iy1a3a, — 3TO TO, YTO OOb-
eMbl ceprudukanuu B Poccum He yCTYIIaloT MeXKIyHa-
POIHBIM. DTO OOBSICHSIETCS] TOCYIapCTBEHHOI BaxKHO-
CTbIO pe3ybTaTOB olleHKU cooTBeTcTBUSI C3U Tpebo-
BaHMSIM MO 6e30MacHOCTU UHGpOPMaliU, BUIUMO, T10
MPUYMHE 3aBUCHUMOCTHM OT TEXHOJIOTUI MHOCTPaHHBIX
npousBoauTteneit (puc. 3). B To xe BpeMs yucio cep-
TMduKkanmii B Poccun B COOTBETCTBUM ¢ MEXIyHAPOI -
Hoit Metoponorueit OK HeBenuko (puc. 4).

Ha puc. 5 npeacrarieHo paclipeneieHue Yucia cep-
tudukanuii Tunos C31 B Poccuu (3a nepuoxa 2011—
2013 rr.), a umenHo: M3, C3U or HCJ, nporpam-
MmHoro obecrieueHust (ITO) co BcrpoenHbiMu C3U,
IT1O obmero Haznauenue (OH), koTopoe He coaepKuT
BCTPOEHHBIX (PYHKIIMI 1o 3amuTe nHpopmanuu, I10,

400
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@ Poccuickne
cepTudmkaymm

3apybexHele
cepTudmkaymm
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Y

Puc. 3. Yucno ceprudpukanmii no maun @PCTIK Poccun

2 www.fstec.ru

www.commoncriteriaportal.org
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O"0bwme KpUTepuu”

] BKnaccuyeckne
TpeboeaHua

4 | 1 4 {
0% 20% 40% 60% 80% 100%

Puc. 4. Pacnpenenenne umcia cepru(uKanuii mo TpagUIOHHBIM
JIOKyMeHTaM 1 Metonosiornd "Oo0mux kputepues” B Poccuu

CA3 CAB3 CYB,El
3%

coB

Nnoc C3n
15%

C3U ot HCA
17%

Puc. 5. Pacnpenenenue no Tumam cpeAcTs 3alIMThl MH(OPMALMH B
Poccun

Mo ana MO ynpaenenus [oBepeHHas
BbINOMHeHWss  Kodamm nnatdgopma
LU1chpoBoiA CYE,[I1% 0%. BuomeTpus

nognucu 0%
2%

C3WM o1 HC,
4%

[0 cmapT-kapT
37%

MHoro-
bYHKLUWUOHanNBHbIE

yCTpOWCTBa
14%

Puc. 6. Pacnpenenenne no TMmam CpecTB 3amuThl nH(popManuu B
cucreme Common Criteria

HCIOJIB3YeMOro B BeIUMCIUTEIbHBIX ceTsix (BC), kpome
M3, onepammonsbix cuctem (OC), CA3, CAB3, cuctem
ynpapineHusi 6azamu gaHHbix (CYB/) u COB. Oue-
BUIHO, Pa3BUTHE 3alLMIIEHHBIX CETEBBIX TEXHOJIOTHIA
00YCJIOBWJIO JTMAEPCTBO cepTudukanuu MO.
AHaJIOTMYHBIN aHaJIU3, BHIITOJIHEHHBIN B OTHOLLEHUH
MEXAYHApOOHOI cucTeMbl cepThudukanuu Common
Criteria, TTO3BOJIAJT BBISIBUTh aKTyaJIbHBIE 3apyOesKHbIC
WT-pelieHus B 3allMILIEHHOM UCIIOJHEHUN, & UMEHHO
(puc. 6):
o [I10O, ucnonbzyemoe B cMapT-KapTax;
e MHOTO(YHKIIMOHAJIEHBIE YCTpOICTBA (HAmpuMep,
MPUHTEPHI);
e cetreBoe 1O (MapIpyTU3aTOPHI, KOMMYTATOPHI).
Pacrnipenenenue uncna ncnbitanuii C3U o cxemam
ceprucdukainuu "cepus” ("TumnoBoro oopasua”) u "nap-
i1 (BKJIIOYasl eIMHUYHBIE YCTPOMCTBA) IO JIMHUU
DOCTHOK Poccum mpeacTaBiieHO Ha puc. 7.
Pacnipenenenue uncia cepruduxanuii C3U poccuii-
CKOTO M MMITOPTHOTO TIpon3BozacTBa B cricteMe PCTOK
Poccun 3a mepuon 2011—2013 rr. mpeacraBieHO Ha
puc. 8.
Ilocne BcTyruieHHsT B CUJTy HOPMATMBHBIX MPaBOBBIX
aKTOB, 3aJalolIMX TpeOboBaHUsI 0e30IMacHOCTU UHGOpP-
manmn B HoTarmm OK, oTedecTBeHHBIC M 3apyOEKHBIC

2013

2012 oCepusa

allaptua

2011

0% 20% 40% 60% 80% 100%

Puc. 7. Pacnpenenenne yncaa ucnoitanuii C3U no cxemam cepru-
¢unkanymu B Poccnu

2013

OPoccuiickue
pa3paboTymkn

2012

@E3apybexHbie
| paspaboTunku

2011

0% 20% 40% 60% 80% 100%

Puc. 8. Ceprudukanum NpoIYKUMH POCCHIICKOr0 M 3apy0OekHOro
npou3BojcTBa B Poccun
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Siemens

1%

McAfee
1%

Check Point

Symantec
3%
Oracle

4%

Microsoft
6%

Juniper
1%

Puc. 9. MHocTpanHbie pa3padOTYMKH, MPOAYKIHUS KOTOPBIX CEPTH-
ummpyerca @CTIK Poccuu

pa3paboOTINKN CTaM TIPOBOOUTH CEPTU(PUKALINU B
Poccum 1o HoBeIM TpeboBaHuUsIM. IlepBhie cepTudurKa-
LIV TI0 HOBBIM TPEOOBaHUSIM ObLIM MPOBEACHBI 3apy-
o6exxHpiMU KoMnaHusiMu McAfee u TrendMicro. Cpenu
OTEUECTBEHHBIX Pa3paOdOTYMKOB, MOJIYUYMBIINX CEPTHU-
dukater cootBercTBUSI PCTOK Poccum, — "Kon
oe3onacHoctn” 1 "Jlabopatopus Kacnepckoro".

Ha puc. 9 u 10 npencraBieHbl MHOCTPaHHBIE U POC-
culickue opranusanuu-paspadborunku C3U, Hanbomee
4acTo cepTUdULMpPYyeMble B CHUCTeMe CepTU(hUKALINN
DOCTBK Poccun 3a nepuon 2011—2013 rr. Hanpumep,
puc. 9 KOCBEHHO JEMOHCTPUPYET 3HAUUMYIO POJIb TIPO-
nykuuy aMmeprukaHckoid kommnanuu CISCO B co3manum
UHGOPMAILIMOHHON MHMPACTPYKTYPHI HAllleil CTPaHBbI.

COOTBETCTBYIOIIASl CTAaTUCTHUKA MO pa3paboOTYMKaM
C3MU, npourenmmx cepTuPrKalnio B MEXKIyHAPOIHOMN
cucteMe Common Criteria, npeacraBpieHa Ha puc. 11.

CootHoleHne yucia ceprtudukanuii C3U, nposo-
IAMBIX C TIPEHOCTaBIIECHUEM MCXOIHBIX MTPOTPaMMHBIX
komoB 3a mepuod 2011—2013 rr., mpeacTaBlieHO Ha
puc. 12. Kak M3BeCTHO, rapaHTMpPOBAaHHBIC OLICHKU

TNabopaTtopus
Kacnepckoro
5%

OATATEN  Kop
5% BesonacHocTH
4%

NeHcneunpo-
M3BOACTBO
30
Cuctembl g
ynpasneHuna

Apyrve
(oxono 100)
80%

Puc. 10. Poccuiickue pa3padoTynKu, MPOAYKIMS KOTOPHIX CEPTH-
¢unupyerca ®CTIOK Poccun

4%

STMicroelectronics

Gemalto 3%

BM 3%
2%

Puc. 11. Pa3paborunku, npoayKuusi KOTOPbIX cepruduuupyercs B
cucreme Common Criteria

Common Criteria

BC gocrynom
Bes goctyna

OCT3K Poccum

0% 20% 40% 60%

80% 100%

Puc. 12. CoorHomenne ceprudmukanuii B 3aBUCHMOCTH OT JOCTYNAa
K HCXOJHBIM TE€KCTaM MpPOrpamMm

Puc. 13. CoorHomenne yuciaa ceprudukanmii B 3aBUCHMOCTH OT
OVY]I Bo ®CTIK Poccun
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Puc. 14. CooTHomenne 4ucia cepruukanmii B 3aBUCHMOCTH OT
OVl B cucteme Common Criteria

YPOBHST 06€30MaCHOCTHA TIPOTPAMMHBIX CUCTEM MOXKHO
MOJIYYUTh TOJBKO IIPU JOCTYIIe K MCXOMHOMY Koy [9].
ITosToMy oTcTaBaHUSI Hallleil CTpaHbl B 3TOM IUIaHE
JIOJIKHO HAaCTOPakKMBATh.

PacmipeneneHue urcia OTe4eCTBEHHBIX M MEKIyHa-
POIHBIX CepTU(UKALINI B 3aBUCIMOCTH OT OLIEHOUHOTO
ypoBHs goBepusi (OY]l), moaTBepxKaeHUE KOTOPOMY
MPOBEPSIOCh B XOJ€ MCMBITAHUI, MPEICTaBICHO Ha
puc. 13 u 14. Kak n3BecTHO, YPOBHIO 3alIUTHI MHPOP-
MalWu, COCTaBJISIOLICH TOCYIapCTBEHHYIO TaliHY, CO-
otBercTByeT OY/14+ (ycuneHHbIi) [9].

OnpIT padoTHI NCHBITATEBLHOI JIA0OpaTOPHHA

OTneabHOro pacCMOTPEHMST 3aC/Iy>KMBAeT BOIPOC
OLICHKU TPYAOEMKOCTH HE3aBUCUMOIO TECTUPOBAHUS
MpU MPOBEIECHUU CEPTUGUKALMOHHBIX UCTIBITAHUI 1O
HOBBIM TpeOOBaHUSIM. AHAIN3, IIPOBEAEHHBIIA aBTOpa-
MM MCXOIsSl M3 ONbITa MCIBITATEJbHON JabopaToOpuu,

300

250
T
'F 200
g OWeneiTanua Ha
é 150 cooTBeTcTBUE TY
E BWcnbitandua no OK
=
3 100
j= N
m

50
0 T

COB ypoena cetn  COB ypoBxa xocTa

Puc. 15. CpaBHuTE/IbHBIA AHATH3 BPEMEHHBIX 3aTPaT MPH MpPoOBeae-
HUM HE3aBHCHMOTO TECTHPOBAHMSA CHCTEM OOHADYKEHHS BTOPIKEHMIi

Puc. 16. Pacnpeneienne 3aTpaT MCHOBITATEIbHOM JIA00PATOPUH NPH
cepTuUKAIMA N0 TPEOOBAHUAM HOBOH HOPMATHBHOI 0a3bl

TTO3BOJIMJT CHEIaTh BBIBOI O TOM, UTO TIIAHOBAsI TPYHO-
€MKOCTb CAMUX ITPOBOANMEIX TECTOB MMPUHIMITHATEHO
HE U3MEHMJIACh MO0 CPABHEHUIO C TPAAUIIMOHHBIM IO -
xoqoM. Ha puc. 15 npencrasiieH cpaBHUTEIbHbII aHAIU3
3aTpar Ha UCIbITAHUSI CUCTEM OOHAPYXXEHUSI BTOpXKe-
Huit (COB) Ha cOOTBETCTBUE TEXHUUYSCKUM YCIOBUSIM
(TY) n HopmatuBHBIM nokymeHTam (H]I).

Amnanu3 3atpar Ha nipoBepku C3U 1o MeTogo10ruu
OK mokazan ciemymoliee pacrpenejeHue TPyIoeMKO-
cTU paboT (1Mo yOhIBaHUIO) MO TPeOOBAHUSIM HOBOU
HOpMaTuBHOM 6a3sl (puc. 16):

e AaHAJIMU3 MPOEKTHOM NOKYMEHTAlUM Ha OOBEKT Cep-
4y.
tudukauu (ADV™);
e TIIpoBefeHUe He3zaBucumoro TectupoBaHus (ATE);
e aHAIM3 XMU3HEHHOTO IUKJIa O0BEeKTa cepTUdUKa-
mun (ALC);
e aHanu3 3amaHus 1o 6ezomnacHocTu (ASE);
e aHaIM3 dKCIUTyaTallMOHHOM nokymeHTauuu (AGD);

e TIPOBEICHNE HE3aBUCUMOT'O TECTUPOBAHMS Ha TIPO-
HUKHOBeHUe (AVA).

3apyOexHble TeHIECHIMHA PA3BHTHS
MEKIYHAPOTHOH 0a3bl

IIpencraBieHHBIN B paboTe aHaIM3 ObLI ObI HE IT0JI-
HBIM, €CJIM He OTMETUTb aJbTepHATUBHOE HAITpaBIcHUE
pPa3BUTHUSI MEXIYHAPOJHOU CUCTeMbl cepTUdUKAIUU
no Common Criteria. Harmpumep, ¢ 2012 r. National
Information Assurance Partnership (NIAP) — opranu-
3anus, peryaupytomias ceprudukanuio C3U B CIIA,
WHULUMPOBAJIa KOPEHHYI0 peopMy CUCTEMBbI CEPTH-
¢ukanum 1o cxeme OK. OcHoOBHBIE MpeoOpa3oBaHUs
clieayloliiue.

4 Horaumn ykasansl B coorserctsum ¢ 1SO 15408-3: 2009.
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1. OTKa3 OT MOHATHS "OLIEHOYHBIN YPOBEHb JOBE-
pust”. OIBIT IPOBEACHUS CepTUPUKALIMU TT0 KJIACCH-
yeckuM OK moxasaj, 4To BO MHOTHX CTyJasix HeBO3-
MOHO 00€CTIeUUTh TOBTOPSIEMOCTb U BOCIIPOV3BOAM -
MOCThb CepTU(UKAIMOHHBIX MCHBITAHUI (Haxe IIpu
ceprudukanuu Ha OY]I3 unu OY4). [pennaraembie
HOBBbIE TTPOMUIN 3alIUTHI COAEPXKAT YIPOIIEHHBIE Tpe-
OoBaHUS nOBepus, cCHOpPMYJUPOBAHHBIE HAa OCHOBE
"knaccuueckoro” OY/2. Takas TeHmeHIMsT Oblia aB-
TOpaMM IIpeJcKa3zaHa JIeBsITh JeT Hazan [1].

2. JIns obecrieyeHUsI TOBTOPSIEMOCTH Pe3yJIbTaTOB
MpOoUIN 3aIINUTHl JOIIOJHSIOTCS THITOBEIMA METOIM -
KaMU{ UCHbITAaHUH, MpUYeM Kak Uil TpeOOBaHUIA TOBeE-
pusi, Tak M s (PYHKUMOHAJbHBIX TpeOOBaHUI 6€30-
MTaCHOCTH.

3. CnpaBouyHast uHGopmMauus (Hanmpumep, 000CHO-
BaHUS TpeOOBaHUI WK Liejeil Oe30I1aCHOCTH) BbIHE-
CeHa B MPIJIOXEHWE K TTPOGUIISIM 3allIUTHI.

4. Tlpodunm 3ammTHl pa3padaThIBAIOTCS TEXHUYC-
CKHMMU KOMUTETaMU, B KOTOpbIE, KaK MPaBUIO, BXOIST
MIpeACTaBUTEIN Pa3pabOTINKOB.

5. Cozpatotcst 6a30Bble MPOMUIN 3aILUTHl U MaKeThbl
paciupeHuit 6azooro mpodguis 3amuthl (Extended
Package). Hanpumep, 6a30Bblii Ipoduib 3allUThl Ha
CETEBOE YCTPOMCTBO 3alaeT (yHKIUU OE30MacCHOCTH,
XapaKTepHbIE ISl BCEX CETeBBIX YCTPONUCTB (MAEHTU (U -
Kalys 1 ayTeHTH(UKAIMS afMAHICTPaTOpa, perucTpa-
LI1sI COOBITUI U T. 11.), a TaKeT paclIMpeHusi 6a30BOro
MpoduIs 3alUThl COAEPKUT TPEOOBAHUS, XapaKTepHbIe
I koHKpeTHoro turna C3U Ha 6a3ze ceTeBbIX yCT-
poiictB (Hanpumep, MO uiu COB).

K pedopme npucoesnHMINCh "KOPOHOBAHHbBIE TEP-
putopun": Bennkooputanus, Apctpanus, Kananga.

3aKkioyeHue

ITpoBeaeHHBIN aHAIN3 CTATUCTUKU B obsacTu "O0-
IIAX KPUTEPHEB" TTO3BOIIIT OTMETUTH PSI TIOJIOKUTEITb-
HBIX MOMEHTOB B c(pepe pa3pabOTKN M OILECHKH COOT-
BercTBusl C3U B Halleli cTpaHe, a UMEHHO:

e CTUMYJIMPOBAHME CEPUITHOTO MIPOM3BOICTBA MPOMYK-
LN, BBIpaXKarollerocss B ITOCTEIIEHHOM YXOIge OT
cepTudUKaLIMU IO cxeMme "mapTus” K cxeme "cepus”
BBUIY TOTO, YTO HOBBIE HOPMATWUBHBLIE ITPaBOBBHIE
akTel OCTOK Poccum TpebyioT oT 3asgBUTEIIEH
noaaepxku cepruduuupoBanHoro 1O C3U Ha
BCEX CTaIMsIX XKM3HEHHOTO IIUKJIA;

e TIOBHIIIEHUE pEAJbHOIM 0E30TaCHOCTH TPOTpaM-
MHBIX CUCTEM, TaK KaK YTBEpXKJIeHHE HOBbIX HOpMa-
THUBHBIX TIPABOBBIX aKTOB BBOIUT 00SI3aTE€IbHOCTD
BBITIOJTHEHUSI TIPOLIEAYpPHl "OLIEHKU YSI3BUMOCTEit"
Mo BCeM KijaccaM 3aliuThl. HamoMHuM, 4To mpu
cepTU(UKALINU TI0 TPATAULIMOHHBIM PYKOBOISIINM
JIOKyMEHTaM TIOHMCK YSI3BUMOCTEI He SBJISIICS 00s13a-
TeJLHOM MPOLIETYPO U BBIMOJHSJICS TOJIBKO DHTY-
3ractamu B oonactu ceprudukaunu C3U. Hanpu-
Mep, aBTOpaMU OBUTH BEISIBJICHBI YSI3BIMOCTH B 50 %
3apy0ekHbIX U oTeuecTBeHHbIX C3U;

e TIOBBILLIEHME NOBEPUS K IPOrPaMMHOM MPOAYKIIMH,
B MEPBYIO o4yepelb, MHOCTPAHHOTO MPOM3BOACTRA,
YTO CBS3aHO C MOCTEMEHHBIM OTKPHITUEM MCITbITA-
TeJIbHBIM JIA0OPATOPHSIM TOCTYIIAa K UCXOTHBIM TeK-
CTaM CO CTOPOHBI KPYITHBIX MUPOBBIX pa3paboTyu-
koB [10;

e BO3MOXHOCTD JIJIS1 Pa3padOTYNKOB MOAMGUILIMPOBATD
1 OOHOBJISITb CBOM NPOAYKTHI MEXIy cepTuduka-
LIMSIMU, TIPEICTABIISIS HEOOXOIUMBIE CBUIETEILCTBA
00 OTCYTCTBUU BIUSIHUSI OOHOBIEHUI Ha cepTUPU-
LIMPOBaHHBIE (DYHKLIMK OE30IMaCHOCTU. DTO CBSI3aHO
C TE€M, YTO BIIEPBBIE B POCCHMUCKUX HOPMATUBHBIX
JTOKYMeHTaxX (hOpMaJIM30BaHO TOHSATHE "WHCIIEK-
LIMOHHBIM KOHTPOJIB" C MCITOJIb30BaHNEM TpebOoBa-
Huii kiacca AMA "Ilonnepskka 1oBepust”, T. €. HOBbIE
rpodmy 3amuTh (yrBepxaaeMble @CTOK Poccrm)
coiepxaT TpeOoBaHUs AOBEepUsI K 0€30MacHOCTH,
Kacarolecs: BO3MOXHOIM MonuduKaluydyd Mmporpam-
MHOW IIPOOYKIIUM;

e KOHIIeNTyaJbHas BOBMOXHOCTb MHTErpallii U BHe-
JIpeHusl TepeaoBbix MHOCTpaHHbIX W T-pelieHuid,
KOTOpble Tpolid ceptudukaiuio no Common
Criteria, T. e. Korma MHOCTpaHHbIE pa3pabOTYMKU
yXe pa3paboTanu MoaoOHble pabouyre JOKYMEHTHI
1 MMOHUMAIOT MpoliecC CepTUhUKAIIMUA 1O HOBBIM
tpeboBaHusiM @CTIK Poccun.

B To e BpeMs HaJo OTMETUTh, YTO HOBbIE HOpMa-
tuBHBIe ToKyMeHTbl PCTOK Poccun BBUIY HOBU3HBI
MOTPEOYIOT TOPadOTKU OPraHW3allMOHHOW U MeToauye-
CKOI1 0a3bl 1TabopaTopuii U pa3padbOTYMKOB, HAIIPUMED:
e TiepBble cepTudukauuu no auHuu OK mokaszanu

HayajJbHOE YBEJIMUYCHUE MHTENICKTYyaJIbHBIX 3aTpaT

y pa3pabOTYMKOB OTEYECTBEHHOU MPOAYKIIMU. DTO

CBS3aHO C TeM, YTO Jaxe Mpu cepTUdUKALIUU Ha

HauboJjiee IMpUBJIEKATEbHbBIA 4-i1 KJlacc 3alluThbl

(He CBSI3aHHBIN C 3alIUTOM TOCYIaPCTBEHHOM TallHbI )

Tpedyetcs goctuub OY/I3, a TpeOyeMble CBUIETENb-

CcTBa pa3paboTdymKa SIBISIOTCS OTHOCUTEIBHO HO-

BbIMM: KOPPEJISLIMY C HALIMOHAJIbHBIMU CTaHAApTaMU

MPaKTUYECKU HET, HET U METOIMYECKUX JOKYMEH-

TOB-PETYJISATOPOB WISt pazpadorunkoB C3U;

e HEIOCTATOK PEaJIbHOTO OITBITa M METOTUIECKOM MH-
¢dopmalimy MPUBEIET K HECTIOCOOHOCTU Bcex Oe3
WUCKJIIOUEHUSI aKKpeIUMTOBaHHBIX JiabopaTtopuii
MIPOBOANTD UCITBITAHUS TIPOAYKIIMHI TT0 HOBBIM Tpe-
OoBaHMSIM B camMmoM OJmkaiiiiem BpemeHu. Kak Ba-
PUAHT BO3MOXHO BBeJeHUE MPAKTUKW aKKpeauTa-
LIMM UCTIbITATEIbHBIX JJAOOPATOPUIA MO HAUBBICLLIEMY
kjaccy 3amuthl (OY]I), 1o KoTopomy JJabopaTopust
MOXET MPOBOAUTDL UCIIBITAHMSI.

B 3akiroueHue MOXHO c/iesiaTh BBIBOJ, UTO CEPTH-
¢uxanust C3U no nuHum "OOLIMX KpUTEpUEB" UMeEeT
YCTOUNMBbIE MEPCIIEKTYBbI B HAllICH CTpaHe: BHENAPEHUE
METOMOJOTMYECKUX U KOHUEMNTYaJbHbIX OCHOB — He-
M30€XHBII Mpollecc, KaK MUHMMYM, B OJvzKaidiieit
MepCIeKTUBE.
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The Conformity Assessment of Information Security Solutions According
to the Common Criteria

are marked.

The information security certification in accordance with the Common Evaluation Methodology and ISO 15408 is analyzed.
The analysis of statistics in the field of domestic and international certification of information security solutions are done. The over-
view of the new package of regulatory guidance documents FSTEC Russia is done. The certification issues through the Common
Criteria for developments and testing laboratories is shown. The ways to overcome the difficulties associated with the implemen-
tation of Common Criteria are suggested. The prospects for implementation of the Common Criteria in Russian and in the world
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